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Customer Data Privacy Concerns

 To what extent is privacy a concern to
customers? A case study from Alliant Energy.

 What steps have been taken to educate
consumers on privacy issues associated with
advanced metering or other smart grid
programs?
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Alliant Energy — Who are we?

e Parent of and Interstate Power and Light (IPL) and
Wisconsin Power and Light (WPL)

5,000 employees provide energy services to over
1000 communities in Wisconsin, lowa and
Minnesota, over 54,000 square miles

e 1.4 M customers total
— Wisconsin Power and Light (WPL)
» 455,000 electric & 177,000 natural gas MH Wi
— Interstate Power and Light (IPL)
* 526,000 electric & 234,000 natural gas
* MN: 43,000 electric & 11,000 natural gas A

e 9,700 miles of electric distribution lines and 8,000
miles of natural gas main.

* Generate 31 million MWh of electricity annually

* S$3.4Brevenues, and S{9.3 B assets for 2010
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Overview of WPL's AMI Project

Deploy 2-way licensed RF fixed network for entire territory

Retrofit all existing 173,100 natural gas meters with AMI one-way
communications modules

Replace 454,900 electric meters with electronic AMI-enabled
meters with two-way communications capability.

Implement a Meter Data Management System (MDMS) to
support interval-based billing

WPL expects to realize net annual gas and electric operating
expense savings of about $6.3 M
» Reduced Meter Reading Costs (labor, transportation, injuries)
» Reduced Billing-Related Costs and Improved Billing Accuracy
> Improved Services to Customers
» Reduced Outage Restoration Costs and Duration
> Improved Revenue Cycle
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WPL AMI - Deployment

« WPL AMI 2008 — 2010 deployment

» Low-key approach to communications

» Focused on direct impacts to customers during
meter installation, and operational benefits
» AMI info added to main page of website

»Targeted region media release and direct post card
mailings to customers 2-weeks in advance of install

»Door hangers left during install

» Virtually no customer push-back during deployment
»Only 3 customers requesting info about RF emissions
»No customer contacts on concerns about data privacy
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AMI Pre-deployment Post Card

Within the next two
weeks, you may notice
Our crews in your
neighborhood or on
your property. They will
be performing upgrades
on electric and/or gas
meters with advanced
metering infrastructure
(AMI) technology. For
your safety and security,
each technician will
carry an Alliant Energy
picture ID card.

Q. What is AMI?

A. AMIis a new technology that enables meters to be read remately, ensuring
accurate hilling and efficient service. Your usage information will be sent to us
automatically without us having to visit your property on a regular basis.

Q. How will | know you have visited my home?

A. Youwill be notified with a door hanger that your meter was successfully
upgraded or that an appointment will be required to gain aceess to your
meter. Inmost cases, employees will upgrade AMI meters between
8:00 AM - 5:00 PM.

Q. Will you need to turn off my service to install the AMI equipment?

A. There may be a brief interruption of your electric service making it necessary
for you to reset clocks or other devices affected by the meter exchange. We
will make sure that your service is back on before leaving. The AMI upgrade
will not interrupt your gas service.

Thank you for the opportunity to install our new AMI equipment. We appreciate

your cooperation as we worl in your area. There will be no charge to you for this
upgrade. If you have any questions or need additional information, please call us
toll-free at 1-800-ALLIANT (255-4268) or visit alliantenergy. com/AMI.
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Wisconsin
Power and Light

We're upgrading your electric
and/or gas meters with
advanced metering infrastructure
(AMI) technology that will
enable us to read meters
remotely.
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Post-Installation Door Hanger Notice
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Wisconsin
Porer and Light

Sorry, We Missed You

Wi wers her today to upgreck your eleciric andior
gas meter with new advanced metaning infrastructure
1AMl tachnoogy that will erable us to read your
meter remaly. There will b2 no change & you for this
intallation.

O Wea succasafully installed new eleztric andior
gas metering equipment.

Exchangirg your elactic meter may hawe created
a momentary bes of elecinicity so pleass b=
sure to reset docks or any other devices affectsd
by the meter exchangs. We apologize for eny
inconvenience this meay have caused,

O We were unable to accese the & ectric andfor
gae meter bacause:

O Mo arseer at door

O Lockead ferceigats
3 Dy im the yard
O Crther

Fleaze call us toll-free at 1-500-ALLIANT

[255-4266) to schedule a date and time we
can visit again. For additional information
regarding AMI, visit alianenengy. comd A
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Wisconain
Porwer arsd Ligha

Un Representante de
Alliant Energy Estuvo Agui

Hoy estuvirmos aqul para actualizar su meddor de gas
wao electridad con la nueva Infrasstructura Avanzaca
de Mechcidn (AMI), tecnclogia que nos permititE leer
su medickor emotamente, La nstelacidn es graita,

O Hemos instalado al Musve aquipo medidor de
gae yio alactricidad.

Curartz lainstalacién del meddor eléctica, una
pérdida momentanea de ekciricikdad ha poddo
suceder, Porvor rviss sus relojes u otros
arefactos ddticos que pudisnon sar alctados
durante la instalacidn, Cisculpen por la miolsstia.

O Mo hemos podide instalar 2l Huevo equipo
medidor de gas y el ectridad por las siguientes
FAZOMN B

O Madis contestaba la pusra

[ Laz rejss 0 puertas estaban con llaves
O Mascota en su vivienda

O Caro

Por fervor de llamar al 1-800-ALLIAMT
(255-4268) para hacer una cita y visitarlos
otra wez. Para més informacicn de AMI,
vigite allfamtemerg pecmdddl
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WPL AMI - Post Deployment

* Concerns about perceived health risks from RF
» Denied 10 requests for AMI smart meters removal

» Information provided comparing AMI system
operation to cell phones and other common
devices

» Reports by EEI/UTC and EPRI on AMI RF studies
also provided

» Full support by PSCW to install and maintain AMI
meters
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WPL AMI - Post Deployment

e Smart meter “surveillance” concern

TSy, [+ vRcmwr mmiGasor Azeet - "
» Received one form letter requesting YourPrwa! s, Gmmmen(Survelllance’

mEter replacement based On Inr Say NO to Smntinhr_l Meters”
YouTube Video

» WI Coalition Against Smart Meters Is this your

New Smart

* Flyers posted in one community Meter

Contact Your
Legislators Now!

= One-day news story by local media

= Media interview opportunity allowed us
to dispute inaccurate information flyers &

= No surge in activity — No additional
removal requests based on data privacy

>Deve|oped a standard response letter
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http://www.google.com/url?q=http://www.youtube.com/watch?v=8JNFr_j6kdI&sa=U&ei=3rv0TsOREMbm0QHB2vSeAg&ved=0CBEQtwIwAA&usg=AFQjCNEE9iZnJ8wyTsupve5y1DKXslNksQ
http://www.google.com/url?q=http://www.youtube.com/watch?v=8JNFr_j6kdI&sa=U&ei=3rv0TsOREMbm0QHB2vSeAg&ved=0CBEQtwIwAA&usg=AFQjCNEE9iZnJ8wyTsupve5y1DKXslNksQ

AMI Surveillance Concern Response Letter

Wi in P d Light Co.
¥ W ALLIANT e
C te Headquart
ENERGY. o
Wisconsin Madison, WI 53718-2148

Power and Light Office:.800.862.6222
www_alliantenergy.com

[Day/Month/Year]

[Customer Name]
[Customer Address]
[Customer City], [State], [Zip]

Re: Wisconsin Power and Light Company’s AMI Smart Meters
Dear [NAME]:

Thank you for your letter regarding Advanced Metering Infrastructure (AMI) smart meters in
use by Wisconsin Power and Light Company (WPL). We take seriously your concerns
regarding privacy about our AMI system. Provided below is background on the metering
system that WPL completed deployment of in 2010, as well as information relating to your
privacy concerns, and information regarding rights to access that information.

WPL understands the concerns customers might have about privacy of information. We
believe that individualized energy usage data, including the information relating to the
quantity, technical configuration, type, destination and amount of use of products or
services our customers receive from us, can only be shared when the customer has provided
explicit consent to disclosure, or as may be authorized by law, including for legitimate
business purposes such as billing or in response to a legally issued subpoena. WPL’s privacy
policy provides for protection of private customer information including energy usage data.

Security is also of paramount importance to WPL. We apply security best practices to protect
our information networks and the electric grid to maximize the security of our AMI systems.

We maintain a comprehensive cyber-security program based on national standards followed
by other leading companies in the energy and defense industries.

WPL's AMI smart meters, like the legacy meters they replaced, measure how much energy
customers use, not how they use energy. The meters are not “surveillance devices.” The AMI
meter does not store or transmit any information about who our customers are, where they
live or what they are doing, nor do these meters know what appliances are in use by our
customers.

Furthermore, use of AMI smart meters is not wiretapping and their use is completely legal in
all respects. WPL’s AMI system was reviewed and approved by the Public Service
Commission of Wisconsin (PSCW). Just as traditional meters have done, WPL’s AMI meters
measure the amount of energy used at a premise as part of a customer’s purchase of
electricity and/or natural gas from us. In another respect, AMI meters will increase your
privacy, because we will no longer send a meter reader to your property to read your electric
or natural gas meter.

There is no risk of sharing of customer private data with, or interception by, “criminals,
blackmailers, hackers of wireless transmissions, power company employees, terrorists or
other unidentified parties”. No customer personal identifiable information is stored in the
meter, or is sent across the AMI network.

As with any service, we must measure energy consumption for accurate billing. WPL
measures your energy consumption, similar to how municipalities measure water use in
order to bill their customers, or just like cellular phone providers measures your cell phone
use to bill you. AMI system merely allow utilities like WPL to automatically perform an
otherwise manual process while giving customers more frequent and detailed information
about their own energy usage, which can help them save energy and money.

Lastly, | wanted to bring your attention to WPL'’s tariff for retail service, which gives WPL the
right of access to your property and to install meters, facilities and equipment. Meters are
the property of WPL, and interference with the meter or its connections, service piping,
mains or other property of the company is strictly prohibited. WPL's tariffs are approved by
the PSCW, and have the effect of law. As such, WPL has a legal right to access your existing
meter and to make changes, modifications or improvements to its facilities, including
meters.

We want our customers to remain confident in the safety and reliability of our entire electric
and natural gas distribution systems, including our AMI system. Moreover, we protect and
respect the privacy of customer usage information. | hope the information | have provided is
informative and reassuring. Please let me know if you have any additional questions or
concerns.

We are committed to providing you with safe, dependable and efficient energy.

Sincerely,
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WPL Home Energy Management Pilot

* In-home display provided at no charge
 Web display of usage via Google PowerMeter

» Customer consent agreement to participate in Pilot with terms
& conditions, and sharing of energy data with Google

» Customers required to establish a Google account
» Separate consent for Google policies and data storage

» Customer Authentication and validation for both enrollment
and un-enrollment processes (Last 4 of SSN)

* No customer concerns expressed on data privacy

» Voluntary participation could have screened out concerns

» Google was a known and trusted entity to our customers
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Rick Potter

Principal Smart Grid Technology Consultant
Office: (608) 458-3965

Mobile: (608) 515-4196
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