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Customer Data Privacy Concerns 

• To what extent is privacy a concern to 
customers? A case study from Alliant Energy. 

 

• What steps have been taken to educate 
consumers on privacy issues associated with 
advanced metering or other smart grid 
programs? 

 

2 



• Parent of and Interstate Power and Light (IPL) and 
Wisconsin Power and Light (WPL) 

• 5,000 employees provide energy services to over 
1000 communities in Wisconsin, Iowa and 
Minnesota, over 54,000 square miles 

• 1.4 M customers total  

– Wisconsin Power and  Light (WPL)   

• 455,000 electric & 177,000 natural gas 

– Interstate Power and Light (IPL) 

• 526,000 electric & 234,000 natural gas 

• MN: 43,000 electric & 11,000 natural gas 

• 9,700 miles of electric distribution lines and 8,000 
miles of natural gas main. 

• Generate 31 million MWh of electricity annually 

• $3.4 B revenues, and $9.3 B assets for 2010 

MN 
WI 

IA 

Alliant Energy – Who are we? 
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• Deploy 2-way licensed RF fixed network for entire territory 

• Retrofit all existing 173,100 natural gas meters with AMI one-way 
communications modules 

• Replace 454,900 electric meters with electronic AMI-enabled 
meters with two-way communications capability. 

• Implement a Meter Data Management System (MDMS) to 
support interval-based billing 

• WPL expects to realize net annual gas and electric operating 
expense savings of about $6.3 M 
Reduced Meter Reading Costs (labor, transportation, injuries) 

Reduced Billing-Related Costs and Improved Billing Accuracy  

 Improved Services to Customers  

Reduced Outage Restoration Costs and Duration 

 Improved Revenue Cycle  
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Overview of WPL’s AMI Project 



WPL AMI - Deployment 

• WPL AMI 2008 – 2010 deployment 

 Low-key approach to communications 

Focused on direct impacts to customers during 
meter installation, and operational benefits 

AMI info added to main page of website 

Targeted region media release and direct post card 
mailings to customers 2-weeks in advance of install 

Door hangers left during install 

Virtually no customer push-back during deployment 

Only 3 customers requesting info about RF emissions 

No customer contacts on concerns about data privacy  
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AMI Pre-deployment Post Card 
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Post-Installation Door Hanger Notice 
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WPL AMI - Post Deployment 

• Concerns about perceived health risks from RF 

Denied 10 requests for AMI smart meters removal  

Information provided comparing AMI system 
operation to cell phones and other common 
devices 

Reports by EEI/UTC and EPRI on AMI RF studies 
also provided 

Full support by PSCW to install and maintain AMI 
meters 
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WPL AMI - Post Deployment 

• Smart meter “surveillance” concern 

Received one form letter requesting 
meter replacement based on   
YouTube Video 

WI Coalition Against Smart Meters 

 Flyers posted in one community 

 One-day news story by local media 

 Media interview opportunity allowed us 
to dispute inaccurate information flyers 

 No surge in activity – No additional 
removal requests based on data privacy 

Developed a standard response letter 
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http://www.google.com/url?q=http://www.youtube.com/watch?v=8JNFr_j6kdI&sa=U&ei=3rv0TsOREMbm0QHB2vSeAg&ved=0CBEQtwIwAA&usg=AFQjCNEE9iZnJ8wyTsupve5y1DKXslNksQ
http://www.google.com/url?q=http://www.youtube.com/watch?v=8JNFr_j6kdI&sa=U&ei=3rv0TsOREMbm0QHB2vSeAg&ved=0CBEQtwIwAA&usg=AFQjCNEE9iZnJ8wyTsupve5y1DKXslNksQ
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     Wisconsin Power and Light Co. 
     An Alliant Energy Company 
     Corporate Headquarters 

4902 N. Biltmore Lane, Suite 1000       
     Madison, WI 53718-2148 

Office:.800.862.6222 
www.alliantenergy.com 

 

 

[Day/Month/Year] 
 
 
[Customer Name] 
[Customer Address] 
[Customer City], [State], [Zip] 
 
 
Re: Wisconsin Power and Light Company’s AMI Smart Meters 
 
Dear [NAME]: 
 
Thank you for your letter regarding Advanced Metering Infrastructure (AMI) smart meters in 
use by Wisconsin Power and Light Company (WPL).   We take seriously your concerns 
regarding privacy about our AMI system.  Provided below is background on the metering 
system that WPL completed deployment of in 2010, as well as information relating to your 
privacy concerns, and information regarding rights to access that information. 
 
WPL understands the concerns customers might have about privacy of information. We 
believe that individualized energy usage data, including the information relating to the 
quantity, technical configuration, type, destination and amount of use of products or 
services our customers receive from us, can only be shared when the customer has provided 
explicit consent to disclosure, or as may be authorized by law, including for legitimate 
business purposes such as billing or in response to a legally issued subpoena. WPL’s privacy 
policy provides for protection of private customer information including energy usage data. 
  
Security is also of paramount importance to WPL. We apply security best practices to protect 
our information networks and the electric grid to maximize the security of our AMI systems. 
We maintain a comprehensive cyber-security program based on national standards followed 
by other leading companies in the energy and defense industries. 
 
WPL’s AMI smart meters, like the legacy meters they replaced, measure how much energy 
customers use, not how they use energy. The meters are not “surveillance devices.” The AMI 
meter does not store or transmit any information about who our customers are, where they 
live or what they are doing, nor do these meters know what appliances are in use by our 
customers. 
 

Furthermore, use of AMI smart meters is not wiretapping and their use is completely legal in 
all respects. WPL’s AMI system was reviewed and approved by the Public Service 
Commission of Wisconsin (PSCW).   Just as traditional meters have done, WPL’s AMI meters 
measure the amount of energy used at a premise as part of a customer’s purchase of 
electricity and/or natural gas from us.  In another respect, AMI meters will increase your 
privacy, because we will no longer send a meter reader to your property to read your electric 
or natural gas meter.   
  
There is no risk of sharing of customer private data with, or interception by, “criminals, 
blackmailers, hackers of wireless transmissions, power company employees, terrorists or 
other unidentified parties”.  No customer personal identifiable information is stored in the 
meter, or is sent across the AMI network. 
 
As with any service, we must measure energy consumption for accurate billing.  WPL 
measures your energy consumption, similar to how municipalities measure water use in 
order to bill their customers, or just like cellular phone providers measures your cell phone 
use to bill you.  AMI system merely allow utilities like WPL to automatically perform an 
otherwise manual process while giving customers more frequent and detailed information 
about their own energy usage, which can help them save energy and money. 
 
Lastly, I wanted to bring your attention to WPL’s tariff for retail service, which gives WPL the 
right of access to your property and to install meters, facilities and equipment. Meters are 
the property of WPL, and interference with the meter or its connections, service piping, 
mains or other property of the company is strictly prohibited.  WPL’s tariffs are approved by 
the PSCW, and have the effect of law.   As such, WPL has a legal right to access your existing 
meter and to make changes, modifications or improvements to its facilities, including 
meters. 
 
We want our customers to remain confident in the safety and reliability of our entire electric 
and natural gas distribution systems, including our AMI system.  Moreover, we protect and 
respect the privacy of customer usage information.  I hope the information I have provided is 
informative and reassuring.  Please let me know if you have any additional questions or 
concerns.  
 
We are committed to providing you with safe, dependable and efficient energy. 
 
Sincerely, 

AMI Surveillance Concern Response Letter 



WPL Home Energy Management Pilot 
Program 

• In-home display provided at no charge 

• Web display of usage via Google PowerMeter 
Customer consent agreement to participate in Pilot with terms 

& conditions, and sharing of energy data with Google 

Customers required to establish a Google account 

 Separate consent for Google policies and data storage 

Customer Authentication and validation for both enrollment 
and un-enrollment processes (Last 4 of SSN) 

• No customer concerns expressed on data privacy 
Voluntary participation could have screened out concerns 

Google was a known and trusted entity to our customers 

 

 
11 



12 

Questions 

Rick Potter 
Principal Smart Grid Technology Consultant 
Office: (608) 458-3965 
Mobile: (608) 515-4196 


