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Minnesota Enterprise Technical Architecture
(e) The office shall review major purchases of information systems equipment to:
(1) ensure that the equipment follows the standards and guidelines of the
state information architecture;
(2) ensure that the equipment is consistent with the information management principles adopted by the information policy council;
(3) evaluate whether the agency's proposed purchase reflects a costeffective policy regarding volume purchasing; and
(4) ensure that the equipment is consistent with other systems in other
state agencies so that data can be shared among agencies, unless the office
determines that the agency purchasing the equipment has special needs
justifying the inconsistency.
(f) The office shall review the operation of information systems by state agencies
and provide advice and assistance to ensure that these systems are operated efficiently and continually meet the standards and guidelines established by the office. The standards and guidelines must emphasize uniformity that encourages
information interchange, open systems environments, and portability of information whenever practicable and consistent with an agency's authority and chapter 13.
(g) The office shall conduct a comprehensive review at least every three years of
the information systems investments that have been made by state agencies and
higher education institutions. The review must include recommendations on any
information systems applications that could be provided in a more cost-beneficial
manner by an outside source. The office must report the results of its review to
the legislature and the governor.

Also, Minnesota Session Laws 2001, 1st Special Session, Chapter 10, Article 1, Section 12, Subdivision 3.e states:
The office must establish the state information architecture under Minnesota
Statutes, section 16E.04, subdivision 2, by March 1, 2002.

Compliance and Migration
Compliance: Systems and technology infrastructure implemented by Minnesota State government must be compliant with this enterprise architecture even though there may be some additional cost to the agency for initial implementation or ongoing maintenance. The additional effort
and expense of a compliant implementation will be compensated by the ease of future integration, data sharing and interoperability. Compliance of new systems must be documented in each
agency’s System Information Resource Management Plan.
Migration of Existing Systems: Existing hardware and software systems that are not in compliance at the initial implementation of the Enterprise Architecture need not be immediately replaced, but should be brought into compliance as a part of their regular upgrade or conversion
cycle. It is recognized that additional financial resources may be necessary to replace existing
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systems with those more compliant to the Architecture
Exceptions to Compliance: Architectural exceptions will be handled on a case-by-case basis by
an inter-agency Architectural Review Board. The agency requesting an exception must provide
adequate evidence of business need with justification based on the benefit vs. the cost of noncompliance and the total cost of ownership from the point of view of the state as a whole.

Purpose
This technical architecture is established to describe technology components of the State’s information infrastructure and their individual principles, practices and standards that are to be
used to guide the development and delivery of all information systems services. The architecture
will provide a reference so that various groups of government IT professionals have a consistent
view of the information systems infrastructure and the methods that they employ to develop and
deliver information systems services. The purpose of this Technical Architecture is:
1. To provide a framework and boundaries to create systems that are rapidly
adaptable while also integrated and interoperable (when required) so that they
provide for the sharing of components, subsystems, or other functionality.
2. To provide a well-defined platform upon which a wide variety of enterprisewide applications and advanced electronic government services may be
quickly deployed.
3. To provide a documented plan to illustrate to policy-makers that all agencies
are creating new systems and migrating old systems in a universally consistent
way.
The planning and management of the State’s enterprise technical architecture must have a
planned evolution that is governed across the enterprise. Architecture support and review structures within the Minnesota Office of Enterprise Technology will be used to ensure that the integrity of the architecture is maintained as systems and infrastructure are acquired, developed and
enhanced. This will help to ensure that the various development projects being managed within
the State do not attempt to make incompatible changes to the technical infrastructure.

Definition and Scope
The purpose of this reference document is to define an Enterprise-wide Technical Architecture
for the State Government. For our purposes, the scope of the Enterprise in question is the Executive Branch—all of the cabinet-level and smaller agencies.
Enterprise Technical Architecture is defined as:
A logically consistent set of principles, practices, standards, and guidelines that
are derived from business requirements and that guide the engineering of an organization’s information systems and technical infrastructure.
The Executive Branch of state government is made up of many agencies, each with a significantly different mission and constituency. It may not be thought appropriate to consider the en-
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tire Executive Branch as a single enterprise in the commonly understood sense of information
technology. However, there will be a need for applications and services that will draw upon the
resources and information of multiple agencies. There will also be functionality needed within
the systems of several agencies that would be more effective if shared with others or that drew
upon methods already developed by others. Deployment of new systems that are in compliance
with a common Technical Architecture will enable the implementation of new inter-agency applications and the delivery of a wide range of advanced electronic government services without
the need for large-scale reconstruction of those systems.
The focus of this architectural specification is on those systems, subsystems, and components
that will have or show a reasonable probability of having to share data, interoperate, or be consistent with the systems, subsystems, or components outside the agency. The architecture, design,
and implementation of those systems, subsystems, or components that will not require any external interaction or consistency are left to the discretion of the agency so it may best effect its own
operations.
The scope of this architecture does not include the upstream steps of Enterprise Business Architecture, which is the expression of the enterprise’s key business strategies and their impact on
business functions and process. Nor does it include a complete information architecture, which is
the expression of the enterprise’s information and how it is cataloged, classified and stored.
There are some aspects of an information architecture in the Data and Records Management domain, but this is not meant to be a finished or complete information architecture. Those are areas
of much larger effort that may be initiated later as needed or justified to support the Technical
Architecture.
On the downstream side, the scope of this Technical Architecture does not include direct support
for the creation of an application portfolio or construction of a specific set of implementation and
migration plans. Though the usual path of a complete architectural effort for an enterprise includes a path through business architecture, information architecture, technical architecture, application portfolio and implementation/migration plans, the State Government breaks the path of
that model since it is difficult to conceive of it as an integrated enterprise. However, the Technical Architecture can describe a set of building materials and construction standards that would
allow the individual agencies to build constituency-specific applications and systems that would
have a much higher degree of data sharing, interoperability where needed, and consistency of
implementation that would all provide positive benefits for future state IT systems.

Target Audience
This Technical Architecture is developed as a reference and direction to guide the decisions and
actions of the following:
-

Agency information technology executives, primarily the Chief Information Officers or
their equivalents within the State agencies

-

Agency information technology architects, planners, project managers and developers

-

Information Policy Council

It is also available to guide the decisions of IT executives, architects, planners and project managers within all other government or non-government entities that develop and deploy informaPage P-4
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tion systems that need to communicate with or inter-operate with State government information
systems.
Expansion of this architecture to include the Judicial and Legislative branches of state government would be the logical next step of the Enterprise Architecture process.

Method
A key driving factor of this enterprise architectural effort was to get a useful reference in place
quickly primarily because it is much needed and long overdue. There is also a need to have some
guidance in place to permit designers to be in step with or preferably ahead of some major upcoming Information Technology (IT) decisions. Discussions on enterprise architecture have occurred several times in the past at the higher conceptual levels. It was apparent that tolerance to
continuing at that level was diminishing and there was a desire to provide useful guidance for
development decisions.
In 2000, the Office of Enterprise Technology engaged Meta Group of Stamford, Connecticut to
help with a technical architecture methodology. We have adapted that process, using a fast-path
subset to get a technical architecture implemented. We were also able to draw upon the architectural work of several other states who had used the Meta process, as templates.
The fact that much of today’s development methods are converging on fewer choices as superior
technology and methods become visible and quickly adopted industry-wide allows us to dive
down into the technical architecture level at a more rapid pace. We have adopted a project style
of a “rapid prototype” to establish a first draft architectural reference that will satisfy the vast
majority of development needs and demonstrate that real and sincere cooperative efforts are underway among the State agencies.
Various parts of the architectural reference will have different levels of detail depending upon
how well established the technologies and methods in those areas are. Ongoing work to fill out
those architectural domains that may be more ambiguous will always be underway to assure that
the architecture will provide the guidance needed and that it will continually adapt as industry
trends and operational environments evolve.

Process
An architectural definition process was launched by the Office of Enterprise Technology in the
first half of 2000 with educational workshops and high-level discussions in order to understand
the methodology to be used and to establish the business drivers for the Technical Architecture.
An architectural design project to create and publish the Technical Architecture began in January
2001.
The architectural team consisted of two main groups: a Working Group and an Advisory Group.
The Working Group was staffed by leading technical people from the various agencies and was
expanded into several technical teams, which defined all of the details of the architecture. The
Advisory Group was staffed by Chief Information Officers (CIO’s) or equivalent of the leading
agencies and sat in the position of an Architecture Review Board. They had the final say in the
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definition and establishment of the Technical Architecture.
After release and publication of the first version of this reference in February 2002, the Architectural Review Board was established under the authority of the Information Policy Council and is
empowered to periodically review and update this Technical Architecture to keep it current with
industry practice and State needs. Numerous standing technical working groups are also established to provide assistance and technical guidance to the Review Board.

Structure
Architectural Levels
A Technical Architecture can be written at various model levels. At the highest level is the Direction model. This sets the “target” that is used as the basis for assessing the value of the completed architecture. At this level we identify business goals, technical goals, principles, assumptions, constraints, key performance factors and perhaps technology trends. These are the business
drivers that set the environment for the rest of the Technical Architecture.
The next level is the Conceptual Architecture model. This is guided by the Direction model and
is where we consider various high-level computing alternatives, focusing on structures such as
classic two, three or N-tier systems, client-server systems, or distributed networked systems. The
Conceptual Architecture guides the scope of the contents of the various technical domains that
are expanded in lower level models. The Conceptual model is described in the Conceptual Architecture chapter.
The underlying Domain architectures are described using Logical or Physical architecture models. The choice of layer will depend on the ability to proscribe specific physical systems or technologies across the entire enterprise. In some cases, because of the wide diversity of environments at the agencies, it may not be possible to establish physical layer standards.
The Logical Architecture facilitates the understanding of the issues that must be considered in
the development of the physical system environment. The Logical architecture model is not sufficient or intended to be implemented directly. It is generic, intended to support the discussion
and comparison of alternative solutions. By using the Logical model, it is possible to determine
the degree to which existing systems conform. It is not a requirement that the Logical Architecture model be a generalization of all existing physical architectures, but it should provide a comprehensive plan for further physical information system development and evolution.
The Physical Architecture model is concerned with the implementing technologies. The physical
model “specializes” and details the logical architecture to suit our particular physical information
environment. Here we are specifically concerned with products, vendors, versions, configurations, performance and implementations. It is critical to establish “proof-of-concept” of the logical and physical architecture before expensive final commitments are made.

Document Structure
The Conceptual Architecture contains the high level values upon which all of the underlying
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subsystem architectures are based. The individual Domain Architectures contain principles,
practices and standards for specific areas of the Enterprise at either the Logical or Physical level.

Domain Section Structure
The architecture for each Domain is specified within a chapter. The Domain is specified in several parts:
1. Purpose: States the business rationale as to why this particular domain is specified.
2. Scope: Describes what parts of the architecture this particular domain covers
3. Principles:
a) Describe fundamental truths at a high conceptual level.
b) State ideas or concepts that frame and contribute to the understanding of technical
topics contained in the section.
c) Establish a basis from which to form further recommendations.
d) Contain brief rationale and implication statements to justify its existence and explain
its effect(s).
2. Best Practices:
a) Serve to direct or guide the detailed design, selection, construction, implementation,
deployment, support, or management of the architectural framework.
b) Are based on the success story of one or more other clients, or the industry as a
whole.
c) Are of the nature, “If you’re going to do it, this is the recommended way.”
d) Are desirable (as opposed to mandatory) when implementing new systems in house or
specifying Request For Comment (RFC) items.
e) Has a brief rationale to justify or explain its existence.
3. Technologies, Components and Methods:
Within each domain there will be several technical component or practice groupings, each
described by a table and some explanatory text. The table will list the general technologies, products or services to be used in new development projects, delineating the technology components that comprise the architectural guidelines or standards and their
status. Formatting of each entry will indicate the compliance requirement.
Table Formatting:

Plain text: Guidelines — strongly recommended for interoperability and full compliance.
Bold underline: Standards — mandatory for compliance.

*: Indicates that a guideline or standard is designated as an open system.
Definitions:

Transitional: those that are twilight, retired, or soon to be retired technologies, components and
methods and should be discouraged from new implementations. This is not to imply that existing
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systems need be retired or replaced immediately, but that the use of these products and services
should not be extended in any future planning and development.
Current: those that are preferred or required and should be used when making design and implementation decisions.
Emerging: those that include near-term directions and options that need continued monitoring to
find applicability within the State IT infrastructure. Included are technologies that are not yet
fully production-worthy but are potential candidates for prototype implementations. Continued
market acceptance and adaptation will likely move these solutions toward the growth phase of the
lifecycle, and inclusion in the statewide architecture will become apparent.
Responsibility and References: what party or group is responsible for keeping this item updated
as business needs or technology and industry trends evolve, and/or, a URL or other reference to a
defining document or standards document that specifies detail for the technology, component or
method.
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1. Conceptual Architecture
Purpose
A principal design consideration of a technical infrastructure is to facilitate easy and rapid
change. This change, driven by business requirements from the legislature and external trends,
will increasingly be implemented across the enterprise and with external partners, not just within
individual agencies. Accommodation of these rapid business changes is enabled by a welldesigned technical infrastructure that is broader and more forward-looking than the immediate
application requirements.
The Conceptual Architecture contains values and practices that represent the core business and
technical ideas on which all the technical domain architectures are derived. These values guide
the implementation of technology to meet business requirements and promote service sharing.
They are the rules that guide investment and design to maximize the business benefit and the
adaptability of the IT environment.

Scope
The Conceptual Architecture describes the top-level concepts of the entire Enterprise Technical
Architecture. Values and practices listed here apply to all domains. Concepts that are focused on
more specific areas of the technical architecture are in the applicable domain chapters.

Business Drivers
A Technical Architecture must be based upon an accepted set of business needs: the motivation
factors and case for action. The following have been defined for the purposes of this Enterprise
Technical Architecture:
1. Appropriate government information and services will be accessible regardless of location,
time, and method of access and group (e.g. language, culture, age and ability).
2. Access to information and services will be authenticated to the degree required by specific
information and services. Information will be protected to the level required both internally
and externally.
3. Coherent and navigable access will be provided across multiple points of interaction for
government information and services spanning departments and other levels of government
(i.e., “no wrong door”).
4. Government information and services will quickly respond to the client’s changing expectations
5. Government service levels and functionality, focused on citizen values, that are provided via
technology improvements will be pursued providing there is no proportional impact relative
to costs. Costs and quality will be considered as ‘tradeoffs’ to the citizen value equation.
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6. Government will reduce the total cost of ownership of IT investments through the elimination of duplicate infrastructures or support services and the leveraging of economies of
scale.
7. Government will increase attractiveness for business investment in the State to build
stronger local economies.

Values
These provide an expression of values to be used in making technical choices in all new development efforts. The order of these values does not imply priority.
1. IT as state assets: Information and applications technology are valued as state enterprise assets,
managed by specified custodians on behalf of the citizens of Minnesota.
Rationale
-

Information is the State’s most important asset. Collecting data and assembling information is
expensive. These can be used to enhance and accelerate decision-making, which often requires
information beyond the borders of a single agency. Local and federal governments are dependent
upon this information.

Implication
-

There must be documentation and inventory of assets. There must be a consistent technical architecture or framework to share information and services. There must be sufficient security precautions and disaster recovery procedures. There must be a new way of thinking about ownership of
information, i.e. data and information are a common asset rather than local property.

2. Total cost of ownership design: Systems will use a total cost of ownership model for technologies
which balances the costs of development or purchase, support, disaster recovery, and retirement
against the costs of flexibility, scalability, ease of use, risk of data loss, and reduction of integration
complexity.
Rationale
-

This allows agencies to make better choices to better manage state assets on an enterprise level.
Deployed solutions will likely be superior. The IT environment will be simplified.

Implication:
-

This may require larger funding requests up front in the early build or purchasing stage, which
will be offset by longer-term savings.

3. Mainstream technology use: Production IT solutions must use industry-proven, mainstream technologies except in those areas where advanced higher-risk solutions provide a substantial benefit.
Mainstream is defined to exclude advanced technologies not yet in general use and older technologies
and systems that have outlived their effectiveness.
Rationale
-

The state does not want to be on the leading edge for its core service systems. Risk will be minimized.

Implication:
-

There will be an element of risk avoidance in constructing core production systems. We are generally not going to be early adopters of new technology. There must be a continual evaluation of
old technology deployment to hasten its retirement.
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4. Interoperability and reusability: Systems will be constructed with methods that substantially improve interoperability and the reusability of components.
Rationale
-

Enables the development of new inter-agency applications and services.

Implication:
-

Use multi-tier distributed component design. Provide the service of object request brokers.

5. Open systems: Design choices prioritized toward open systems will provide the State with the best
ability to create adaptable, flexible and interoperable designs.
Rationale
-

An open, vendor-neutral policy provides the flexibility and consistency that allows agencies to respond more quickly to changing business requirements.

-

This policy allows the state to choose from a variety of sources and select the most economical
solution without impacting applications. It also supports implementation flexibility because technology components can be purchased from many vendors, insulating the state from unexpected
changes in vendor strategies and capabilities.

Implication:
-

Open standards do not exist for all parts of the architecture. Therefore, a combination of de facto
industry standards, product standards, and open standards will be required in order to support a
heterogeneous operating environment.

-

Open systems must be differentiated from proprietary systems throughout this architecture.

6. Reduction of integration complexity: The architecture must reduce integration complexity to the
greatest extent possible.
Rationale
-

Increases the ability of the enterprise to adapt and change.

-

Reduces product and support costs.

Implication:
-

May reduce flexibility as a trade off toward interoperability.

-

May sacrifice performance and functionality in some instances.

7. Scalability: The underlying technology infrastructure and applications must be scalable in size, capacity, and functionality to meet changing business and technical requirements.
Rationale:
-

Reduces total cost of ownership by reducing the amount of application and platform changes
needed to respond to increasing or decreasing demand on the system.

-

Encourages reuse.

-

Leverages the continuing decline in hardware costs.

Implication:
-

Scalability must be reviewed for both “upward” and “downward” capability.

-

May increase initial costs of development and deployment.

-

Will reduce some solution choices.
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8. Integrated reliability, availability, and maintainability: All systems, subsystems, and components
must be designed with the inclusion of reliability and maintainability as an integral part. Systems
must contain high-availability features commensurate with business availability needs. An assessment
of business recovery requirements is mandatory when acquiring, developing, enhancing, or outsourcing systems. Based on that assessment, appropriate disaster recovery and business continuity planning, design and testing must take place.
Rationale
-

Citizens and businesses depend upon the availability of government information and services. To
assure this, reliability and availability must be designed in from the beginning; they cannot be
added afterward. The ability to manage and maintain all service resources must also be included
in the design to assure availability

Implication
-

Additional up-front design efforts, additional design expenses, built-in redundancies and rapid recovery facilities, integration with a common management system.

9. Talent optimization: System development and operational environments will be oriented towards a
statewide consistency.
Rationale
-

Programming and operations staff is the most difficult resource to acquire and the largest portion
of any development or operations budget. Costs of training, education and ramp-up latency time,
if staff migrates among the agencies, can be substantial if differing environments are maintained.
The need to make the best use of available talent and provide the greatest career opportunities for
state staff is critical to the success of rapid system deployment and technical talent retention.

Implication
-

The variety of development tools, programming languages, supporting systems (middleware, data
and records management, platforms, etc.) must be minimized or standardized on the smallest
number of alternatives.

Ground rules and Practices
These provide the preparatory tasks and ongoing practices to be observed and followed by
agency systems developers for overall best results and adherence to this enterprise architecture:
1. Common vision: An agency’s business and IT staff must have a common vision of both its business
functions and the role of technology in those business functions. They jointly have the responsibility
for defining IT needs and ensuring that the systems delivered by the development teams provide the
projected benefits.
Justification
-

Executive leadership of an agency is responsible for its mission. Information technology staff
provides automation of processes to aid in accomplishing that mission. Business and IT purposes
must be synchronized to best accomplish the mission.

2. Business processes drive technical architecture: The technical architecture of any individual system must be driven by the business processes of the enterprise.
Justification
-

There must not be a deployment of technology for technology’s sake. Effective deployments are
focused on the mission and goals of the enterprise.
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3. Reengineer first: New information systems will only be implemented after business processes have
been analyzed, simplified, or otherwise redesigned.
Justification
-

Avoids automation of flawed processes. Work processes will be more streamlined, efficient, and
cost effective. Automation of those processes will be easier to implement and maintain.

4. Design for sharing: Identify opportunities for cross-functional components or subsystems and implement them in such a way that there is an opportunity for reuse by any other agency or layer of the
government.
Justification
-

Sharable components must be built as sharable from the beginning. It is difficult and expensive to
do so after the fact.

5. Design for growth: Err on the side of infrastructure over capacity rather than under capacity. Fixed
investments should be oriented toward purchasing the most capacity or capability available within organizational financial limitations. This can create the lowest total cost of ownership while creating the
greatest flexibility for future growth.
Justification
-

Growth in demand of IT support systems has historically been greater than envisioned. Building
extra capacity up front, though it involves larger initial cost, will save in the long run because of
there is less need to devote technical and management talent to upgrade projects on a more frequent basis.

6. Design for performance and reliability metering: Applications and technology components (processors, network, etc.) should be implemented in such a manner that performance measurement and
quality assurance data may be captured to support management and analysis of the IT environment.
Justification
-

The most effective use of systems can only occur if it is known when they are approaching limits.
Forecasts for upgrades for capacity or to cure reliability issues can only come from statistical
measurements.

7. Tiered and Partitioned design: The logical design of components, subsystems, application systems
and databases should be clearly partitioned. These partitions must have well-defined interfaces established.
Justification
-

A change in a database or business rules can affect many large programs, if they are not partitioned. Logical boundaries are needed to separate components from each other. Modular design is
more adaptive to changes in internal logic, platforms, and structures. It is the interfaces that allow
partitioned components to interact well.

8. Use industry standards: Priority should be given to products adhering to industry standards and
open architecture.
Justification
-

Provides ability to leverage the knowledge and efforts of others. Risk is reduced. Proven solutions
are implemented.
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9. Set realistic expectations: Set the right results expectations among development staff and users/customers regarding quality, cost, and delivery time of new systems. Recognizing that tradeoffs in
these three attributes are critical to realistically meeting the requirements.
Justification
-

A new system with high availability and performance cannot be implemented if lowest cost is a
driving criteria. Tradeoffs in reliability or performance against cost must be made on a case-bycase basis in the best interest of the business purpose.

Domain Architectures
This table contains a listing of the individual Domain Architectures and the chapter groupings
where they may be found:

Domain
Network
Platform and Storage
Data and Records Management
Data Interchange
Application
Middleware
Presentation and Accessibility
Collaboration and Workflow Tools
Security
System Management and Reliability
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Chapter 2
Chapter 3
Chapter 4
Chapter 5
Chapter 6
Chapter 7
Chapter 8
Chapter 9
Chapter 10
Chapter 11
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Purpose
Network architecture describes a common, high-performance, reliable, broadband network infrastructure providing data, video and voice communications for the State’s distributed information
processing and publishing environment.

Scope
This chapter defines network infrastructure technologies and practices in the following areas:
Physical WAN
Transport (data, video, voice, Internet)
Inter-agency access
DNS service and domain name assignment
Firewall infrastructure (see also the Security Architecture section)
Remote access
Private connections
IP address assignment
Electronic messaging infrastructure
LAN practices for converged-capable networks
The Hierarchy of the State Internet:
Like most large-scale data networks systems, the State’s network is actually an internet; that is, a
network of networks. Each agency or other State division has a single or set of Local Area Networks (LAN) or, if it has multiple sites, one or more Wide Area Networks (WAN) that are interconnected to larger external networks through devices. An agency network could be considered
an enterprise network for that agency or division of government. That enterprise network is then
connected to the State enterprise inter-agency network through one or more border devices.
It is the scope of this domain architecture to describe the principles and standards to be used in
constructing and operating that inter-agency network. This network is currently under the administration of a single service organization (Office of Enterprise Technology (OET)) and provided as a common resource to all agencies and divisions of State government. This network system provides a variety of resources and services in common to all agencies including IP address
management, domain name management, electronic mail routing and security services. It is this
facility that provides the underlying platform upon which multiple inter-agency applications and
data sharing can occur.
Though the scope of these standards are focused on the inter-agency network, it is in the best interests of the enterprise as a whole if all agencies and divisions of government employed these
principles, practices, standards and guidelines to their internal enterprise network designs also.
This will provide a consistent high-performance and secure State internet that can best realize the
benefits of sharing and interoperability.
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Principles
1. Integrated WAN: A single integrated wide area network (WAN) with a reliable high-bandwidth
Internet connection, centrally designed, deployed, managed, and maintained, is the backbone of
an enterprise architecture and is necessary to support a variety of communication requirements
including, data, image, voice, and video.
Rationale
-

It allows access to a wide spectrum of information, application and system resources regardless of
location or business unit. Access to resources can be obtained in a timely manner by requesters
when and where needed throughout the enterprise.

-

It expands the scope of an organization domain by allowing them to reach out to customers and
suppliers through access to the Internet and through the provision of remote access services.

-

It acts as the delivery mechanism for the distributed computing services required by a dynamic
business.

Implication
-

Any product or application not designed for a networked environment is limited in the long-term.

-

The network must be capable of being the delivery mechanism for distributed services in an NTier architecture.

-

All inter-agency WAN networks must be centrally designed and maintained by OET. All external
devices must be centrally managed by OET or otherwise carefully cataloged and controlled.

2. Availability and performance: The availability of the network all day and every day, and its
ability to adequately carry the required loads must be a high priority in all deployment plans.
Networks must be designed and built with the safety and security of data being a high priority.
User access should be a function of authentication and authorization, not of location.
Rationale
-

Networks now serve a critical and indispensable role in the enabling of execution of business
functions and processes and access to the State’s information.

-

The State’s information must be equally protected and safeguarded in transit as well as in storage
and processing.

-

Users (State staff and partners) need to access services from multiple sites within the enterprise,
from a variety of public and private networks, and from the Internet.

-

Clients (general public and other organizations) need to access services from a wide-ranging set
of external points that vary over time and place.

-

Procedures must be carefully prepared to counter or contain security threats that may impair
availability.

Implication
-

Reliable networks attempt to contain no single point of failure. Networks are comprised of many
components, and are only as reliable as the weakest link. Reliability must be built-in, not addedon.

-

Bandwidth must be sufficient to accommodate new and expanding applications, different types of
data (e.g., voice, data, image, and video), and a variety of concurrent users.

-

The network must be designed to minimize latency. Data must pass across the network in a
timely manner so that business decisions can be based on up-to-date information.
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Network must be monitored to track relevant parameters

3. Standard protocols: A statewide network must be based on industry-proven, open, vendor-neutral
protocols as defined by accepted industry, governmental and Internet standards organizations such as
the IETF, ICANN, IEEE, ANSI, ITU, W3C, Frame Relay Forum, DSL Forum, CableLabs, and others
similarly recognized.
Rationale
-

Supports flexibility and rapid adaptation by allowing the state to choose from a variety of sources
to select the most effective network solution.

-

Keeps the state enterprise in step with and easily interoperable with external organizations’ networks.

Implication
-

No further deployments of non-standard or other proprietary protocols at the physical, data link,
network or transport levels.

4. Remote access documentation: Reliability and security of the State’s Wide Area Network will require complete documentation within each agency of existing links and tight control of expansion of
additional links
Rationale
-

Required as a first step to best contain and manage the risk of unauthorized access, denial of service, intrusion and vandalism on State assets.

-

The catalog will illustrate which connections are at risk for intrusion and need immediate attention.

Implication
-

All existing links not compliant with these principles must be carefully documented, cataloged
and audited for level of security.

5. Remote access central management: The ultimate reliability and security of the state’s Wide Area
Network will require a securely configured and managed set of external devices, whether low or high
bandwidth.
Rationale
-

A proliferation of “back door” access points increases the likelihood of intrusion and damage to
State assets beyond the compromised LAN.

-

The ability to quickly and surely respond to intrusion or denial of service attacks is much more
difficult if there are an excessive number of uncontrolled access points.

-

Central management per agency provides the economies of scale that allows the best solution in
the most cost-effective manner.

Implication
-

Remote access for off-campus state employees, business partners, or the general public must be
done through a common per agency system.

Best Practices
1. Reliability: All WAN network segments of a critical nature should have redundant ports and redundant diversely routed links with automatic rollover. InterTech should maintain hot spares to
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replace core network components and an inventory of cold spares to cover all agency device and
internal routing and switching equipment.
Justification
It can often take considerable time to diagnose a failure. With the need for availability to state workers, policymakers and citizens, critical systems must not be unavailable..
2. Capacity planning: Capacity surges of +15% should be engineered into all LAN and WAN
segments. WAN link upgrades should be implemented when sustained load is at an average 65%
of capacity.
Justification
Proper performance of IP requires minimal congestion on any link. Lead times for WAN lines from
telecomm vendors can be lengthy for large-capacity lines. It is necessary to start the upgrade
process early enough to prevent overload.
3. Data movement: Deploy heavily used data sources topologically close to the applications using
them. Perform large batch updates or data movement in non-prime hours.
Justification
It is much more cost-effective in equipment capacity and line charges to deploy short-distance highbandwidth data trunks for large-volume data movement.

Technologies, Components and Methods
Category

Physical
layer

Transitional

Cat 3 UTP
Coax

Current

Emerging

Responsibility and
References

Cat 5, Cat 5E
UTP

Cat 7

Bluetooth

IEEE 802.11a

Fiber

IEEE802.11g

Omitted from this
list until security
issues are addressed

Cat 6
IEEE 802.11b
Data link
layer

Token ring
Ethernet
10Base2
Ethernet
10BaseT
Wireless CDPD
ATM

Network and
Transport
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SNA
IPX

Ethernet 100BaseT Ethernet
10000BaseT
Ethernet
Packet over
1000BaseT
SONET
Frame relay
MMDS,
Fiber channel
LMDS, microwave

TCP & UDP on
IPv4

TCP on IPv6
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Traffic engineering

ATM

LAN interconnect

Hubs

MPLS
QOS

Addressing
& naming

SNMP managed
switches
Domain Name
System (DNS).
All state names
must be accessible from the
state.mn.us domain. (for example, mail and web
addresses using
state.mn.us
names work) but
agencies may use
other domains as
well.

Remote access physical
layer

IPv6 address
assignment
rules to be
determined.

V.32

V.90

MMDS

V.34

PPP

LMDS

ISDN BRI, PRI

High bandwidth SDSL

DSL
Cable modem
Remote access protocol
layer

SLIP

SSL / VPN

Interior
gateway protocol

RIP

OSPF

VDSL

MPLS suite

Exterior
gateway protocol
Video/Data
conferencing

Network Architecture

BGP4

ITU H.320
MPEG

H.323v2

H.323v4

T.120

H.239
MPEG4

Video
streaming
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SNMP version 1, 2
MIB (RFC 1398)
MIB II

Voice

Centrex

PBX
VoIP
IP telephony
VoIP with SIP

Mail gateways and
servers

Central filtering
gateway with distributed agency
servers.

Domain
name servers

Single statewide
primary and secondary, topologically and geographically
diverse.

Table Formatting:

Plain text: Guidelines — strongly recommended for interoperability and full compliance.
Bold underline: Standards — mandatory for compliance.
Definitions:

Transitional: those that are twilight, retired, or soon to be retired technologies, components and
methods and should be discouraged from new implementations. This is not to imply that existing
systems need be retired or replaced immediately, but that the use of these products and services
should not be extended in any future planning and development.
Current: those that are preferred or required and should be used when making design and implementation decisions.
Emerging: those that include near-term directions and options that need continued monitoring to
find applicability within the State IT infrastructure. Included are technologies that are not yet
fully production-worthy but are potential candidates for prototype implementations. Continued
market acceptance and adaptation will likely move these solutions toward the growth phase of the
lifecycle, and inclusion in the statewide architecture will become apparent.
Responsibility and References: what party or group is responsible for keeping this item updated
as business needs or technology and industry trends evolve, and/or, a URL or other reference to a
defining document or standards document that specifies detail for the technology, component or
method.
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Platform and Storage Architecture

Purpose
Platform and Storage Architecture identifies technology hardware platforms and the related operating systems to support the State of Minnesota’s current and future business system requirements. As the State moves to a more enterprise-wide perspective, Adherence to standards will
reduce the total cost of ownership and increase interoperability. The Platform Domain will assist
the platform decision-making process and promote data integration among agencies. It will ensure easier integration by using compatible technologies.

Scope
This domain includes end users’ platforms as well as the applications and database platforms.
The architecture is composed of the following technology components:
High-end, mid-range, economy server standard
Workstation capabilities
Storage Area Networks
Mirroring and backup practices
Mail servers
Web servers

Principles
1. Interoperability of platforms: Platforms must be designed, acquired, developed, or enhanced such
that data and processes can be shared and integrated across the enterprise and with Minnesota’s business partners.
Rationale
-

Increase efficiency while better serving customers (e.g., the public, agencies, etc.).

-

Ensures more accurate information, with a more familiar look and feel.

-

Integration leads to better decision making and accountability.

Implication
Impact on an enterprise-wide scale is required when acquiring platforms.
2. Consolidated storage: Storage implemented as a separate component in configurations of multiple
or clustered subsystems capable of concurrent access is the best strategy for reliability and scalability.
Rationale
-

Eliminates the need to upgrade servers when more storage is needed.

-

Improves the flexibility of moving storage among servers to balance need and availability.

-

Reduces down time and disruption to add storage to servers.
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Achieves economies of scale with larger storage units that can be partitioned among servers as
needed.

Implication
-

Requires increased knowledge of application storage needs so that meaningful capacity planning
can be done.

-

Requires expertise in storage architectures and configurations such as Redundant Array of Inexpensive/Independent Disks (RAID), Network Attached Storage (NAS), and SAN Storage Area
Network (SAN) systems and the ability to use them well.

-

Must add an additional software layer to the operating system to provide support (such as virtualization) for RAID and SAN that are not part of its native capability.

-

Requires additional software for storage management including backup and recovery.

-

Requires additional knowledge and skills for file protocols such as Network File System (NFS)
and Common Internet File System (CIFS) for use with NAS.

3. Minimization of platform configurations: Interoperability is better supported with a small number
of consistent configurations for deployment across the enterprise.
Rationale
-

Reducing uniqueness in product selection and standardization reduces support, maintenance
costs, and simplifies training and skills transfer.

-

This is the most efficient approach to enterprise-wide infrastructure configuration and maintenance.

-

By constantly ‘tweaking’ the performance of an individual server or desktop computer rather than
replacing them, a multitude of unique configurations is maintained, thus increasing support and
maintenance costs.

Implication
-

Deploy applications on uniformly configured servers (“If in doubt, use the bigger box”).

-

Plan to replace multiple, non-standard, configurations with a small number of consistent configurations.

-

Plan for the regular replacement of platform components to ensure the retirement of obsolete and
unique configurations.

-

Limits product choice and vendor selection when developing new applications.

4. Industry Standards: Priority will be given to products adhering to industry standards and open architecture. Currently, open and industry standards may conflict and care must be taken to remain
flexible and avoid being locked into proprietary solutions during this period of rapid change in the IT
field.
Rationale
-

Avoids dependence on individual vendors.

-

Reduces risks.

-

Enables greater use of commercial-off-the-shelf solutions.

-

Allows flexibility and adaptability in product replacement.

Implication
-

Requires a culture shift.

-

Need to establish criteria to identify standards and the products using them.
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-

IT organizations will need to determine how they will transition to this mode.

-

Migration planning to move to industry-standard well-supported platforms must be emphasized..

5. Scalability: The underlying platform and storage infrastructure a must be scalable in size, capacity,
and functionality to meet changing business and technical requirements.
Rationale
-

Reduces total cost of ownership by reducing the amount of application and platform replacements
needed to respond to increasing or decreasing demand on the system.

-

Encourages reuse.

-

Leverages the continuing decline in hardware costs.

Implication
-

Scalability must be reviewed for both “upward” and “downward” capability.

-

May increase initial costs of development and deployment.

-

Will reduce some solution choices.

6. Platform Security and Integrity: Platform architecture enhances system integrity
•
•
•
•
•

Hardware and Software should provide a separate memory space for each operating system, subsystems, and applications Encourages reuse.
Instruction execution should provide hardware encoding (protection) and software interrogation
for the read or write of memory.
Only one security function, or control point for internal security, and all functions and operations
must use it
Should have more than one level of operation so that only certain code, functions, or operations
can be executed, if authorized to be at that level.
Limit “Superusers” authority or minimize and control: Read/Write memory access, System Capabilities (Mount, Start/Stop, Trace, Priority), System Resources (CPU time, Memory size, Processes, Threads, and Memory Map (control blocks)).

Rationale
-

Improve security, integrity, and operation of the platform.

-

Reduce interruptions of service and provide greater quality.

-

Reduce exposures to hacking or unintentional errors.

-

Improve confidence and reliability of the system.

-

Provide audit trail for changes and violations.

Implication
-

If we move applications from platform to platform the security and integrity would be understood.

-

Increase knowledge and understanding of exposures and evaluate platform environments.

-

Evaluate the use and implementation of platform security.

-

Evaluate application requirements and security needs to select the appropriate platform as a part
of system design, not application implementation.
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7. Performance management: Platforms and storage systems are best managed by a single performance management product capable of supporting the diverse platforms utilized across the enterprise.
Rationale
-

Provides a common look of enterprise resource usage and performance for operations, support
and management across the enterprise.

-

Reduced installation, support, training, skills transfer and maintenance costs of the performance
management product

-

Capability to gather performance data in a central “database.” The consolidated performance data
can be used to build models of current workloads for capacity planning and forecasts of future resource requirements.

Implication
-

Requires cooperative efforts across agencies to select the best system and coordinate installation(s) and operational practices.

Best Practices
1. Uniformity of platforms: Major applications should be placed on uniformly configured servers.
New major applications should be written for the Enterprise Technical Architecture recommended
platforms.
Justification
-

Makes overall maintenance, support and recovery less expensive.

2. Reliable design: Design mission critical systems without a single point of failure to the largest extent practical. Distributed systems can be designed to be robust. Small granular servers make it easier
to replicate services for increased availability. Systems should be designed to permit continued operations, albeit at reduced throughput, when a server fails in normal operations or in the event of a disaster.
Justification
-

Supports Conceptual Principle of integrated reliability.

3. Upgrading: Design servers to be field upgradeable. Rapid changes in business processes are enabled
in part by implementing a platform technical infrastructure that exceeds the immediate application requirements. This means that agencies should purchase servers with upgradeable components so they
are able to be expanded more easily and cost effectively.
Justification
-

Field upgradeable servers provide maximum flexibility and adaptability for growth and new functionality.

4. Administration policies: Adapt structured administration policies and procedures to the administration of server platforms of all sizes.
Justification
-

All servers require a level of attention based on service and importance rather than physical size
and capacity.
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5. Disaster recovery: Disaster recovery plans and technology should be consistent between various
technology types (Mainframe, UNIX, NOS).
Justification
-

Services are distributed among a variety of systems and require equivalent recovery emphasis.

6. Storage Refresh: Refresh physical storage media periodically to compensate for media degradation.
Justification
-

A wide range of efforts and practices must be employed to ensure the safety and reliability of the
State’s most important assets.

7. Single host, single service: Avoid installing multiple services on a single host. Each individual key
service should have its own host.
Justification
-

Key services should be isolated on separate hosts so as not to affect each other if one should crash
or need intervention. Multiple services can go off line when there is a fault in only one.

Technologies, Components and Methods
Category

Transitional

Workstations (desktop or portable)

3270

Servers

VAX/VMS
Windows NT

DataBase Management System
Thin Client/Terminal

Supra
3270
VTxxx
3270 Emulation

Mail Servers

Current
Able to execute
applications or create documents
according to specifications described
in Collaboration
and Workflow Architecture
Windows 2000
POSIX compliant
Unix,
OS400, Netware
5.x, OS/390,
Unisys HMP
JDBC or ODBC
compliant
Citrix/Winframe

Emerging

Responsibility
and References
Collaboration and
Workflow Architecture

Linux
Windows XP
Windows 2000
Data Center Edition
Netware 6.x

Java VM

SMTP, POP, IMAP
compliant

Storage Area Networks (SAN)

[Waiting for industry
standards]

Table Formatting:

Plain text: Guidelines — strongly recommended for interoperability and full compliance.
Bold underline: Standards — mandatory for compliance.
Definitions:

Transitional: those that are twilight, retired, or soon to be retired technologies, components and
methods and should be discouraged from new implementations. This is not to imply that existing
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systems need be retired or replaced immediately, but that the use of these products and services
should not be extended in any future planning and development.
Current: those that are preferred or required and should be used when making design and implementation decisions.
Emerging: those that include near-term directions and options that need continued monitoring to
find applicability within the State IT infrastructure. Included are technologies that are not yet
fully production-worthy but are potential candidates for prototype implementations. Continued
market acceptance and adaptation will likely move these solutions toward the growth phase of the
lifecycle, and inclusion in the statewide architecture will become apparent.
Responsibility and References: what party or group is responsible for keeping this item updated
as business needs or technology and industry trends evolve, and/or, a URL or other reference to a
defining document or standards document that specifies detail for the technology, component or
method.
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Data & Records Management Architecture

Purpose
When Minnesota state agencies conduct activities electronically, they will need to create and
maintain accurate electronic records of those activities. Data architecture describes how the
State’s electronic data should be defined, stored, maintained and retained to facilitate processing,
accessing, sharing and analyzing from any part of the enterprise for appropriate constituencies
according to existing federal and state laws. Records management describes how the State’s electronic information is managed, preserved, and disposed of. The goals of data management and
the architecture to support it include decision support for government and other indirect and direct services to citizens of Minnesota and the world.
Data is a representation of facts, concepts, or instructions in a formalized manner suitable for
communication, interpretation, or processing by humans or by automatic means.1 Relative to today's computers and transmission media, data is encoded as representations of symbols or values
in binary digital form to which meaning is or might be assigned. Minnesota Statute defines government data as “all data collected, created, received, maintained or disseminated by any state
agency, political subdivision, or statewide system regardless of its physical form, storage media
or conditions of use.2”
A record is a set of data or information that is treated as a unit and inscribed on a tangible medium or that is stored in an electronic or other medium and is retrievable in perceivable form.
“Electronic record” means a record created, generated, sent, communicated, received, or stored
by electronic means.3
Records management is a “program for the application of efficient and economical management
methods to the creation, utilization, maintenance, retention, preservation, and disposal of official
records.4” Records management is the statutory responsibility of every unit of government.
Metadata is the term used to describe the structured description of information resources required to make that data understandable, usable and sharable.

Scope
This architecture provides for the construction, management and use of high-quality, consistent
data for online transactional processing and online analytical processing, executive information
systems, decision support systems and standard reporting systems. The architecture is composed
of the following technology components:
Data Definition – creation, naming standards
Data Storage – database design, disaster recovery
1

Federal Standard 1037C, Glossary of Telecommunication Terms, 1996 (http://www.its.bldrdoc.gov/fs-1037/)
Minnesota Statute section 13.01
3
Minnesota Statute section 325L.02
4
Minnesota Statute section 138.17
2

Revision 2.02 – 08 Sept. 2006

Page 4-1

Data & Records Management Architecture

Minnesota Enterprise Technical Architecture

Data Access – privacy, security, legal classification, access methods
Data Maintenance – stewardship, backup, recovery
Data/Records Retention – records management, preservation
Metadata is applicable to all of the above technology components
The domain scope does not include document management (covered in Chapter 9, “Collaboration and Workflow Tools Architecture”).
The domain scope does not include information architecture. Though a comprehensive information architecture would be a logical step prior to constructing this data architecture, this was not
available. Therefore, the scope of this domain was expanded to include some aspects of information architecture in its coverage of metadata standards. The establishment of a more comprehensive information architecture would greatly improve the ability of state systems to share and operate cooperatively. Such an effort would be larger and more extensive and should subsequently
be initiated as part of an effort to complete all the levels of architecture necessary to provide the
best long-term results.

Principles
1. Data is a State Asset: Data is valued as a state enterprise asset, managed by specified custodians on
behalf of the citizens of Minnesota, and used to enhance and accelerate decision-making subject to
the laws, regulations and policies governing data security and privacy. Data in Minnesota state government information systems must be freely sharable within the limits of explicit security and privacy
laws.
Rationale
-

Enhance and accelerate business decision-making that requires information beyond the traditional
borders of a system or agency.

-

Facilitate new enterprise-wide or multi-agency solutions.

-

Expand knowledge of data existence so that its value can be recognized and used.

-

Enable public access.

-

Secure data as appropriate to their classification.

Implications
-

Information systems must be designed to accommodate decision-making and authorized data
sharing beyond the borders of an agency to address the larger communities of interest.

-

A policy pertaining to data stewardship must be developed. Stewardship must be identified or assigned.

-

Data and its value must be identified by its current keepers. It must be authenticated, documented,
and managed appropriately.
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2. Data Quality: Information of appropriate quality is essential to making good decisions. Information
systems should be designed to collect and maintain data of appropriate quality. Minnesota Statutes,
Section 13.05, subdivision 5, requires that data on individuals be accurate, complete and current.
Quality depends on the “user,” as what is quality data to one user for a given purpose may be inadequate to another for a different purpose. Quality data meets the user’s needs.
Rationale:
-

The utility of a data resource depends on its quality.

-

The quality of the data must be known in order to weigh it properly during decision making.

Implications
-

Information system designers must consider other possible uses and users of the data when determining what to collect and how to maintain it.

-

Documentation of the data should include a description of the data quality and its appropriate usage. This includes the quality of the specification of the data and the correctness of the data values.

-

End users should have read-only access to data warehouse data.

-

Editing and validation rules in source systems should be saved for operational and historical purposes. The retention period for these data rules should parallel the time period on the approved retention schedule for the records containing the data.

-

Data scrubbing rules for data warehouses should be saved for operational and historical purposes.
The retention period for these data-scrubbing rules should parallel the time period on the approved retention period for the records containing the data.

3. Data Practices: Systems must be designed and built to meet and operate within the legal requirements of federal and state laws. The primary state law is the Minnesota Government Data Practices
Act <http://www.revisor.leg.state.mn.us/stats/13/>. (See also Chapter 5, “Data Interchange Architecture,” Chapter 6, “Application Architecture,” Chapter 9, “Collaboration and Workflow Tools Architecture,” and Chapter 10, “Security Architecture.”)
Rationale
-

Facilitate access to data as permitted and required by law.

-

Restrict access to data as required by law.

-

Facilitate data sharing as permitted by law.

-

Prevent data sharing as required by law.

-

Provide rights for individuals who are the subjects of data.

Implications
-

Each agency is responsible for knowing and following the federal and state laws that apply to the
data they maintain and for designing automation systems accordingly.

-

The provision of rightful access to data balanced with the protection of data from unauthorized
access must be conscientiously and continually evaluated and applied.

-

The electronic storage of data must incorporate a tracking method of data classification and considerations that are known for any particular data element, record, or dataset.

-

The process of releasing data must include steps that check against the most current data classifications and considerations, such as the Tennessen Warning Notice and the Federal Privacy Act,
and resolve conflicting mandates expeditiously.
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-

Systems that are designed without meeting the proper requirements will subject an agency to expense, embarrassment and litigation.

-

State agencies have the following responsibilities regarding government data:
(1) to provide authorized access;
(2) to prevent unauthorized access; and
(3) to prevent the unauthorized sharing of data.
(4) to assure that individuals can effectively exercise their rights under the Minnesota Government Data Practices Act.

4. Metadata: Common deployment of data documentation schemes promotes data reusability, reliability, and the possibility of sharing across the enterprise.
Rationale
-

Metadata facilitates a number of activities such as data/record location, retrieval, evaluation,
management, use, and disposition.

-

Standardized metadata schemes allow data element definitions of like metadata to be shared and
help to build common data models.

-

Data documentation allows data to be used consistently across applications.

-

Controlled vocabularies or thesauri allow consistency and interoperability across metadata sets.

Implications
-

Use standardized procedures to thoroughly document information resources.

-

When designing or modifying a system that employs metadata, review the standardized scheme to
ensure consistency with metadata and data element definitions.

-

Where appropriate, employ and publish controlled vocabulary from thesauri, standards, or other
controlled lists for populating specific metadata elements.

-

Develop a statewide metadata repository.

5. Preservation, Backup and Recovery:. Reliability and long-term availability of State data is paramount. Data must be protected from intentional or unintentional damage.
Rationale
-

The State’s data is its most important asset. Its preservation and safeguarding must be primary design and implementation criteria.

-

Backup and recovery must meet business continuation needs. (See also Chapter 3 “Platform and
Storage Architecture” and Chapter 11 “System Management and Reliability Architecture.”)

Implications
-

Appropriate backup and recovery strategies and methods must be designed, tested, and implemented as an integral part of all data storage systems.

-

All backup and recovery strategies must address the business requirements of the data regarding
availability, accuracy, and timeliness of data.

-

Backup media should be included on the agency’s records retention schedules, with retention periods long enough to support recovery operations but no longer than that of the official records.

-

Disaster Recovery/Business Continuity plans must be developed, tested, revised, and implemented when required for data that is critical to business operations.

-

Data must be periodically tested for recoverability according to requirements for its use and preservation.
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Database schemas, structures and data definitions need to be backed up along with the data.

6. Data Definition: Sharing data among organizations and systems is best accomplished when the data
is uniquely and accurately identified. Data meaning and clarity are enforced through data element
definitions that consist of a written description of what the element is and how it is used, its domain
values, and its physical format (length, type, storage format). Data element names are structured with
consistent format and content.

Rationale
-

Accurate identification ensures that data can be defined in one place, then shared with or transmitted to another place without losing its meaning or clarity.

-

Data definitions allow for maximizing the value of data resources (and resource investment),
sharing data with others, and meeting customer data needs.

-

Properly created data definitions help manage data resources by ensuring integrity (without duplication), providing clarity of meaning, and making data accessible to those who need it through
precise identification of the required data.

-

A good data element definition strategy with proper discipline and management helps with data
consolidation by providing a common point of continuity. Good data names also help reduce data
costs (especially those associated with data redundancy) and improve the quality of data and other
information resources.

Implications
-

Policies, standards, and methods for data administration should be developed at an enterprise
level defining the:
Policies for how statewide data is administered; who can name or define data and data model
components or approve data definitions and data-name structure, format and content; how do
data names and definitions get implemented or cross-referenced to existing data; and the criteria and methods for maintaining, modifying and adding to the rules and policies.
Rules for the use of (synonyms, homonyms, aliases) for the enterprise's data.
Rules for when standard names and definitions must be used for computerized data and data
model. These rules should focus on the following classes of data:
- Data that will be shared: data that is received from others, provided to others, or for
which there are other stakeholders (such as local government or private sector collaboration).
- Data involved in inter- or intra-agency efforts: community data, created or used by multiple organizations, or departments within a larger organization.
- Data that must be accessible to the public.
- Data for current systems development or integration projects: to realize internal data integrity improvements for projects currently underway (especially those that will have to
create data names or match / cross-reference duplicate data).
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- Data involved in current modeling efforts: standards should be developed for the naming and definition of entities, relationships and attributes on object and data models.
Without good standards on models, it will be difficult to integrate models or share data.
-

A mechanism should be established for deciding how communities of interest will agree on standard data definitions within their purview.

-

Standard definitions should be developed for qualifying enterprise data.

7. Records Management: Accurate and well-kept records, including those in electronic form, are critical to the State’s ability to provide its services, present evidence, provide historical documentation,
preserve its heritage, and allow its actions to be reviewed and audited. These records must be created,
preserved, retained and disposed of as required by law.
Rationale
-

Records management is concerned with the systematic analysis and control of recorded information in all formats including paper, photographic, and electronic. Records have a distinct legal and
administrative status. This may not be true of all information and documents in an information
system. Records must be managed as important resources with special requirements that may be
distinct from other information resources.

-

Electronic records management principles are relevant whenever computer systems are used to
process information and to provide trustworthy evidence of activities and transactions.

-

All government electronic records fall under the mandates of the Official Records Act5 and the
Records Management Act.6

Implications
-

Agencies must understand how the legal mandates for managing their records apply to all existing
and any new processing and storage technologies they employ.

-

Recordkeeping requirements must be clearly identified when new systems are designed or when
existing systems are upgraded.

-

The official copy of a record must be retained for at least as long as the retention period specified
in the agency’s records retention schedule. Convenience copies of records may be discarded at
any time and should not be kept past the end of the retention period of the official copy.

-

The Official Records Act requires that responsible authorities make and preserve all records necessary to a full and accurate knowledge of their agency's official activities. The act acknowledges
that government records may be in the form of computerized records and shall be made on a
physical medium of a quality to insure permanent records. The chief administrative officer of
each agency is responsible for the preservation and care of the agency's government records.

-

The Records Management Act requires each agency to manage its records effectively and economically. No agency can dispose of its records without authorization from the records disposition panel.

Best Practices
-

5
6

Minnesota Statute section 15.17
Minnesota Statute section 138.17
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1. Replicated data: Design for all replicated data to be read-only.
Justification
-

Updates should occur through the source where the data originates to facilitate the ease of data
management.

2. Data practices and recordkeeping design consideration: Include data and records capture, identification, management, retention scheduling, and data practices requirements in the business rules of
systems. They should be addressed in the system planning and development stage rather than waiting
until the end of the records lifecycle.
Justification
-

Accurate data and recordkeeping are prime directives for state activities and must be designed
into the system as part of its core functions, not as an adjunct activity.

-

The legal mandates of data practices and recordkeeping demand specific functionalities be designed within systems to create trustworthy systems.

3. Database design and data storage: Databases and data storage should be designed to meet the
processing and security requirements for which the data is being collected and used. Also, consider
database scalability implications in the database design.

a) When OLAP (On Line Analytical Processing) requests will adversely impact the performance of
an OLTP (On Line Transaction Processing) application, separate database designs and data storage should be used.
Justification
-

In order to optimize either type of database for performance, separate database designs may be
required. Data structures, such as star or snowflake schemas, multidimensional databases, and
flat files are better suited for OLAP applications.

b) With OLTP applications, where high performance, availability, and reliability are critical for an
application, modular design for the database and data should be used. Techniques to accomplish
this include: spreading multiple databases across servers, designing databases to be split by functions or subject areas, and partitioning table data physically across storage devices.
Justification
-

Parallelism permits requests to be broken down and processed simultaneously rather than serially.

-

Scalability allows for future growth and demand.

c) Data warehouses should be implemented as ODBC/JDBC compliant databases for OLAP, Executive Information Systems (EIS), Decision Support Systems(DSS) and read-only queries and reporting.
Justification
-

New legislation is constantly redefining the services provided by the State. An accelerated decision-making process is required, using timely, easily accessible, understandable, reliable, and
high-quality information. When a data warehouse is properly implemented using an
ODBC/JDBC compliant database, authorized end users can perform their own ad hoc queries and
reports against the data warehouse relieving application programmers from developing as many
reporting programs.
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d) It can be advantageous to keep atomic- as well as summary-level data in data warehouses.
Atomic-level data is transaction-level data that can be replicated in a read-only data warehouse.
This data can address the business need to recast history.
Justification
-

Due to the fast pace of business change, many organizations are going through multiple reorganizations. When these occur, many decision makers want to recast history (e.g., to get a feel for
what test scores would have been like if the number of school districts were already reduced to
respond to legislation or funding). If only summary-level historical data is kept in the data warehouse, it is not possible to recast history.

e) Data extraction and transformation rules for data in OLAP, EIS, DSS and other types of data
warehouses need to be documented in a data warehouse repository and/or metadata repository.
Justification
-

Data extraction and transformation are important aspects of a data warehouse in terms of data integrity. These provide the information map connecting the data populating a data warehouse with
its sources.

f)

Consider the network when designing database systems. The impact of the volume of data moving across the network and required latencies must be taken into account when designing databases and information systems.

Justification
-

The network is a partner to an application and can impact performance and design. Estimates of
the impact on the network when partitioning and placing data must be done.

g) The security requirement for data are dependent on the classification of the data maintained by an
agency. Appropriate security for the data must be provided in:
- the database design and implementation
- the system design and implementation
- the storage of data
- the network used to transfer data.
Justification
-

The Minnesota Government Data Practices Act requires that an agency maintain appropriate security safeguards for data on individuals.

4. Data audits: Ensure data is sufficiently edited initially before storing electronically and perform periodic validity audits to ensure an on-going high level of confidence in the quality and integrity of the
data.
Justification
-

Operational systems and decision-making systems require high-quality data. The costs of bad
data can include bad decisions, lost opportunities, customer frustration, public embarrassment,
loss of revenue, and loss of productivity from repair efforts, and possible negative consequences
to individuals.

-

It is the responsibility of both the business users and the assigned stewards and custodians to ensure the integrity and quality of data.
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