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OBIEE Agency Administrator Guide

OBIEE Components Overview
There are two main metadata components within OBIEE:

e  OBIEE Repository — this is where the tables are joined and placed into subject areas for users to access.
The repository also ensures that data security (such as row-level and column-level security) is applied.
The repository also identifies which users are allowed to run reports against an OBIEE subject area.

e OBIEE Web Catalog — this is where the folders, reports (called analyses), and dashboards reside. There
are two types of security within the catalog:

o Tool privileges — what functionality is available to you when using OBIEE, such as the ability to
create dashboards, use specific views in your analyses, create Agents (a.k.a. iBots), etc.

o Catalog object permissions — which folders, dashboards, and analyses you have access to view,
edit, and delete, as well as which subject areas you have access to see when creating a new
analysis.

At the State of MN you gain access to both types of privileges based upon your SWIFT warehouse (EPM)
role assignments. The warehouse roles used for catalog security were created in PeopleSoft just for this
purpose.

Agency Administrator Functions

OET (previously MMB) has staff that is responsible for managing the OBIEE Repository and the OBIEE Web
Catalog security. However, the ability to manage the subfolders, dashboards and reports within a shared agency
folder has been given to agency administrators. Anyone with the agency-specific Agency Administrator
warehouse role can manage the permissions within that agency folder.

You can request this role using the standard SWIFT security forms.

Examples of Catalog Permissions Roles
(XXX is replaced with an agency # and there is one of each of these roles for each agency using OBIEE).

The permissions described below are the defaults, but the agency administrator has the rights to change default
permissions within their agency as they see fit.

e M_EPM_XXX_BASIC_RPT_DEVELOPER - Has access to navigate within the shared agency folder and
access the reports and dashboards within it.

e M_EPM_XXX_ADV_RPT_DEVELOPER - Has access to navigate within the shared agency folder and
access the reports and dashboards within it. Also has the ability to save reports into the Development
subfolder for its agency.

e M_EPM_XXX_DASHBOARD_DEVELOPER — Has access to navigate within the shared agency folder
and access the reports and dashboards within it. Also has the ability to save reports and dashboards into
the agency folder and subfolders.

e M_EPM_XXX_AGY_ADMINISTRATOR — Has full control of the agency folder, subfolders and all
contents. Can set permissions and create additional subfolders. The agency user is also responsible for
requesting additional catalog roles for its agency, should they be needed for more flexible security within
the agency folder than the default security provides.



Statewide Integrated Financial Tools Page 2 Of 10

Instructions to Change Permissions within OBIEE

Login to OBIEE (via the Warehouse Reporting link within the SWIFT Portal).
Click the Catalog on the toolbar at the top.

ORACLE" Business Intelligence @ Advanced | Administration | Help

Hone | Cakalog | Ds hboards ~ | B Mew ~ | B Open

3. Review the screenshot below. Each user will have “My Folders” which are their personal folders. No one
else can see the contents of another user’s personal folder. The “Shared Folders” are separated into a
_Statewide folder at the top, which contains reports accessible to all agencies and individual agency
folders, which can only be seen by those users having a warehouse role specific to that agency (e.g.
anyone with the M_EPM_T79_ADV_RPT_DEVELOPER or one of the other T79 catalog roles will have
access to the Transportation Department agency subfolder).

Catalog Home | Catalog | Dashbo

User Wiew > v Eﬂ T |_|“ vl v & |:|j | Location | fshared Folders/_Statewide
EFolders ’E‘@ |Type Al w | Sort | Mame &-Z w | [] Show Mare Details
[ty Folders A

E [£3 shared Fold

i'll Dashboards | Last Modified 9/1/2011 2:54:36 PM | Created By Presentation Server Administrators
4

Expand | More

Dept - Admin
[T Administr ative Hearings - O6H
3 Agency Folder

[ agents

[T Agriculture Dept - MDA

[C7 animal Health Board - BAH

[ arts Board - M3AE

[ attorney General - &GO

O3 center For art Education

[ Commerce Dept

[T Corrections Dept: - Do

[ Education Dept - MDE "
[CJEmplay and Econ Dev Dept - D
[ Health Cepartment

D Housing Finance Agency - MHF
[T Human Rights Dept - MOHR

EPM Delivered | Last Modified 9/1/2011 2:55:59 FM | Created By Presentation Server Adminiskrators
Houses reports, dashboards, etc, that were delivered out of the box by Oracle
Expand | Mare +

Financials | Last Madified 9/1/2011 2:54:33 PM | Created By Presentation Server Administrators
Expand | Mare
HR | Last Modified 971/2011 2:54:38 PM | Created By Presentation Server Administrators

Houses statewide HR. and Payroll reports, dashbaoards, etc, For multiple agencies to access, use, etc,
Expand | Mare +

Labor Distribution | Last Modified 912011 2:54:38 FM | Created By Presentation Server Administrators
Houses labor distribution reports, dashbaards, etc, For multiple agenices to access and use
Expand | Mare +

Payroll | Lask Modified 3/1/2011 2:54:38 PM | Created By Presentation Server Adminiskrators
Houses statewide Wiorkforce Planning reports, dashboards, etc.for multiple agencies to access and use

EENEEEL

D Hurnan Services Depk - DHS Expand | Mare +

[ rwestment Board - SBT

[ Iron Range Resources and Ret Procurement | Last Modified 9/1/2011 2:54:39 PM | Created Bv Presentation Server dministrators
[ Judicial Standards Board - BI5 G Houses procurement/supply chain reports, dashboards, ek, for multiple agenices to access and use

R F70 Ak and Trdiskes Dent - Dol Expand | Mare

4. Note that within an agency folder a default subfolder has been created called “Development”. By
default the Advanced Report Developer and Dashboard Developer roles have access to save into this
folder, but the Basic Report Developer cannot save to it or see its contents.

ElFolders [E[E ‘Type all “ | Sort | Mame A-2 % | [] Show Mare Details
D Human Services Dept - DHS ~
[ Irvestment Board - SE1 i'll Dashboards | Last Modified 9/1/2011 4:42:02 PM | Created By M_EPM_G10_AGY_ADMINISTRATOR
[C1ron Range Resources and Rehab - IRRR B4y Expand | Morew

[0 Judicial Standards Baard - BI5

[C7Labor and Industry Dept - DOLT

[TLegislative Audior - OLA

[Legislature
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[ Medical Practice Board - EMP

[ Miltary Affairs Dep - MA

[l [ MN Management and Budget - MMB
[ Dashboards

[ Development

G Development | Last Modified 9(1/2011 4:42:11 PM | Created By M_EPM_G10_AGY_ADMINISTRATOR
Expand | More v

Dievelopment;
Rl MM SFATR © nllenes and | Iniversitiee - MNSCT
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5. Note that another subfolder called “Dashboards” will appear, but only once a dashboard has been saved
into the root agency folder. BY default those with a Dashboard Developer role can save in the root
directory but Basic and Advanced Report Developers can only see the contents of the root folder. Those
roles do not have access to save in the root folder.

ElFolders [E[;'}' ‘Type al v | Sort | Mame -2 v | [] Shaw More Details
A

m Hurnan Services Dept - DHS

[ Irwestment Board - SE1 il.l Dashboards | Last Modfied 9/1/2011 4142102 PM | Craated By M_EPM_G10_AGY_ADMINISTRATOR

[C31ron Range Resources and Rehab - IRRR BN Expand | More v

[0 Judicial Standards Board - 815

[ Labor and Industry Dept - DOLT G Development | Last Modified 9/1/2011 4:42:11 PM | Created By M_EPM_G10_AGY_ADMINISTRATOR
[ Legislative Audor - CLA Expand | Mare v

[ Legislature

[Lattery

[CIMedical Practice Board - BMP
[CIMilkary AfFairs Dept - Ma

Bl [ M Mapagement and Budget - MMB
(2% Dashboards
[ ] Developme

Bl [ MN State Academies

[ Development "
[ FIMN State Callenes and Hniversities - MNSCTT

6. Be aware that only those dashboards saved in the Dashboards subfolder will appear on the Dashboards
dropdown list. Dashboards located in other directories will not appear on the dropdown, but are
accessible from the catalog.

Catalog |[EEREGERS | K rew ~ | B Open v~ | Signe

Most Recent{OBL Support - OB Support) b

(& My Dashboard
— [£ _Statewide -
n Server Adm FMS: General Ledger
HCM: workforce Profile
OB Suppart
ion Server A I3 SCM: Procurement
SCr: Spend

7. The recommendation is to use the Development folder to store work in progress analyses and
dashboards, and then move them out to the root of the agency folder when they are ready for other
users to access. However, you can create any subfolder structure you need. To create a new folder, click
the folder you’d like the subfolder to reside in and then click the “New” button at the top of the folder
list. Select the “Folder” option.

User Yiew VEF}@@“ B |8/ e

= Folders ﬁ Folder E&’E

=g
[JHu Analysis and Interactive Reporting -

CHu 2] Analysis

[iny [ Dashboard
[(Jtra 7 Filter

(e [ia]] Diashboard Prampt

[Lah "
i “f Condition




Statewide Integrated Financial Tools Page 4 Of 10

8. Once you create new folders you can set permissions for the folder by clicking the “More” dropdown
menu located underneath the folder and choosing “Permissions” or by clicking the folder in the catalog
and selecting “Permissions” from the Tasks options listed beneath the catalog list.

Catalog Home | Catalog
User View > v @ [ﬁ, @ﬁ v | 58 A T X EE | Lacation | {Shared Folders/MM Management and Budget - MME
ElFolders @@ Twpe |P.II v | Sort |Name a-Z v| [] Show More Details

e TGO GRSy -

[ JHuman Rights Dept - MOHR =
[ Human Services Dept - DHS
[ Jnvestment Board - SEI

[tran Range Resaurces and Rehah - IRAR E] Development | Last Modfied 9/4/2011 1:10:43 PM | Created By M_EPM_510_AGY_ADMINISTRATOR

-—iil Dashboards | Last Madified 9/1/2011 4:42:02 PM | Created By M_EPM_G10_AGY_ADMINISTRATOR
B4y Evpand | More

[ Judicial Standards Board - BIS
[ JLabor and Industry Dept - DOLT

[ Legislative Auditor - OLA New Su Example | Last Modified 9/4/2011 5:10:16 PM | Created By EPMTESTS
[Legislature E]

Expand | More +

Expard | Mare +

[Lottery s
[ Medical Practice Board - BMP
[ Miitary AfFairs Dept - MA & Delete
El -3 MN Management and Budget - MMB B Copy
(2% Dashboards fa Rename
[ )Development
[ IMew Subfolder Example ! ﬁ Create Shorbcut
El [5 MM State Academies [E] Archive
[ Development m Uhisithie
[CIMM Skate Colleges and Universities - MNSCU
1 E AL i i T T M @ Upload
ElTasks .
MN Management and Budget - MMB A permiss
B isSians
(53 Expand [£] Archive
B rss [] Unarchive
3 Delete @ Upload
Capy (¥¥2] Propetie

= rename

A rraate Sharkent
9. Note the folder may automatically pickup the permissions of its parent folder.

Permission %]

Location:  /Shared Folders/MN Management and Budaet - MMEMew Subfolder Example
Cwner:  EPMTESTY

Permissions ﬁ EE} F v i
Accounts Permission Cner
ﬁ; M_EPM_G10_BASIC_RPT_DEVELOPER |0|:uen v|Read,Traverse @]
ﬁ; M_EPM_G10_ADY RPT_DEYELOPER |0|:uen v|Read,Traverse @]
ﬁ; M_EPM_a10_DASHEOARD_DEVELOPER. |Mu:u:|ify v|Read,Write,DeIete,Travers... O
q;ﬁ Presentation Server Administrators |Fu|| Control v | Full Cantral O
i M_EPM_GI0_AGY_ADMINISTRATOR Full Cantrel v | Full Control O

(] &pply permissions ko sub-folders,
[ ] Apply permissions ka items within folder,

Help o | Cancel
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10. To delete permissions from a specific catalog group, select the catalog and click the “X” button in the
upper right corner.
Permission

Location:  fshared Folders/MM Management and Budget - MME/New Subfolder Example
Cwner:  EPMTESTY

Permissions i & + &

Accounts Permission

Qe
ﬂj} M_EPM 10 BASIC_RPT DEVELOPER Open W ReadjTraverge O
11. To change permissions from a specific catalog group, choose the permission dropdown menu and
change accordingly. You may also want to apply the permissions to any subfolders of the folder you are
setting permissions for and/or any items within the folder, such as dashboards or analyses. You can do
that by checking the appropriate checkboxes at the bottom of the permission dialog.
Permission |
Location:  jshared Folders)MM Management and Budget - MMEMew Subfolder Example
Cwner:  EPMTESTS
Permissions ) B v R
Accounts Permissian Owner
5 M_EPM_GL0_ADY_RPT_DEVELOPER ad,Traverse @)
Full Contro
s M_EPM_G10_DASHBOARD _DEVELOPER ModiFy Read, Write, Delete, Travers. ., O
Open
Qj} Presentation Server Administrators Traverse Full Cankral O
Mo Access
B8 M EPM_G10_AGY_ADMINISTRATOR Custom
ﬂj} _CFI_talU_Ala¥_ O OTICroT w| Full Contral 'O'

Aoply permissions to sub-folders,

ahply permissions ko ikems within folder,

Help oF | Cancel
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12. To add permissions to a new catalog group, click the “+” sign in the upper right corner.

Permission

Location:  fshared Folders MM Management and Budget -

Cwrers  EPMTESTS

Permissions

MME Mew Subfolder Example

#% ()%

Accounts

Permission

Cwner
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™
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13. Click the “Catalog Groups” option from the List box so that you can search through a catalog group.

Add aApplication Roles, Catalog Groups and Users

Lacation:  [fShared Falders/MK Management and Budaget - MK

Available Members ﬁ ﬁ
Mame | |
Search
List | &pplication Rales ( W

Al H

Mave
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14. Enter a portion of the name in the “Name” field, using an “*”

“Search”.

Page 7 of 10

as a wildcard character. Then click

"Add Application Roles, Catalog Groups and Users

Location:  [fShared Folders/MK Management and Budget - MMEMew Subfolder Example

Available Members

)

P

Name (FG10*

List ‘ atalog Groups

vl

dccounts

() M_EPM_G10_ADY_RPT_DEVELOP..,

) M_EPM_G10_AGY_ADMINISTRAT. .,

() M_EPM_G10_BASIC_RPT_DEVEL...

() M_EPM_G10_DASHBOARD_DEVEL. .

Help

®

Move

@

Move All

¢

Remove

&

Remove Al

Selected Members

Acounts

Sk Permission bo

Full Cantral

K

Cancel

3
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15. Select the specific groups you want to give permissions to and click the “Move” button. You can also set
the permissions in this dialog or back at the Permission dialog.

“add Application Roles, Catalog Groups and Users [
Location:  fShared Folders/MA Management and Budget - MMEMew Subfolder Example
Available Members ﬁ ’ﬁ selected Members
Natme |*GIEI* | Accounts
— &) M_EPM_G10_BASIC_RPT_DEVEL...
List | Catalog Groups W |
Accounts

() M_EPM_G10_ADV_RPT_DEVELOP...

() M_EPM_G10_AGY_ADMINISTRAT. ., %

() M_EPM_G10_BASIC_RPT_DEVEL.. Maove Al

g

Remove

&

Remave Al

() M_EPM_G10_DASHBOARD_DEVEL. .

Sek Permission ¢ v

Help O | Cancel

16. When you've selected all the catalog groups you want to establish permissions for, click “OK”.
17. You'll see the additional catalog group listed. If you want to apply all the permissions you see to the

subfolders and/or subfolder items then click the appropriate checkboxes. When you are done with the
permissions click “OK”.
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18. You can also set security permissions on individual items such as analyses, dashboards, filters, and
dashboard prompts. To do so, simply click the “More” dropdown menu on the specific item and select
the “Permissions” option. Then establish permissions as described above.

Catalog

User Yigw > [ % m [ﬁ@ﬁ k4 | B8 v T X ﬁj | Location | §5hared Folders/MN Management and Bud

E Folders 162 H rype [ v sort [ Name: -2 v|O:
Co [ OO TS I
. A
[ Human Rights Dept - MOHR T Checking joins and filters for Deduction balance--1
i -
H D Hurnan Services Dept - DHS Open | Edt | Mare

[ Inwestment Board - SEI

(] tron Range Resources and Rehab - IRAR Test | Last Modified 9/4/2011 1:10:43 PM | Created By b
[+] i -
[ [ Judicial Standards Board - 65 open | Eif(Mare

[JLabor and Industry Dept - DOL

ClLegisiative Auditar - OLA [l
[Legislature I,?_‘j Export  »
(tottery Sthedule
[ IMedical Practice Board - BMP B. dd to Bricfing Baok
[Milicary &Ffairs Depk - Ma
=l 53 MM Management and Budgst - MME = & Delete
(2% Dashboards Copy
[71Development = Rename
=l [ MM State Academies !
[ Development .ﬁ Create Shartout
[CIMN State Colleges and Universities - MHSCL [E] Archive
D MM State Reftirement System - MSRS K.
eI T YIRS T P T 52 Properties
ETasks <§ Perrnissions >
Development

(53 Expand [E] Archive
B rss [éj Uniarchive
% Delete @ Upload
Copy m8) Properties

i@ rename m Permissians



Statewide Integrated Financial Tools Page 10 Of 10

19. Be aware that you can configure your catalog view in a number of different ways using the buttons on
the toolbar above the folder list. One of the most common ways is to click the “Change list view type”
button. There is also a User View and Admin View that shows a slightly different catalog layout.

Catalog
v Eﬂ Eﬁ@“ v ’ 68 e T R .:] | Location | fShared Folders)_Information Access - T4

= Folders Descriptive ;;}' Type | Al “ | Sort | Mame -7 v
= (3 My Folders M

Details Dashhaard
[ 5ubject Area Contents (e Dashboards
My Dashboard @ List [ Testing - HCM Data Security
= [ shared Folders [ Testing - HCM Learning
g_lnfurmatiun Access - 1A P Testing - HCM Payrol
Skatewide
i Testing - HCM Workf ith Emipl Iob
= (3 Admiristration Dept - Admin (Testing AIOTES WEh Emplayee -0
) Development [ Testing - HCM WorkForce with Emplayvee Job Current
= (23 ddriristrative Hearings - O&H Labor Dist - Costs For shubdown
[JDevelopment Lahar Dist - Demna

[ agency Folder
[ agents
[Tl aariculbure Dept - MDA

Labar Dist: - IT Positions across stake

Understanding Permission Options
(from Oracle documentation)

These can be applied to folders or items within a folder:

No Access - Denies the user or group access to the item. Explicitly denying access takes precedence over any
other permission.

Read - Allows the user or groups to view the item, but not make any changes.

Traverse - Allows the user or groups to access objects in folders within the selected folder when the user does
not have permission to the selected folder. Example: The user is granted Traverse permission to the /shared/test
folder. The user cannot access objects in the /shared/test folder, but can access objects stored in lower-level
folders, such as /shared/test/guest.

Change/Delete - Allows the user or group to view, change, or delete the item.

Full Control - Allows the user or group to have full control over the item. This is the level of authority granted by
default to the Administrator.

Do You Need New Catalog Groups?

It is likely that as your OBIEE user base increases within your agency you may need additional catalog groups to
satisfy your folder security requirements. You can request additional catalog groups, but must stay with the
naming standard of M_EPM_XXX_NameOfGroup with “XXX” being your agency number and “NameOfGroup”
whatever identifying name you want the group to have so that you know what it is for (e.g.
M_EPM_T79_MANAGERS).

To request a new catalog role, submit a ticket with the Help Desk providing the name of the new role and a list
of user IDs you want to get the new role. You can access security forms using this link.
http://www.mmb.state.mn.us/access-forms
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