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	U.S. Bank Data Transmission Questionnaire (DTQ)

 



	For questions call 651-962-1925 
*Denotes required information for data transmission with U.S. Bank.

	Section A:  Customer Information

	*Customer Business Name: 

	     
	*Phone:
	     
	Fax:
	     

	*Street Address: 


	     
	*City, State, Zip: 
	     

	*U.S. Bank Business Contact: 

	     
	*Phone: 
	     
	*E-mail: 
	     

	*Form Completed By:
	     
	Requested Testing Date:


	     
	 Requested Production Date:
	     

	Section B:  File Transmission Contacts

	*Does this Customer/ Transmitter currently have file transmissions in place with U.S. Bank?  
	 FORMCHECKBOX 

	YES
	If YES, Please enter the User ID if known:
	     

	
	 FORMCHECKBOX 

	NO
	
	

	*Name of Transmitting Company

 (Self or 3rd Party Transmitter):
	     
	*Phone: 
	     

	*Street Address: 


	     
	*City, State, Zip: 
	     

	*E-mail: 


	     
	 Fax:
	     

	1.  Transmission Testing Contacts (who to contact for initial connectivity)

	*PRIMARY: 


	     
	 SECONDARY:
	     

	*Phone:


	     
	 Phone:
	     

	*E-mail: 


	     
	 E-mail:
	     

	2.  Application Testing Contacts (who to contact for file format testing)

	*PRIMARY: 


	     
	 SECONDARY:
	     

	*Phone: 


	     
	 Phone:
	     

	*E-mail: 


	     
	 E-mail:
	     

	3.  Production Support Contacts (who to contact for production support)

	*PRIMARY: 


	     
	 SECONDARY:
	     

	*Phone:


	     
	 Phone:
	     

	*E-mail: 


	     
	 E-mail:
	     

	Section C:  File Transmission Method

	PLEASE SELECT ONE:                                   See “Appendix A” for detailed file transmission descriptions

	Internet:
	 FORMCHECKBOX 

	HTTPS 

	
	 FORMCHECKBOX 

	FTPS (SSL)

	
	 FORMCHECKBOX 

	SFTP (SSH)

	
	 FORMCHECKBOX 

	AS2 (This protocol not available for Image Cash Letter)

	Internet VPN:
	 FORMCHECKBOX 

	FTP             

	
	 FORMCHECKBOX 

	Connect:Direct (This protocol not available for Image Cash Letter)

	Request Assistance:
	 FORMCHECKBOX 

	Please Contact:  
	     
	Phone:
	     

	Section D:  Additional Comments

	     



	Appendix A

	U.S. Bank offers these file transmission solutions.   For questions contact us at 651-962-1925.

	Internet

	HTTPS – A secure means of transferring data using Hypertext Transfer Protocol Secure (HTTPS) with Secure Socket Layer (SSL) encryption. 

	For this easy to use solution, you will be given a user ID and password to logon to our secured DDS transmission website to send and receive files over the Internet.

	
	Security and Benefits:

	
	· Transmissions are encrypted using 128-bit SSL encryption
· ID and password are encrypted and authenticated to allow confidential access to your data
· No network or firewall changes required for this option

	
	Requirements:

	
	· Web browsers utilizing 128-bit SSL encryption (i.e. Internet Explorer version 5.5 or higher, Netscape version 5.0 or higher)

	
	Optional:

	
	· Pretty Good Privacy (PGP) encryption (SSL required) (additional fees may apply)
· Customer’s staff or their software/service vendor could automate transmissions

	FTPS (SSL) - File Transfer Protocol Secure (FTPS) with 128-bit SSL encryption.

	
	Security and Benefits:

	
	· Transmissions are encrypted using 128-bit SSL encryption

· ID and password are encrypted and authenticated to allow confidential access to your data

	
	Requirements:

	
	· FTPS software clients with 128-bit SSL encryption (“Passive Mode” may be required)

	
	Optional:

	
	· PGP encryption (SSL required) (additional fees may apply)

· U.S. Bank can initiate the session to send (push) files

· Customer’s staff or their software/service vendor could automate transmissions

	SFTP (SSH) - Secure File Transfer Protocol (SFTP) with Secure Shell.  

	
	Security and Benefits:

	
	· Transmissions are encrypted using AES 256-CBC encryption techniques

· SSH encrypts authentication and data before sending it over the open network

	
	Requirements:

	
	· SFTP software clients with password or SSH public key

	
	Optional:

	
	· PGP encryption (SSH 2.0 required) (additional fees may apply)

· U.S. Bank can initiate the session to send (push) files

· Customer’s staff or their software/service vendor could automate transmissions

	Applicability Statement 2 (AS2) - A specification for securely exchanging files over the Internet using Multipurpose Internet Mail Extensions (MIME) and HTTP.

	
	Security and Benefits:

	
	· Transmissions are encrypted to ensure only the sender and receiver can view the data

· Designed to push files securely and reliably over the Internet

· Digital signatures ensure authentication

· Non-repudiation of receipt confirms that intended party received the file

	
	Requirements:

	
	· Certified AS2 software packages – see http://www.drummondgroup.com MacroButton "FollowLink" 

· Supports up to a 100 Megabyte file before compression

	
	Optional:

	
	· File compression 

	
	Other:

	
	· This protocol is not available with U.S. Bank’s Image Cash Letter product.

	Internet VPN Strongly recommended for large files over 2 Gigabytes

	FTP - A communication protocol governing the file transfer between computers over a TCP/IP network.

	
	Security and Benefits:

	
	· Site-to-Site Internet Protocol Security (IPsec) encrypted tunnel

· ID and password are encrypted and authenticated to allow confidential access to your data

	
	Requirements:

	
	· Native FTP software clients 

· U.S. Bank requires a primary and a redundant VPN network connections for disaster recovery purposes

	
	Optional:

	
	· PGP encryption (VPN required) (additional fees may apply)

· U.S. Bank can initiate the session to send (push) files 

· Customer’s staff or their software/service vendor could automate transmissions

	Connect:Direct - Software used for assured delivery of files over the Internet.

	
	Security and Benefits:

	
	· Site-to-Site IPsec encrypted tunnel

· Advanced security options for perimeter authentication, data privacy and integrity

	
	Requirements:

	
	· Sterling Commerce Connect:Direct software

· U.S. Bank requires a primary and a redundant VPN network connections for disaster recovery purposes

	
	Optional:

	
	· Sterling Commerce Connect:Direct software

· U.S. Bank requires a primary and a redundant VPN network connections for disaster recovery purposes

	
	Other:

	
	· This protocol is not available with U.S. Bank’s Image Cash Letter product.
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