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Acknowledgement for HR/LR Policy #1438 Mobile Device
Use

Employees may only use a mobile device to conduct state business and/or access state data or networks if such
use is in accordance with HR/LR Policy #1438 Mobile Device Use (“HR/LR Policy # 1438) and all other applicable
statewide and agency policies and law. Use of a mobile device to conduct state business and/or access state

data or networks is neither an employee right nor a benefit and, as a result, the agency has the sole discretion to
determine that an employee may no longer use a mobile device to conduct state business. The agency, in its
sole discretion, has the right to restrict or rescind mobile device privileges or take other administrative or legal
action due to failure to comply with applicable statewide and agency policies, or for any other reason.

By using a state mobile device or a personal mobile device to conduct state business or to access state data,
networks, or other IT resources (e.g., email, voice communication, data, text, messaging, etc.), | acknowledge,
understand, and will comply with HR/LR Policy #1438 and all applicable statewide and agency policies. |
understand that violation of these policies may subject me to discipline, up to and including discharge. |
understand that | do not have a right or expectation of privacy when using state mobile devices or when using
personal mobile devices to conduct state business or to access state data, networks, or other IT resources, and
that such usage may be monitored by my agency or MNIT.

If | am using a state mobile device, | agree to the following conditions:

1. To allow any required software to be loaded onto the device.
To abide by the security measures and user authentication methods deemed necessary by MNIT and my
agency.

3. That my agency or MNIT, at their sole discretion, may remotely wipe all data (business and personal)
from the device if required by business necessity.

4. To provide the device to my agency or MNIT for security audits as requested; if there is data content
related to disciplinary or legal proceeding or a data request; or for any other business purpose.

5. To not store or download private or confidential government data onto the device except through
secure portals established by MNIT or my agency.

6. To not modify device functionality except as permitted by MNIT or my agency.

Additionally, | understand that the state mobile device is state property, and | must comply with all agency or
MNIT requirements with respect to the state mobile device. If | am no longer authorized to use a state mobile
device, or when | separate from my agency, | will turn it in to my agency or to MNIT.

If  am using a personal mobile device to conduct state business and/or to access state data or networks, | agree
to the following conditions:

1. That my agency and MNIT have the authority to monitor such usage in conducting state business or
accessing state data or networks.


https://mn.gov/mmb-stat/policies/1438-mobiledevice.pdf

2. To allow the state’s Mobile Device Management (MDM) or other required security software to be
loaded onto my personal mobile device.

3. To abide by the security measures and user authentication methods deemed necessary by MNIT or my
agency.

4. That my agency or MNIT, at their sole discretion, may wipe all government data and remove access to
applications on my personal mobile device if required by business necessity. During this process,
attempts will be made to safeguard my personal data and applications, but this cannot be guaranteed.

5. To provide my personal mobile device for security audits as requested; if there is data content related to
a disciplinary or legal proceeding or a data request; or for any other business purpose.

Private or confidential government data must not be stored or downloaded onto my personal mobile device
except through secure portals established by MNIT. Additionally, | understand and agree that any required
state-provided third party software may decrease the available memory or storage on my personal mobile
device, and that my agency, MNIT Services and/or the State of Minnesota are not responsible for any loss or
theft of, damage to, or failure in the device that may result from use of state-provided third-party software. |
understand that business use may result in increases to my personal monthly service plan costs, and that | am
not entitled to reimbursement or allowances for those costs unless authorized by my agency under
reimbursement or allowance provisions in the collective bargaining agreement or compensation plan that covers
my employment.

Should I later decide to stop using a personal mobile device to conduct state business or to access state data or
networks, or if | am no longer authorized to do so, or when | separate from my agency, | will allow my agency or
MNIT Services to remove and disable any state-provided third-party software, services, and government data
from the device, or delete such items at my agency’s or MNIT’s direction. If | replace my personal mobile device
that contains government data or that accesses state data or networks, | will remove all state applications and
data from the personal mobile device being replaced and notify MNIT that the device has been replaced as soon
as possible, but no later than the next business day.

If my state mobile device, or personal mobile device that contains government data or accesses state data or
networks, is lost or stolen, | will report the incident to the MNIT Service Desk as soon as possible but no later
than the next business day.

| understand and agree that | must comply with all agency and MNIT requirements with respect to any state
mobile device or a personal mobile device that | use to conduct state business or to access state data.

Name (printed):

Signature:

Agency:

Position Title:

Date:




	Acknowledgement for HR/LR Policy #1438 Mobile Device Use

	Agency: 
	Position Title: 
	Date: 
	First and Last Name printed: 


