
Risk Areas and Considerations
From Internal Control and Accountability (ICA) at Minnesota Management and Budget (MMB)
The following are examples of risk areas and considerations. These can be customized to create a risk survey that meets your agency’s needs. 
Financial Risks
My division’s budget is not adequate to complete its mission.
My division collects payments from internal and/or external customers and actively manages collection of receivables.
My division handles cash and/or checks.
My division incurs expenses requiring management discretion and oversight. Examples include, but are not limited to, business travel, P-cards, fleet, and fuel cards, etc.
My division processes high dollar transactions.
My division prepares financial reports for agency management or other state officials.
Team members in my division are not aware of procedures to report unusual activity or are not aware of a mechanism to anonymously report suspicions of fraud.
My division handles financial reconciliations that demand significant preparation time. 
My division provides guidance to other state agencies, partners, and/or customers.
Team members in my division have a high likelihood to experience conflicts of interest with third parties in their responsibilities and/or duties as a State of Minnesota employee.
Compliance Risks
My division, or the work of my division, is regulated by complex federal, state, or agency laws, rules, and/or regulations. 
My division is funded to some degree by Federal money.
My division is highly visible to the legislature and other key interested parties. 
My division has not completed all required contract evaluations or is unaware of the requirements set by the Minnesota Department of Administration. 
My division has unresolved 16A/16C violations.
Team members are not aware of what constitutes an official record.
Team members are not aware of retention schedule(s) for official records.
Team members in my division do not have capacity to regularly purge files according to the agency’s official records retention schedule. 
My division’s team members regularly work with data that is not-public under applicable state or federal law. 
My division is not sure if our controls over not-public data are sufficient. 
Operational Risks
My division has priority 1 functions and are required to recover quickly following a continuity event.
Other state agencies, internal and external partners, and/or customers rely on my division’s timely operations and services.
My division has experienced staff turnover and/or have hired new employees in key positions in the past year.
I anticipate staff turnover in key positions in the next 6 months.
My team is not correctly structured or needs re-organization. 
Positions in my division are difficult to fill.
Positions in my division require formal training for over 6 months or more.
Cross training is required to ensure adequate coverage and continuity for key positions when team members are absent, or the position is vacant.
My division has knowledge gaps and/or information silos where critical information is not shared between team members or across teams. 
Team members in my division are more likely to experience work-related injury, illness, or other absences.
My division’s managers and supervisors have difficulty in completing their work tasks in a timely manner due to their supervisory responsibilities. 
My division’s managers and supervisors lack capacity to adequately monitor activities of team members and/or operational aspects to achieve division goals.  
My division’s supervisors do not have the skills and/or capacity to give employees regular feedback and/or complete timely annual reviews.
My division’s policies and/or procedures are outdated and need improvements. (This can include any process documentation at any level: statewide, agency, etc.)
My division does not have an updated and/or completed Continuity of Operations Plan (COOP).
Information Systems Risks
My division has team members who are unfamiliar with our Information Systems, including hardware or software usability, output (reports, products), and/or the reasons why systems are in place. 
My division’s computer technology or IT systems are not adequate for the work we do.
There are IT replacement projects occurring in my division.
My division handles large amounts of electronic data, and ensuring its accuracy and completeness is vital for the agency and the State.
My division is working on moving data from paper to electronic storage.
My division does not have adequate internal controls designed in information systems processes.
My division’s applications are used by external partners and/or other agencies.
My division’s applications interface and exchange data with other State or non-state applications that my agency does not maintain.
Fraud Risks
Management considers the potential for fraud in its risk assessment process.  
Management considers the possibility of fraud related to (a) financial reporting, (b) misappropriation of assets, and (c) corruption.
An oversight body oversees management’s assessments of fraud risk and the risk of management override of controls.
Management considers fraud risk factors, such as incentive, opportunity, and attitude/rationalization, to assess the potential for fraud in the agency. 
Management separates key duties and responsibilities among different people to reduce the risk of error, misuse, or fraud. 
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