m DEPARTMENT OF
HUMAN SERVICES

HIPAA Privacy Notices about Protected Health Information
Policy

Description:
This policy explains how the Minnesota Department of Human Services (DHS) must provide privacy notices that

are required under the Health Insurance Portability and Accountability Act (HIPAA) and the Minnesota Health
Records Act (MHRA)

Reason for Policy:

All DHS employees who have access to PHI must follow HIPAA’s privacy regulations to use and disclose PHI.

Applicability:

This policy applies to DHS’ health care components. For a current list of DHS’ health care components, refer
to DHS’ Designation as a HIPAA Hybrid Entity.

NOTE: DCT employees must follow all applicable DCT policies and procedures when using or disclosing
information about DCT patients/clients.

Failure to Comply:

Failure to comply with this policy and its procedures may result in disciplinary actions, up to and including
termination.

Policy

The MHRA, the Minnesota Government Data Practices Act (MGDPA), and HIPAA require certain DHS business
areas to provide notice to individuals about how their health information will be used or disclosed.

e MHRA: Requires health care providers to provide patients with a written notice explaining (1) how the
patient’s health records may be disclosed without the patient’s written consent, including the type of
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records and to whom they may be disclosed; and (2) the patient’s right to access and get copies of their
health records and other information about the patient that is maintained by the provider.
o If this information is already addressed in a business area’s Notice of Privacy Practices (NPP), the
business area does not need to provide an additional notice. The NPP must comply
with both HIPAA and MHRA requirements, which are slightly different.
Distinction
HIPAA generally requires a description of the purposes for which an individual’s PHI may be
used or disclosed. The MHRA requires a description of the types of records that may be
disclosed and the persons or organizations to whom the records may be disclosed.
e MGDPA: Requires DHS to provide a notice to individuals from whom DHS collects private information,
called a Tennessen warning notice. This requirement applies DHS-wide (not just to DHS health care
components).

l. Notice Requirements
HIPAA requires DHS’ health care components to develop and distribute a NPP that explains to individuals:

e how DHS may use or disclose their protected health information (PHI);

e the individual’s rights with respect to their PHI; and

e DHS' duties with respect to the individual’s PHI, provide a notice of privacy practices, and abide by the
terms of the current notice.

Each NPP should be tailored to the specific program or reason for collecting the PHI. For more information about
the required content of NPPs, including a checklist that addresses each required element, refer to DHS’ Guide to
Providing Data Privacy Notices.

Il. Requirements for Providing a NPP

DHS health care components must provide the NPP upon request and post the NPP prominently on DHS’s
website.

o DHS Health Plans must provide the NPP at the time of enrollment and at least once every three years.
o DHS satisfies these requirements if the NPP is provided to the named insured of a policy under
which coverage is provided to the named insured and one or more dependents.
o Ifthere is a material change to the notice, DHS must prominently post the change to its website
or its revised notice on its website by the effective date of the material change of the notice.
e DHS Health Care Providers must provide the NPP as follows:
o The notice should be given to individuals receiving care not later than the date of the first
delivery of care.
o Inan emergency treatment situation, the NPP must be provided as soon as reasonably
practicable.
o Have the NPP available to individuals at the physical site where services are provided.
o Post the NPP in a prominent location where services are provided.
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o Exceptin an emergency treatment situation, make a good faith effort to obtain a written
acknowledgment of receipt of the notice, and if the acknowledgment is not obtained, document
the efforts and the reason why the acknowledgment was not obtained.

lll. Effect of Acknowledgment of Receipt

HIPAA does not require a client to sign an acknowledgment of receipt of the NPP, and whether or not the client
signs the acknowledgment has no effect on how the client’s health information is used and disclosed. If a client
refuses to sign the acknowledgment, DHS may still only use or disclose the client’s health information as HIPAA

allows. Similarly, an acknowledgment of receipt is not a consent or authorization for DHS to use or disclose the

individual’s PHI, and a client who signs the acknowledgment is not agreeing to any special uses or disclosures of
their PHI.

IV. Uses and Disclosures Consistent with Notice

DHS may not use or disclose PHI in a manner inconsistent with the NPP. Refer to HIPAA Use and Disclosures of
Protected Health Information Policy for more information on permitted, required, and authorized uses and

disclosures of PHI.

V. Documentation Requirements

Under HIPAA, DHS health care components must retain copies of their NPPs for 6 years after the date when they
were last in effect. DHS business areas that are health care providers must also retain written acknowledgments
of receipt of Notice or documentation of good faith efforts to obtain acknowledgement for at least 6 years.

Procedure(s) that Apply:

Workforce members of DHS health care components who have access to PHI should be familiar with HIPAA and
other privacy-related procedures in their business area that are specific to their work. Questions about HIPAA
and other privacy-related procedures should be directed to your business area. Business area procedures must
comply with the standards in this policy.

Forms that Apply:
DHS employees who have access to health information about individuals should be familiar with HIPAA and
other privacy-related forms used by their business area that are specific to their work. Many of these forms can

be found in DHS’ electronic document library (“eDocs”). Questions about HIPAA and privacy-related forms not
available in eDocs should be directed to your business area.

Related Policies and Reference(s):

e DHS' Designation as a HIPAA Hybrid Entity
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e DHS' Guide to Providing Data Privacy Notices

e HIPAA Use and Disclosure of Protected Health Information Policy
e HIPAA Individual Rights Policy

e HIPAA Administrative Requirements Policy

Training:

All DHS employees must pass annual privacy and security online training modules to have continued access to
DHS systems and data. Four of these online training modules relate to protection of health information about
individuals and are available on the DHS Central Office Learning Center:

Data Security and Privacy;

How to Protect Information;

Managing Security Information Problems; and
PHI.

P wNPR

Questions about training specific to your work should be directed to your business area leadership.

Legal Authority:

45 C.F.R. §§ 164.502(i); 164.520(a)-(c), (e)

Definition(s):

DHS HIPAA Privacy glossary

Policy Contact(s):

General Counsel Office; Email: dhs.privacyoffice@state.mn.us

Policy History:

Issue Date: 12/11/2023
Effective Date: 12/11/2023

Version 1.0

10/21/2024 (Contact updated)
10/31/2023 (Revised
08/29/2023 (Reaffirmed)
02/04/2020 (Initial release)
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This policy and its procedures remain in effect until rescinded or updated.
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