m DEPARTMENT OF
HUMAN SERVICES

Enterprise Risk Management Policy

Description:

The Enterprise Risk Management (ERM) Policy outlines the parameters of the Department of Human Services
(DHS) risk management framework and lays out the available tools to ensure risks are identifies and escalated
through the Compliance Oversight Structure.

Reason for Policy:

The purpose of this policy is to establish the risk management framework and ensure that the framework is
followed so that risks to DHS are identified, analyzed, mitigated, and monitored to support the effective
operation of the Agency. This policy represents a dynamic approach to manage risks.

Risk is an inherent part of conducting business, including at DHS. The management and oversight of risk is a DHS-
wide responsibility that requires active involvement of executive and administrative leadership, departmental
management, data stewards, and others involved in decision-making. Executive leadership must encourage and
maintain a strong control environment by setting a tone of compliance and influencing the consciousness of
employees to be aware of and report on risks. Staff must ensure that decisions made on behalf of DHS include
the necessary resources to effectively manage risks.

Applicability:

This policy and its procedures apply to all DHS employees/agency-wide.

Failure to Comply:

Failure to comply with this policy and its procedures may result in disciplinary actions up to and including
termination.

Policy:
e  DHS must undertake a full risk assessment and management review of all major federally funded

programs and critical business functions every three years using the Committee of Sponsoring
Organizations (COSO) framework for assessing and managing risk.
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e DHS's risk management framework must be utilized in the management of the Agency’s strategic and
operational risks.

e Risk management practices must be integrated into activities across DHS including policy making,
planning, and decision-making processes.

Risk Methodology

The DHS Risk Manager and Division/Business Area Risk Management Partners work together using the
Committee of Sponsoring Organizations (COSO) framework in the assessment of risk:

e Agency leadership and business area leadership must maintain an enabling control environment through
good governance; demonstrating a commitment to integrity and good ethical values; exercising
oversight responsibility; establishing structure, authority, and responsibility; and enforcing
accountability.

e Framework for assessing and managing risk:

o The Risk Manger will provide information, tools, forms, and training to agency staff and
leadership on conducting risk assessments, identifying, and ranking risks, and mitigating and
monitoring risks.

o Each DHS division/business area will identify a Risk Management Partner to work in
collaboration with the DHS Risk Manager.

o Risk Identification — The division/business area Risk Management Partner, in consultation with
the DHS Risk Manager, will utilize brainstorming sessions with experts and other stakeholders
with knowledge and experience of the business functions to engage in idea exchange and
identify and document all possible risks.

o Risk assessment and prioritization —

= The division/business area must document, group into themes, and record risks on the
Agency’s risk assessment tool.

= The division/business area must engage in a risk ranking session to determine the
probability and impact of each risk identified using predetermined risk ranking criteria.

e Risk management -

o The division/business area must document existing controls for each risk identified and develop
new targeted mitigating controls for each prioritized risk listed in the risk assessment tool.

o The division/business area must identify an implementation date for each mitigating control and
an individual responsible for the implementation and monitoring of the agreed control(s).

o Atthe end of the assessment process, the division/business area will produce a risk mitigation
plan/risk register with all the high-risk items to be mitigated. This register will become the active
work tool to capture and resolve risks related to the business functions.

o The division/business area must review and update their risk register at minimum on a quarterly
basis to assist with quarterly reports to the Senior Strategy Team (SST).

e Monitoring and communication —

o Divisions/business areas must implement agreed mitigation controls and conduct a six-month
post implementation review cycle for regular monitoring to assess control effectiveness.
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o The responsible individual must develop and implement new mitigating controls based on the
results from the review cycle.

o Divisions/business areas must carry out continuous communication with all stakeholders to
ensure transparency and general information sharing around the risk monitoring process.

o Divisions/business areas must continue the monitoring and communication phase until the risk
level is reduced or the risk is eliminated.

Related Policies and References:

Internal Control Resources / Minnesota Management and Budget (MMB)
MMB Internal Control Framework

MMB Internal Control Policy and Training

MMB Guide to Risk Assessment and Control Activities Minn. Stat. 8 16A.057
Minnesota Management and Budget Internal Control Policy 0102-01

Legal Authority:

16A.057 Internal Controls- Annual Certification submission

Standards:

Committee of Sponsoring Organizations — COSO Framework

Definitions:

Control Activity: The policies and procedures that help ensure that managements’ directives are carried out.
They help ensure that necessary actions are taken to address risks to achieve the entity's objectives. Control
activities occur throughout the organization, at all levels, and in all functions. They include a range of activities
as diverse as approvals, authorizations, verifications, reconciliations, reviews of operating performance, security
of assets, and segregation of duties.

Control Environment: The control environment sets the tone of an organization, influencing the control
consciousness of its people. This component is the foundation for all other components of internal control,
providing discipline and structure. Control environment factors include the integrity, ethical values and
competence of the entity's people; management's philosophy and operating style; the way management assigns
authority and responsibility and organizes and develops its people; and the attention and direction provided by
its leadership.

Information & Communication: Pertinent information must be identified, captured, and communicated in a
form and time frame that enable employees to carry out their responsibilities. Information systems produce
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https://mn.gov/mmb/internalcontrol/internalcontrolresources/
https://mn.gov/mmb/internalcontrol/internalcontrolresources/
https://mn.gov/mmb/internalcontrol/internalcontrolframework/
https://mn.gov/mmb-stat/documents/accounting/fin-policies/chapter-1/0102-01-2-risk-assessment-procedure.pdf
https://mn.gov/mmb-stat/documents/internal-control/annual-certification/internal-control-system-policy.pdf

reports containing operational, financial, and compliance related information that make it possible to run and
control the business.

Internal Control: A process, effected by an entity's leadership and other personnel, designed to provide
reasonable assurance regarding the achievement of objectives.

Monitoring: This is a process that assesses the quality of the system's performance over time. This is
accomplished through ongoing monitoring activities, separate evaluations, or a combination of the two. Ongoing
monitoring occurs in the course of regular operations. It includes standard management and supervisory
activities, and other actions personnel take in performing their duties. The scope and frequency of separate
evaluations will depend primarily on an assessment of risks and the effectiveness of ongoing monitoring
procedures.

Risk: The potential for harm to the Agency or its stakeholders, including, but not limited to reputational, physical
risks, property risks, and risk of criminal conduct and other noncompliance.

Risk Assessment: Risk assessment is the identification and analysis of relevant risks to the achievement of the
objectives, forming a basis for determining how the risks should be managed. Because economic, industry,
regulatory, and operating conditions will continue to change, mechanisms are needed to identify and deal with
the special risks associated with change.

Risk Management: A continual process of analyzing and responding to risks to reduce those risks to acceptable
levels. Risk management includes the risk assessment process and uses the results of risk assessments to make
informed decisions on the acceptance of risks or on taking action to reduce those risks.

Policy Contacts:

Name: David Forbes; Email: David.Forbes@state.mn.us; Phone: 651-431-2845

Email: Workplace policies@state.mn.us

Policy History:

Issue Date: 02/23/2024
Effective Date: 02/24/2024

This policy and its procedures remain in effect until rescinded or updated.

[Title] 4


mailto:David.Forbes@state.mn.us
mailto:Workplace_policies@state.mn.us

	Enterprise Risk Management Policy
	Description:
	Reason for Policy:
	Applicability:

	Failure to Comply:
	Policy:
	Risk Methodology
	Related Policies and References:
	Legal Authority:
	Standards:
	Definitions:

	Policy Contacts:
	Policy History:


