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Helping you help others.

Security Administrator Responsibilities
Security Administrator 1 (SA 1)
Security Administrator 1 (SA 1) privileges are assigned to Workforce One (WF1) staff located at the Department of Employment and Economic Development (DEED). The SA 1 level responsibilities include:
Approving or denying user requests for access to WF1 data based on legitimate business need and applicable laws and policies. 
Maintaining user access request forms for verification and auditing purposes.
Terminating user access at time of employment termination or when applicable.
Managing security access for users in agencies which do not have their own security administrator.
Approving staff for other SA levels and assigning the SA access privileges to a staff record.
Monitoring activity at the other security administrator levels.
Setting policy for enforcing data privacy.
 Security Administrator 2 (SA 2)
SA 2s add and edit access for all WF1 users in their Contract or Federal Funding Recipient (COFFR). They can add Profile Type selections of User (most common) and COFFR-wide. SA 2s also do the preliminary work to add and edit agencies and locations for approval by a WF1 SA 1. They are also able to maintain their agency and location information, such as address and phone. 
Security Administrator 3 (SA 3)
SA 3s add and edit access for WF1 users in their agency locations across COFFRs. They can add Profile Type selections of User (most common) and Agency-wide. They are not able to add or edit agency or location information. 

	SA 2
	SA 3
	Responsibilities:

	X
	X
	Typically appointed for WF1 agencies where there is frequent security administration activity. For those agencies, it is expected there will be one security administrator and a back-up trained.

	X
	X
	Taking a training class in WF1 security administration is required before the privilege will be granted.

	X
	
	Managing security access for all WF1 users in their COFFR.

	
	X
	[bookmark: _GoBack]Managing security access for all WF1 users in their agency across multiple COFFRs.

	X
	X
	Ensuring that data privacy laws and policies regarding WF1 data are enforced at the COFFR/agency level.

	X
	X
	Approving or denying user requests for access to WF1 data based on legitimate business need and applicable laws and policies.

	X
	X
	Maintaining user access request forms for verification and auditing purposes.

	X
	X
	Terminating user access at time of employment termination. Open case assignments will need to be closed or transferred before terminating a user.

	X
	X
	Be available for quickly processing requests for user access to the system.

	X
	X
	Be aware of data privacy and the importance of protecting person information.

	X
	
	Have first-hand knowledge when funding or contracts would require adding or removing an agency or location.

	X
	
	Be familiar with associated agencies and locations to process address and phones changes as they occur.

	
	X
	Be familiar with staff for their agency locations across multiple COFFRs.
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