
Requesting Entity Name Office of MN.IT Services

Entity Type State Agency

Request Title Bureau of Criminal Apprehension (BCA) System Security Analysi

Request Description BCA/MNJIS serves as the host for criminal data in the State of Minnesota. These 
data sources must be kept secure. Additional data is exchanged with the Federal 
Bureau of Investigation (FBI) to coordinate records of multistate criminal activity. 
Much of this data is classified as either public or private based on Minnesota state 
law and is disseminated through a number of interfaces including the public 
internet, walk-in requests at the BCA office, requests mailed to the BCA, and 
electronic requests from Minnesota criminal justice agencies, criminal justice 
agencies in other states and in the federal government and as otherwise authorized 
by state law. 
The BCA Identity and Access Management system needs to migrate to the Oracle 
Identity and Access Management (IAM) Suite.  The Identity and Access Management 
platform is Sun Identity Manager 8, Sun Directory Server 7 and OpenSSo Enterprise 
8, which is approaching end of "Main Stream" support. The Oracle 11gR2 is a 
complex environment; an experienced Security Analyst Engineer is required to 
design and implement a solid solution.

RFO Number RFO0073

Information on contracts executed by an entity type of State Agency can be found using the 
contract ID in the MN Open CheckBook under TransparencyMN located at 
http://mn.gov/mmb/transparency-mn/.

For  information on contracts executed by an entity type other than State Agency you will need to 
contact that entity directly using the contact information that was provided in the RFO.
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