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FYi and Social Media 2.0:
Facebook, Twi er, YouTube, Yammer…and data prac ces?
Back in our fall 2009 FYi newsle er, IPAD wrote about
emerging trends and op ons for government in using
“social media” or “web 2.0.” Since that me,
government use of social media has grown (IPAD has
since created a twi er account and a YouTube
channel) and new social media op ons, such as
Yammer, have emerged and evolved. As we’ve seen exponen al social media growth in the last
4 years, we thought our readers would appreciate us sharing some of the ques ons and issues
raised with IPAD since we addressed it in 2009.
As we wrote in 2009, remember that anything posted on a social media website is government
data under the Government Data Prac ces Act (Minnesota Statutes, Chapter 13). Employees
should only post public data when government is communica ng via public websites such as
Facebook and Twi er.
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How long is an en ty required to keep informa on posted on social media websites?
En es should consider whether informa on communicated via social media are oﬃcial
records. If the communica ons are not oﬃcial records, en es can decide how long to retain
the informa on as government data. Data considered “oﬃcial records” under the Oﬃcial
Records Act (Minnesota Statutes, sec on 15.17) must be kept according to an en ty’s reten on
schedule under the Records Management Act (Minnesota Statutes, sec on 138.17). For
example, the general reten on schedule for ci es says correspondence through social media is
to be retained “un l read.” If an en ty posts an oﬃcial record on a social media website (e.g.
mee ng minutes), an en ty should consider keeping the oﬃcial record in an alterna ve
loca on. Visit Minnesota’s State Archives website for more about records reten on.
Are there any standards for how an en ty should maintain data in a social media format?
Keep in mind the general standard for government data is they must be maintained in a format
that’s “easily accessible for convenient use” so that a government en ty may respond to public
data requests in an “appropriate and prompt manner” and within a “reasonable me.” A good
rule is to avoid archiving your data and you may want to have a plan for dele ng data from a
social media website at appropriate mes.
Con nued on page 2
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Social media, cont.
What is Yammer?
Yammer is adver sed as “a private social network for your
company.” Much like Facebook, users sign up and may create
profiles, upload images or documents, and chat with other
Yammer users online. Yammer allows users to create private
groups that are invita on only. Tools like Yammer can be useful
in collabora ng within or outside your oﬃce.
If a government en ty creates a private online group (e.g. private Yammer group that requires an invita on
to join), is it subject to data requests from the public?
Yes, like any correspondence among government employees, all government data on any social media website
are subject to the Data Prac ces Act. The general presump on, that all government data are public unless
otherwise classified, applies.
Can an en ty maintain or share private data on a private Yammer group that requires a password?
Generally, every en ty has an obliga on to establish appropriate safeguards to protect not public data and
ensure that any access is related to a work requirement (see Minnesota Statutes, sec on 13.05, subd. 5 and
Minnesota Rules, part 1205). Great care should be given before sharing not public data in any type of format.
Government en es should consider the nature of the data and whether appropriate safeguards for sharing
electronic data are in place, such as strong password protec on and data encryp on.
What if our website allows users to post public comments, should we provide any type of no ce, such as a
Tennessen warning?
Consider pos ng a no ce that says the website is a public forum and users should refrain from pos ng
ques ons or comments of a personal or private nature. A “Tennessen warning” is only required if an en ty
collects private or confiden al data from an individual about the individual. Government en es should
monitor comments submi ed by the public and consider dele ng posts that possibly contain private data or
are inappropriate for a public forum.

As many government en es have learned since 2009, social
media can be very useful in communica ng and interac ng
with the public, or serve as an eﬀec ve collabora on tool
among government en es or within the oﬃce. If you know
of a new social media tool, or have a ques on that we didn’t
cover, contact us at info.ipad@state.mn.us ...and we may just
revisit this topic again soon.
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Advisory Opinion Highlights
M
C
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Opinion 13‐012: A member of the public asked whether
a city council had properly closed a mee ng for labor
nego a on strategies and developments pursuant to
Minnesota Statutes, sec ons 13D.01 and 13D.03. The
Commissioner opined that the City did not comply with
sec on 13D.01, because it did not iden fy the authority
to close the mee ng or describe the subject of the
mee ng. The City did not
comply with sec on 13D.03,
because it failed to vote in open
session to hold a closed
mee ng, as required, and
because the Council also
discussed subjects beyond the
scope of labor nego a ons and
developments.
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Opinion 13‐013: A City asked about the classifica on of
data on a driver’s license magne c stripe and driving
cita ons that it wanted to collect, create, and
maintain. The City argued that the data were public
arrest data, pursuant to Minnesota Statutes, sec on
13.82, subd. 2. The Commissioner opined that the
elements iden fied by the City as cita on data were
always public pursuant to sec on
13.82, subd. 2, for adult drivers.
And, except for the name, sex, and
address of adult drivers, which are
public arrest data, the data on a
driver’s license magne c stripe are
presump vely public, unless the
data are a part of an ac ve
inves ga on.

Caselaw Update
In Schwanke v. Minnesota Department of AdministraƟon, A12‐2062 (Minn. Ct. App. July 29, 2013), the
Minnesota Court of Appeals found that the Dept. of Admin did not have the statutory authority to dismiss a data
challenge appeal of an employee’s performance evalua on under Minnesota Statutes, sec on 13.04, subd. 4,
and should have ordered a contested‐case hearing with the Oﬃce of Administra ve Hearings.
The Court held that Admin must order a contested case hearing unless eﬀorts to resolve the dispute are
successful. The Court looked to the Minnesota Administra ve Procedures Act, Minnesota Statutes, Chapter 14, in
determining that an Administra ve Law Judge has exclusive authority to dismiss any unresolved data challenge.
The Court also held that a data subject is allowed to submit new evidence to Admin, because a data challenge
appeal is a de novo review, to be treated like a new hearing. Note: Admin filed a peƟƟon for review with the MN
Supreme Court on August 27, 2013.
In NaƟonal Council on Teacher Quality v. Minnesota State Colleges & UniversiƟes, A12‐2031 (Minn. Ct. App.
August 5, 2013), the Minnesota Court of Appeals aﬃrmed the Ramsey County District Court’s decision that
MnSCU was required to provide copies of faculty‐wri en syllabi to NCTQ under the Minnesota Government Data
Prac ces Act, even though the syllabi are protected under federal copyright law. NCTQ, a na onal educa on‐
reform organiza on, requested copies of syllabi from MnSCU en es. MnSCU allowed NCTQ to inspect the
syllabi, but declined to provide copies without the permission of the faculty authors, ci ng concern for their
ownership rights.
Con nued on page 4

IPAD Newsle er — Summer 2013

Page 4

Caselaw Update, cont.
The Court held that government en es may not assert copyright ownership to deny members of the public
their right to inspect and copy government data, and that using copyright material for research is not an
infringement of copyright, but is a “fair use” as asserted by NCTQ and defined under federal copyright law.
The Court of Appeals found in Computer Forensic v. Green, A12‐2093 (Minn. Ct. App. June 10, 2013,
unpublished), that though a police detec ve likely released ac ve inves ga on data (confiden al data); the
detec ve is en tled to oﬃcial immunity for that ac on. The first step in determining oﬃcial immunity is to find
whether the conduct was ministerial or discre onary. The Court looked to the Minnesota Government Prac ces
Act in finding it was discre onary: “Any law enforcement agency may make any data classified as confiden al or
protected nonpublic pursuant to subdivision 7 accessible to any person, agency, or the public if the agency
determines that the access will aid the law enforcement process, promote public safety, or dispel widespread
rumor or unrest.” (See Minnesota Statutes, sec on 13.82, subd. 15.) The detec ve and police department were
en tled to oﬃcial immunity because there was no evidence of willful or malicious intent (the second step in
determining immunity) in this instance.
In Whalen v. Hennepin County Medical Center, A13‐0241 (Minn. Ct. App. July 15, 2013, unpublished), the
Court of Appeals aﬃrmed the District Court’s finding that a phone conversa on between two employees was
public data because it was the reason one of those employees was disciplined. Other than the data listed in
Minnesota Statutes, sec on 13.43, subd. 2, personnel data are private; however, once there is a final disposi on
of a disciplinary ac on, “the specific reasons for the ac on and data documen ng the basis of the ac on” are
public (see sec on 13.43, subd. 2(a)(5)). HCMC made its final decision about discipline and there was final
disposi on, so the phone conversa on documen ng the reasons for that ac on is public.

New IPAD Info Page!
Personal Contact and Online Account Informa on
During the 2013 legisla ve session, the Minnesota Legislature amended the Government Data Prac ces
Act to require some protec on for members of the public who contact government en es for certain
services.
IPAD developed technical guidance to assist government
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and the public in understanding the implica ons of the
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new law.
h

Selecting pictures or graphics
is an important part of adding
p://www.ipad.state.mn.us/docs/personalcontact.html
content to your newsletter.
Think about your article and
ask yourself if the picture supports or enhances the message
you’re trying to convey. Avoid
selecting images that appear to
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