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I.     INTRODUCTION 


 


EXECUTIVE SUMMARY 


 
 


This document provides a check list for managers who 
are using or are planning to use Internet.  


The check list can be used by those just getting 
started with Internet, as well as those who  


are already using Internet and want to make sure 
their bases are covered.  For those who want  







additional detail, this document also provides a 
section on key concepts for selected topics   


related to Internet use.  A cross reference provides 
links between steps in the check list   


and the appropriate key concepts.  Finally, this 
document contains references to legal   


requirements, statewide standards and guidelines, 
Internet on-line resources and a glossary of  


terms. 


 


This document consists of several chapters, each 
dealing with a topic important to accessing 


or disseminating information using the Internet.  
Each chapter includes some of the following  


headings, depending on the topic:  a definition;  
requirements (for current IPO  


requirements that are expected to become statewide 
standards in the future);  


recommendations (to assist agencies in developing 
their own strategies, standards and  


guidelines); issues; and references 
for more information. 


 


Agencies are expected to comply with all items 
identified as IPO requirements, in addition to  


all Minnesota and federal laws, and statewide 
policies, standards and guidelines (also see  


Appendices for  







Legal  


References and  


State of Minnesota References for Internet 
Information: Related Standards and Guidelines).   


 


Reference to the selected topics that currently 
contain IPO requirements are identified in the   


Chart of Requirements (with 'X' in the "Requirements" 
column) 
 


 


                           


       


CHART  OF  REQUIREMENTS 


 


Topic                                                   Requirements   
Location  
                                                                       
in Document 
Management for Access and Dissemination Using the Internet      X       
Chapter 1 
Planning and Implementation                                     X       
Chapter 2 
Employee Use of the Interne                                     X       
Chapter 3 
Public Use of the Internet                                              
Chapter 4 
Business Use of the Internet                                            
Chapter 5 
Liability                                                       X       
Chapter 6 
Ownership & Value Added Issues                                          
Chapter 7 
Education and Training                                                  
Chapter 8 
Maintenance                                                             
Chapter 9 







Resources                                                               
Chapter 10 
Data Privacy                                                    X       
Chapter 11 
Customer Service                                                X       
Chapter 12 
Information Content                                             X       
Chapter 13 
General Information About an Agency and its Electronic Services X       
Chapter 14 
Information Quality                                             X       
Chapter 15 
Cataloging and Indexing                                                 
Chapter 16 
Conversion                                                      X       
Chapter 17 
Information Design                                                      
Chapter 18 
Design Requirements                                             X       
Chapter 19 
Design Format                                                   X       
Chapter 20 
Design Multimedia                                                       
Chapter 21 
Information Delivery                                                    
Chapter 22 
Server Hardware and Software                                    X       
Chapter 23 
User Hardware and Software                                      X       
Chapter 24 
Security (General)                                              X       
Chapter 25 
Security Technology                                                     
Chapter 26 
Implementation and Tools                                                
Chapter 27 
Technical Standards (Use of)                                    X       
Chapter 28 
System Monitoring and Privacy                                   X       
Chapter 29 


 


PURPOSE OF THIS DOCUMENT: 


Provide guidance and direction to state agencies for 
electronic access and dissemination using the 
Internet. 


 


HOW THIS DOCUMENT IS ORGANIZED: 







This document contains three introductory sections, a 
section containing Internet 'Selected Topics', an 
'Acknowledgements' section, and an 'Appendices' 
section with additional references. 


  


The three introductory sections provide background 
information, an overview of the 


Internet, and a 'First Steps' checklist for agencies 
to use in evaluting their Internet 


readiness.  A cross reference is also provided that 
links the checklist steps to relevant 


topics elsewhere in this document.  These sections 
are focused toward agency 


managers needing a basic Internet overview with some 
general direction on getting 


started - or moving forward - on the Internet. 


   


Those needing more information should turn to the 
next section, 'Selected Topics: Key 


Concepts".  This section addresses 'key concept' 
topics related to management, 


information content, information design, and 
information delivery.  Managers may select 


individual topics as needed, or may review the entire 
section for a broader familiarity 


with Internet issues. There are significant 
implications - and several open issues - for 


government organizations using the Internet.  
Managers should, at a minimum, be familiar with the 







breadth of topics, the open issues, the IPO 
requirements that apply, and statewide laws, 
policies, standards and guidelines pertaining to the 
use of the Internet. 


  


 


BACKGROUND ON THE ELECTRONIC INFORMATION AGE: 


 


Like many other governments across the nation and the 
globe, the State of Minnesota 


is rapidly moving into the electronic age for 
efficiency and easy access to information 


and services.  As various agencies, divisions, boards 
and councils develop electronic 


access and dissemination systems, a new set of 
management considerations and moral, legal and 
ethical issues have arisen about how information is 
accessed, used, maintained and secured. 


 


Information access strategies have also changed 
significantly as a result of the new 


electronic capabilities.  When information was 
provided via paper or microfilm, the 


public was required to contact each government agency 
individually - either by phone 


or in person.  Now with electronic access, people can 
move electronically from one 


agency to another in their search for information, 
usually at the touch of a button.  Now 







that agency-to-agency navigation is possible, it has 
become essential to provide the 


public with a consistent and common "look and feel" 
and to think about how the 


information is presented.  Increasingly, agencies 
will need to work together to 


coordinate the presentation of information and 
services. 


   


Electronic information access and dissemination have 
the potential to fundamentally 


change the way government provides public access to 
information and delivers its 


services.  Government must work to ensure that public 
resources are used wisely and 


that efforts in the end add value and improve 
government service delivery to all citizens.  


Agencies will need to  begin thinking differently 
about information access and customer 


service in order to thrive and survive in the 
electronic age.  Changes brought about by 


the electronic information age have prompted the 
creation of this guideline for 


Minnesota government organizations to access and 
disseminate information via the Internet.  


II.    FIRST STEPS: 


 







The following check list is provided to assist agency 
management in evaluating their 


readiness for Internet use: 


 


          


  


CHECKLIST FOR GETTING STARTED ON THE INTERNET 


Step 1:  Evaluate business needs 
 


 
 
Action Items:                                                    Done  
 
1.   Educate management about the capabilities, potential               
__________  
     and risks of the Internet.                                                          
2.   Review agency business plans and strategies to determine   
     applicability of Internet access and/or dissemination.             
__________  
3.   Identify specific requests for Internet access or for information  
     and service delivery using the internet.                           
__________  
4.   Establish plans for existing and future Internet access 
 
     and dissemination.                                                 
__________  
 


 
 
 
 
Step 2:   Evaluate customer needs  
Action Items:                                                    Done<  
 
1.   Identify specific customer requests for information or services 
 
     using the Internet.                                                
__________  
2.   Determine customer's existing and future use of the Internet.      
__________  
 
3.   Identify potential customers of electronic information and 
     services available through the Internet.                           
__________ 
 
 







Step 3:   Develop agency policies for Internet use 
Action Items:                                                            
Done  
 
1.   Identify relevant statewide policies, standards, laws and rules    
__________ 
     (e.g. IPO policies, standards and guidelines; Minnesota 
     information policy laws, etc.)  that may affect Internet access 
and 
     dissemination.                 
 
2.   Establish policies, standards, guidelines and rules for your       
__________ 
     agency's Internet access and dissemination that incorporate  
     statewide laws and statewide and agency requirements.  
 
3.   Communicate your agency's Internet policies and requirements       
__________ 
     internally and to customers.  
 
 
Step 4:   Establish content requirements and dissemination plans for 
electronic 
          information and services using the Internet 
 
Action Items:                                                            
Done 
 
1.   Determine the information and services your agency will offer      
__________ 
     using the Internet.     
 
2.   Establish standards for content, presentation, design and          
__________ 
     delivery of electronically disseminated information and services.  
 
3.   Develop a plan for maintaining content that addresses quality      
__________ 
     (e.g. information currency,timely services) and routine ongoing 
     support.     
 
4.   Evaluate existing and planned paper-based documents and services   
__________ 
     for possible migration to the Internet.                  
 
Step 5:   Evaluate technology requirements (hardware, networks, 
connectivity 
          and software 
Action Items:                                                     Done 
 
1.   Determine agency technology requirements to support Internet use.  
__________ 
      
 
2.   Determine customer technology requirements for accessing           
__________ 
     information and services via the Internet.  







 
3.   Develop agency technology requirements for use of the Internet.    
__________ 
 
4.   Evaluate current technology and develop a plan to migrate to       
__________ 
     needed technology. 
 
5.   Develop a plan for maintaining Internet related technology.        
__________ 
 
6.   Develop a plan for customer access to necessary technology.        
__________ 
 
 
Step 6:   Evaluate security needs 
Action Items:                                                                
Done 
 
1.   Determine security requirements for use of the Internet.           
__________ 
 
2.   Assess current agency security capabilities.                       
__________ 
 
3.   Develop a plan to provide required Internet security.              
__________ 
 
 
Step 7:   Evaluate resource requirements to support Internet use 
Action Items:                                                        
Done 
 
1.   Determine people skills needed to support the use of the           
__________ 
     Internet.  (e.g. technology skills, presentation/publication 
     skills, administrative skills, network maintenance skills, etc.)  
 
2.   Develop a plan to acquire missing skills (e.g. training, 
     partnering with another organization, hiring, consulting, etc.)    
__________ 
 
3.   Determine financial resources needed to support the use of the     
__________ 
     Internet.  (e.g. staff salaries,consultant fees, charges for  
     connectivity, training costs, technology costs, etc.) 
 
4.   Develop a plan to acquire financial resources.                     
__________ 
 
 
Step 8:   Evaluate customer service and support needs 
Action Items:                                                    Done 
 
1.   Develop a plan for monitoring customer response to agency          
__________ 
     Internet information and services.    







 
2.   Develop a plan for incorporating customer feedback into on-going   
__________ 
     plans for Internet dissemination of information and services.  
 
3.   Develop a plan for providing customers with Internet related       
__________ 
     education / training and communication.                


 


 
 


 


 


 


This chart provides a quick cross reference from 
steps in the 'First Steps' checklist, to 


some of the relevant topics in the 'Selected Topics' 
section. 


Steps:                                       Key Concepts                       
Chapter  
 
Step 1: Evaluate business needs         Management for Information       
Intro and  Ch.1 
                                        Access & Dissemination         
 
                                        Planning & Implementation       
Ch.  2 
 
Step 2: Evaluate customer needs         Public Use of the Internet;     
Ch.  4 
                                        Business Use of the Internet;   
Ch.  5 
                                        Customer Service;               
Ch.  12 
                                        Information Content             
Ch.  13 
 
Step 3: Develop agency policies for     Legal References;               
Appendix 
        Internet use                    State of Minnesota References;  
Appendix 
                                        Data Privacy;                   
Ch.  11 







                                        Use of Technical Standards      
Ch.  28 
                                        Liability;                      
Ch.  6 
                                        Ownership & Value-Added Issues; 
Ch.  7 
                                        System Monitoring and Privacy;  
Ch.  29 
 
Step 4: Establish content               Maintenance;                    
Ch.  9 
        requirements and                Information Content;            
Ch.  13          
        dissemination  plans for        General Info about an Agency;   
Ch.  14  
        electronic information and      Planning & Implementation;      
Ch.  2 
        services using the Internet.    Information Quality;            
Ch.  15 
                                        Cataloging & Indexing;          
Ch.  16  
                                        Conversion;                     
Ch.  17 
                                        Information Design;             
Ch.  18  
                                        Design Requirements;            
Ch.  19  
                                        Design Format                   
Ch.  20                                                          Design 
Multimedia;              Ch.  21  
                                        Information Delivery;           
Ch.  22  
 
Step 5: Evaluate technology             Maintenance;                    
Ch.  9  
        requirements (hardware,         Server Hardware & Software;     
Ch.  23  
        networks, connectivity          User Hardware & Software;       
Ch.  24  
        and software                    Security (General)              
Ch.  25 
                                        Security Technology;            
Ch.  26  
                                        Implementation and Tools;       
Ch.  27      
                                        Use of Technical Standards;     
Ch.  28 
 
Step 6: Evaluate security needs         Security (General);             
Ch.  25  
                                        Security Technology;            
Ch.  26 
                                        System Monitoring & Privacy;    
Ch.  29  
 
Step 7: Evaluate resource               Education and Training;         
Ch.  8     







        requirements to support         Resources;                      
Ch.  10 
        Internet use                                               
 
Step 8: Evaluate customer service       Education and Training;         
Ch.  8  
        and support needs               Customer Service                
Ch.  12  
                                        System Monitoring and Privacy;  
Ch.  29  


 


Next Section 


 


 


 


 


 


 


 


 


 


 


 


 








Internet Access and Information Dissemination: Selected Topics 
Draft... for review and comment only ... Draft 
Office of Technology, State of Minnesota 


[Back to Table of Contents]  


III. SELECTED TOPICS: KEY CONCEPTS DESCRIBED 
INFORMATION MANAGEMENT TOPICS: REQUIREMENTS & 
RECOMMENDATIONS 
1. INFORMATION MANAGEMENT FOR THE INTERNET 


Description: 
Scope: Information management addresses aspects of management policy that govern the use, 
obligations and responsibilities of access and dissemination. Individual topics related to management 
include planning and implementation, employee use of the Internet, public access to the Internet, 
business access to the Internet, liability, ownership and value-added issues, education and training, 
maintenance, resources, data privacy and customer service. Each of these management topics has its 
own individual chapter containing further information. 
 
Rationale: Because nobody is in charge, the Internet environment lacks consistency, predictability and 
organization. Those providing information on the Internet are free to create whatever they please, which 
has left many users unable to locate the desired information. The present condition of information on the 
Internet has created an even greater need for good planning and management of information and 
services.  
 
Moral and legal issues have surfaced in connection with what is OK to distribute electronically and what 
is not. Arguments continue over which free speech laws - if any - apply to the Internet. The legal 
obligation for accuracy and currency of information may also be unclear in the Internet environment, 
since it is often impossible to trace the source of information. Additionally anyone can abuse the 
privilege of access, either by promoting inappropriate activities or by misusing access time. It is easy to 
spend hours on the Internet browsing around and following search paths, while other important work 
goes undone.  
 
Requirements: 


1. Agencies must identify an executive with the responsibility, authority and accountability for 
managing the organization's information resources. This includes management of electronic information 
access and dissemination.  


Recommendations: 
1. In addition to statewide policies, standards and guidelines, state agencies should establish their own 
policies, standards and guidelines for Internet access and information dissemination. Emphasis should 
be placed on responsible use, providing quality information and services with equal access to all, 
maintaining proper security precautions, and applying general information resource management 
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principles to electronically disseminated information. 
 
References: See also: IRM Guideline 5, Version 1: Internet Responsible Management 
Appendix Section: Legal References and State of Minnesota References, Related Standards and 
Guidelines. 


2. PLANNING AND IMPLEMENTATION 


Description: 
An organization's electronic information will affect its image as a result of user perceptions about 
information quality and value. Therefore, planning and implementation of electronic information 
should not be taken lightly or delegated to whomever has an interesting idea. 


Electronic dissemination planning should address four broad areas: management, content, design 
and delivery. Within each component, relevant topics should be incorporated into the 
organization's planning process.  


When planning for electronic dissemination, information must be organized, controlled and 
disseminated differently than information in paper form. With physical media, like paper, 
distribution is controlled by whoever has the master copy. However, with electronic media, 
distribution is controlled by whoever chooses to access it. Unlike a controlled distribution list for 
paper documents, electronic distribution is not controlled with a recipient list. When planning, 
agencies should be aware that electronic user identities may be anonymous and their intentions 
unknown.  


The packaging of electronic information is also different with electronic media. Paper documents 
can be consolidated before distribution, but electronic media is 'packaged' by the end user, who 
may not get all the pieces, or may not put them together correctly.  


These changes are significant for providers of electronic information. When information can 
reach anyone, anywhere, in a form selected by an unknown party, the intended audience may not 
be the only audience. Errors and omissions probably will not be repairable. User perceptions will 
not be observable. Organizations planning for electronic dissemination need to think broadly 
about the quality and expected uses of information, and about how to communicate expectations 
to a diverse, unknown audience.  


Requirements: 


 
1. Information and services provided on the Internet must be lawful, must not compromise any 
state or agency rules or procedures, must not violate privacy rights of others,and must not violate 
copyright and license agreements (intellectual property rights). 


Recommendations: 


1.  
An organization's management should take an active role in planning an electronic 
distribution strategy. At a minimum, the strategy should define the boundaries and 
management's quality expectations for electronically distributed information. 
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2.  
Management involvement in "electronic publishing" of agency information must at least 
parallel that of traditional release or dissemination of information. 


3.  
Materials made available on the Internet should be selected, prioritized, presented and 
distributed as part of an organization's overall business plan and access / dissemination 
strategy. Content should be appropriate to the business of the agency or organization.  


4.  
Good candidates for electronic dissemination include information generally in high demand 
and information released or produced on a frequent basis. Automated or integrated 
electronic releases should be planned along with current distributions.  


5.  
Knowledge gained through experience with electronic dissemination, and feedback received 
from users, should be incorporated into future decisions about electronic dissemination. 


3. EMPLOYEE USE OF THE INTERNET :  


 
Description: 
This chapter addresses responsibilities of both management and employees related to employee's 
use of the Internet. 
 
Requirements: 


1. All executive branch employees must comply with the Code of Ethics for Employees in the 
Executive Branch. (Other state employees may also be required to comply with ethics laws.) 


Recommendations: 


Responsibilities of Management: 
1.  


Management should establish an agency "Code of Conduct" for employees specifically 
addressing electronic access, communications and information dissemination. At a minimum 
the code of conduct should state that government Internet access may not be used to defame, 
defraud, or cause embarrassment to any individual or group, or for any illegal activity.  


2.  
Management should encourage employees to use the Internet when appropriate for business 
functions.  


3.  
Management should ensure employees are familiar with, have access to, and adhere to, all 
Statewide and agency policies, standards and guidelines for responsible use of computer and 
network resources.  


4.  
Management should ensure employees are provided with appropriate hardware and 
software to use Internet services when needed for their jobs and professional activities. 


Responsibilities of Employees: 
Employees are expected to: 
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1.  
Know and adhere to State laws, and statewide and agency policies, standards and guidelines 
for responsible use of computer and network resources.  


2.  
Be responsible for ensuring state equipment and Internet access are not made available to 
non-employees, unless appropriate to conducting the business of the state.  


3.  
Adhere to the agency code of conduct for electronic access, communications and information 
dissemination.  


4.  
Represent themselves, their agency or any other state organization accurately and honestly 
through electronic information or service content.  


5.  
Use government Internet access responsibly, and only for exchange of information in the 
course of government business. Unless statutorily authorized, government Internet access 
may not be used for commercial or campaign purposes. 


References: 
See also: 
Appendix, Legal References and State of Minnesota References, Related Standards and 
Guidelines  


4. PUBLIC USE OF THE INTERNET: 


 
Description: 
This topic addresses: 


a)  
Access by the public to government information and services via the Internet, and  


b)  
Use by the public of government equipment for the purpose of accessing the Internet 


 
 
Recommendations: 


1.  
Access to State of Minnesota information, and Internet services for accessing government 
information, should be available to all citizens or residents of Minnesota, as appropriate 
under the Minnesota Government Data Practices Act (MGDPA).  


2.  
Public access terminals connected to the Internet should be located in ADA compliant 
convenient locations such as libraries, schools and community centers throughout 
Minnesota.  


3.  
Public services and information access mechanisms should be easy to use and comprehend.  


4.  
Agencies should design user interfaces and security mechanisms to ensure appropriate use 
of Internet services by those using government-provided equipment and/or gaining access at 
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government-provided sites. 


 
 
References: 
Refer to Appendix, Legal References. 


5. BUSINESS USE OF THE INTERNET: 


 
Description: 
This topic addresses: 


a)  
Business community access to government information and services via the Internet,  


b)  
Business community use of government equipment for accessing the Internet, and  


c)  
Partner relationships between government and the business community re: electronic 
commerce or communications 


 
 
Recommendations: 


1.  
Vendors should have access to state sponsored Internet services when appropriate to 
conducting the business of the state.  


2.  
Agencies should carefully plan what information will be available on the Internet, 
considering the possible access by vendors or other business interests.  


3.  
Public access terminals should be available for use by organizations conducting business 
with the state or accessing government information or services.  


 
 
6. LIABILITY  


 
Description: 
The 'Liability' chapter addresses the accountability of those who create and disseminate 
information for its accuracy and adherence to privacy restrictions and other state and federal 
laws. Government organizations run the risk of incurring liability for failing to properly evaluate 
their liability, or meet their legal obligations, for electronic access and dissemination. The legal 
requirements for electronic information continue to evolve. Therefore, for their own protection 
agencies should assess, and continue to reassess, their liabilities in this dynamic legal environment. 
 
 
Requirements: 
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1. State and Federal laws apply to liability of agencies (see Recommendation #2, 3 and 4 below). 
2. Contractors of Internet-related products and services must be held accountable, through 
clauses in vendor contracts, for meeting appropriate federal, state and agency standards and 
guidelines for information quality, security, and for adhering to all relevant legal requirements.  
3. Government agencies, in making Information and services available electronically, must not 
create a liability for the government. 


Recommendations: 


1.  
Government organizations should establish standards for accuracy and accountability of 
electronic information/data. At a minimum, all electronic documents should include 
information that identifies the source, how current the information is, when it was last 
updated, and if appropriate, how accurate it is.  


2.  
Government organizations should review State and Federal laws relating to liability of 
government agencies and employees for applicability to electronic information/data, and 
incorporate appropriate requirements into standards and guidelines for electronic access 
and dissemination.  


3.  
Requirements for archiving and preservation of government information apply to electronic 
information and data. Government organizations should establish procedures for the 
archiving of electronic information along with other media.  


4.  
Requirements to accommodate the rights of Americans with disabilities to equitable 
communication and information access apply to electronic media. Government 
organizations should analyze how content is prepared and delivered to ensure access is 
provided in accordance with the ADA (Americans with Disabilities Act). 


 
 
Issues: 
There are many open legal issues concerning liability in an electronic information environment. 
This chapter presents only a sampling of known liabilities, along with some of the issues that need 
legal resolution. This chapter does not provide a complete list of liability requirements. 
 
Followup: 


1.  
State agencies should carry Requirement #2 through to any new vendor contracts.  


2.  
At the time of this writing, federal legislation was pending that could affect state agency 
liability in conjunction with use of the Internet. Agencies should monitor federal legislative 
activities accordingly. 
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References: 
See also: Appendix Section: Legal References and State of Minnesota References, Related 
Standards and Guidelines 


7. OWNERSHIP & VALUE-ADDED ISSUES 


 
Description: 
Ownership, in terms of electronic information dissemination, has two facets: 1) it can be related to 
liability (to assign responsibility to those who can be held liable); and 2) it allows entities to claim 
rights to intellectual property. Entities often claim rights when they have added value to the initial 
product: in these cases the ownership of intellectual property may come into dispute. 


With regard to government information, 'value-added' means individuals and/or organizations 
have added something to the original government information to increase its value. Examples 
include labor, technology features or add-ons (such as software for retrieving information), or 
added information (clarification, reformatted, etc.) This chapter covers issues about: 


1)  
Value added by government (e.g. government charging for reproducing information), and  


2)  
Value added by outside parties (e.g. does government dissemination compete with vendors 
that are reselling government information?) 


Recommendations: 
1. Agencies should seek legal advice when potential ownership conflicts, or disputes over 
intellectual property rights, exist. Some examples include private sector resellers of government 
information, and contractors who provide copyrighted materials to the State.  


Issues: Statewide legal issues need to be addressed concerning intellectual property, value-added 
issues, pricing of information/services, and agency costs for increased services. GIAC is working 
on intellectual property issues and will make recommendations in 1996 legislative session.  
Questions concerning value-added issues include: 
1) When can agencies charge for information or services? 
2) Does government dissemination compete with resellers of government information?  


8. EDUCATION AND TRAINING  


 
Description: 
The Internet can provide value when users have the appropriate knowledge and skills to use its 
services effectively and appropriately. Education and training are prerequisite to realizing the 
benefits of the Internet and avoiding failure or disaster. Education provides knowledge necessary 
to understand the structure, benefits and risks of the Internet, and the implications of one's 
actions in an electronic information environment. Training provides know-how for using, or 
creating, electronic information and for managing the support systems and technologies. 


Education and training also need to consider a variety of different individuals, and formation 
needs. For example, users of government resources for accessing the Internet may need training 
on particular configurations. Employees connected through multiple state computer networks 
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may need instructions for logging on and for ensuring they don't indvertently compromise the 
security of the networks. On the other hand, members of the public accessing a remote kiosk in a 
library may need only minimal instructions for getting to the State of Minnesota home page.  


Categories of users to consider for education or training may include some of the following: 


1.  
Users of state resources for accessing the Internet  


2.  
Users of government information created and distributed via the Internet  


3.  
Creators or maintainers of government information in electronic formats; those who 
convert government information into electronic formats  


4.  
Data managers, data administrators; those responsible for information integrity or 
compliance with information-related laws  


5.  
The public, including individuals and businesses 


Recommendations: 


1.  
Agencies should identify information needs of each type of user to ensure proper education 
and training requirements are identified for successful Internet use.  


2.  
Government agencies are responsible for training employees to be effective Internet users.  


3.  
Government agencies are responsible for training employees to create and maintain 
effective, high quality information for electronic dissemination via the Internet. This 
requirement extends to providing instruction to contractors acting on behalf of state 
organizations to create or maintain Internet resources, information, or supporting 
technologies.  


4.  
Government agencies are responsible for providing instructions to ensure that members of 
the public can be effective users of government information on the Internet.  


5.  
Government agencies are responsible for providing instructions to state employees (and 
contractors, when appropriate) that address the following categories: a) Comprehensive 
explanations of applicable legal requirements (retention, archiving, data practices, ADA, 
etc.) b) Comprehensive explanations of statewide and agency policies, standards and 
guidelines c) Security: network, virus prevention, use of passwords, authentication, etc. 


References: 
See also: Appendix Section: Legal References and State of Minnesota References, Related 
Standards and Guidelines  


9. MAINTENANCE 


 
Description: 
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Information must be kept current, accurate and relevant to ensure its quality and value to users. 
Unfortunately, many Internet 'publishers' consider their creations to be a one-time event. This 
assumption has led to a proliferation of out-of-date information, information links that go 
nowhere, and invalid or discontinued Internet addresses still being published on the Internet. 


Prerequisite to maintaining information is knowing what information exists, where it is, how to 
get it and how to secure it from loss or destruction. A good maintenance strategy is therefore 
essential to preventing inaccurate, out-of-date information from accumulating.  


However, maintaining information accuracy on the Internet is not something one can just pick up 
and do later. The ease and flexibility of information links make it easy to rapidly create - and link 
- information: however, it is also possible for people to create a maze that is next to impossible to 
maintain. Additionally, liability for inaccuracy could result from an unplanned maintenance 
environment. (See also: section on 'Liability').  


Recommendations: 


1.  
Government organizations are responsible for assigning resources - people, information and 
technology - to maintain the electronic capability for access and dissemination of 
information/data. Resources must be sufficient in numbers, and have the necessary 
capability to maintain the environment. Electronic capability means: a) Technologies for 
security, access and dissemination, and b) Information integrity, accuracy and currency  


2.  
Government organizations are responsible for developing policies, standards, guidelines and 
adequate procedures for maintaining the electronic capability for access and dissemination 
of information/data.  


3.  
Government organizations are responsible for maintaining - and continuously upgrading - 
security mechanisms and procedures to ensure the state's assets are protected.  


4.  
Once an agency has committed to electronic information dissemination, there must be a plan 
in place for on-going fiscal and physical maintenance of the system.  


5.  
Content maintenance strategies should be established that address change management, 
version control and conversion control (from other forms or media).  


6.  
An 'architecture' should be established to model the Internet information networks, 
information links, document locations, etc. as part of a change management strategy. 


 
Next Section 
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10. RESOURCES 


Description: 
Providing adequate resources for an electronic information access and dissemination system is 
critical to the success of the system. Resources to support Internet use include people, 
technologies, funding and expertise. Planning for these resources is key to successful development 
and implementation of Internet capabilities. Once an agency has determined how it will use the 
Internet, planning can begin for resources to support its Internet use. 


Staffing needs include technical people to support hardware, software and networks (e.g. Local 
Area Network managers and administrators); people to train employees and customers on use of 
the Internet; people with skills in writing and publishing for electronic media; people 
knowledgeable about the subject areas that will be provided over the Internet; and managers 
familiar with how to effectively use the Internet for business results.  


Financial resources will be needed to purchase technology; provide connectivity to the Internet; 
train staff and customers; hire new staff or enhance skills of existing staff; and provide for on-
going maintenance of Internet applications and technology.  


Technology resources include hardware, software, networks and connections to other networks.  


The State of Minnesota Information Resource Management (IRM) policies, standards and 
guidelines apply to Internet use as well as other information resources.  


Recommendations: 


1.  
Agencies should plan appropriately for immediate and ongoing resource requirements for 
Internet dissemination systems. Once information is available to the public and the 
electronic community, it is important to have resources available to maintain information 
content accuracy, and to stay on top of the evolving world of electronic security. 


 
References: 
See also: 
Employee Use (of the Internet) 
Education and Training 
Maintenance 
Appendix: State of Minnesota References: Related Standards and Guidelines 


11. DATA PRIVACY 


Description: 
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The Minnesota Government Data Practices Act (MGDPA) and other related laws define how data 
are classified as private, confidential, or public, and under what circumstances these 
classifications apply. Agencies should always refer to these laws when providing - or securing - 
data, information, or electronic services.  


When planning electronic distribution of data or information, agencies should realize any 
outgoing information that is not secured (see encryption and authorization in the 'Security 
Technology' chapter) is vulnerable to widespread public access. Unsecured data include those put 
on home pages, accessed documents, downloaded documents, E-mail messages, etc. Care must be 
taken to ensure this data is actually classified as 'public' before release.  


When planning electronic service delivery, agencies should realize there may be additional 
information, not presently protected from public disclosure under Minnesota laws, that should be 
protected from public access. Examples may include electronic funds transfers, or exchange of 
bank account or credit card numbers. Legislation may be required before agencies collect 
sensitive data that is not presently classified as "not-public".  


Agencies should also realize they may not infringe on the privacy of those accessing information or 
using electronic services.  


NOTE: Technologies and security services for protecting data integrity and for verifying the 
identity of someone accessing a system are addressed in the chapter "Security Technology".  


Requirements: 
 


1.  
Information and services made available electronically may not contain or disclose private, 
confidential, or other sensitive information.  


2.  
The collection and storage of all data on individuals must be limited to that necessary for the 
administrative and management of authorized programs. (MN Statutes Section 13.05, subd. 
3.) 


 


References: 
See also: 
Appendix: Legal References 
"Security Technology" chapter 


12. CUSTOMER SERVICE 


 
Description: 
This chapter is about customer service in an electronic information environment. The needs and 
perspectives of customers should be addressed beginning with the initial design, and continuing 
through implementation of an information delivery system. Customer followup assistance is also 
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part of customer service. 


The purpose of disseminating information is to provide value to someone else. The users of 
information, and the access system, are of paramount importance when planning and 
implementing a dissemination system: the success of information dissemination is in the eyes of 
the beholder. ("Dissemination system" includes both the information and the access, or delivery, 
mechanisms.)  


Agencies should take the perspective of the end user when deciding what content to make 
available and what links to create to other documents. User expectations, expertise and skills all 
affect whether users will be satisfied with what they receive.  


Agencies should also consider the point of view of users attempting to navigate through their 
electronic information. Navigation is the process of information users moving around within 
documents, or moving between documents and menus. Navigation should be simple, flexible and 
as quick as possible. Users should not have to consciously think about the navigation process while 
accessing electronic information.  


When organizing an electronic information structure, designers should consider navigation goals, 
and provide a means (such as menu oriented pages) to assist the user with easy access. It is 
important to remember the person who prepares the information is familiar with it, but the 
person who is looking for it probably is not. The preparer must consider what clues to provide to 
someone who is starting from scratch. The customer-driven focus, along with identifying intended 
audiences, will help the preparer of electronic information decide how to best organize and 
present the material.  


User input and feedback should also be considered part of customer service. Agencies should 
make provisions so that users can provide input and request assistance or additional materials.  


Users with special needs should also be considered. For example, those with sight impairments can 
often be accommodated with text-to-speech screen readers, refreshable braille generators, or the 
ability to download and print converted braille versions of agency documents.  


Requirements: 


 
1.  


Agencies must design a "home page" (or top-level menu) as their initial introduction to 
customers accessing their services and information electronically.  


2.  
All electronic services and information offered by an agency through Internet must be 
linked to the agency "home page" or top-level menu.  


3.  
Agencies must link their home pages to the statewide Internet access point. Access should be 
available to the "lowest common denominator" of access capability (ie. Telnet rather than 
gopher or WWW.)  


4.  
Agencies must create standards for electronic information and services that provide clear 
agency identification, a common look and feel, standard menus and hyperlinks, and 
consistency with state standards. This uniquely identifies agencies from outside 
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organizations that create electronic links to agency electronic information. 


 


Recommendations: 


1.  
Information should be provided based on customer needs. Some material on the Internet 
displays creativity but no substance or indication that anyone cares about the content.  


2.  
A mechanism should be provided for users to leave comments, inquiries and requests. 
General user feedback should be actively solicited.  


3.  
Comments, inquires and requests should be monitored and responded to in a timely 
manner. Agencies should establish guidelines for what constitutes "timely" in their 
environments. Procedures should be established for feedback followup and responses back 
to users.  


4.  
Delivery mechanisms (usually technology) should address the needs and capabilities of 
users. (See also 'Public Use of the Internet' and 'Liability', elsewhere in this document).  


5.  
Profiles should be defined that identify expected classes of users, their level of expertise with 
electronic media, their content knowledge, and available equipment and network 
connections.  


6.  
The agency "home page" content should be focused to the general citizen. Specialized 
content should be introduced as users move deeper through electronic links or menus.  


7.  
Agencies should strike a balance between meeting the needs of intended audiences and 
considering the impact of being seen by a broader audience. Generally information and 
services should be tailored to meet the needs of intended customers. However, in view of the 
broader audience, organizations should clearly identify the intended audience, purpose, and 
appropriate use of electronically disseminated information and services.  


8.  
Agencies should link to outside services and information only when appropriate. Links to 
other services can be useful to customers in some circumstances. In other cases these links 
may be confusing and add unnecessary complexity. A good rule of thumb is that links to 
outside sources should enhance - rather than detract from - value to the customer, or to the 
information and services of the agency.  


9.  
Home pages should be planned for efficient access by a broad audience. Efficiency of access 
should consider the technology available to users by maximizing response time and 
providing alternative display options (i.e., text-based and multimedia).  


10.  
Personal home pages for individuals should not be allowed unless they serve a clear business 
purpose.  


11.  
State agencies should provide easy instructions for using the information service.  


12.  
Page layout should be user-friendly and should identify the access paths and functions of the 
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various menu options.  
13.  


Agencies are encouraged to use standardized buttons (icons) for consistency.  
14.  


Information links should be used with caution to avoid an excessive number of links that are 
not serving a logical purpose or offering convenience of navigation.  


15.  
Agencies are encouraged to provide information links within a document that is long. This 
helps to prevent the user from wasting time scrolling through the document.  


16.  
The right to equitable access should be considered for groups of people not covered under 
ADA, such as non-English speaking people. Government organizations should address in 
standards and guidelines how electronic information will be provided in other formats, 
media, or languages when necessary to meet the needs of some citizens. 


References: 
See also: 
Chapters on 'Design' and related topics for more detailed information about design issues 
Chapter on 'General Information About an Agency" for more home page requirements  


INFORMATION CONTENT TOPICS: 


13. INFORMATION CONTENT CONSIDERATIONS 


Description: 
Scope: Information content includes content quality, usefulness and presentation. Individual 
topics related to information content include general information about an agency and its 
electronic services, planning and implementation, customer service, cataloging and indexing, and 
conversion. Each content-related topic has its own chapter containing further information.  


Rationale: 'Content' refers to the substance of information or materials. For electronic material, 
the important information and/or services being provided are contained within electronic 
documents. It is the quality and usefulness of the content that provide value to - or waste the time 
of - the information user.  


The quality and usefulness of information are critical to both the sender and receiver of electronic 
documents. For example, a person searching electronic information for job availability needs to 
know job location, salary, application procedures, and deadlines for applications. The 
employment information would be of high quality if it provided the breadth and depth of detail 
needed by the job seeker. However, if the relevant information was not presented in a clear and 
meaningful way, even high quality information would not be of value. In either case, the 
information provider would not be providing a useful service.  


The organization and presentation of the content also play a role in determining quality and 
usefulness. Information is useless if it is lost within a lengthy, cumbersome document.  


Electronic media offer unique opportunities to provide content in new ways. Taking advantage of 
these opportunities can greatly improve services through improved access and more timely and 
meaningful information.  
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14. GENERAL INFORMATION ABOUT AN AGENCY AND ITS ELECTRONIC 
SERVICES 


Description: 
This topic addresses how an agency identifies itself to users of its electronic information. 
 
Requirements: 


1.  
General information about an agency and the electronic information and services it provides 
must be included on an agency's home page (or equivalent top-level menu). At a minimum, 
this must include: Agency title and mission Agency services in general, electronic services 
specifically Description of the purpose of the electronic information service(s) offered 
Agency contact information - including address, telephone numbers, FAX numbers, 
electronic mail addresses, TDD numbers, etc. User feedback instructions.  


2.  
For electronic documents, the following must be included: Notices about use: e.g., update 
frequency; electronic "pages" that are under construction; data practices requirements; etc. 


Recommendations: 


1.  
Information about public services should be selected and organized based on the agency's 
mission and user needs and interests. (e.g., Fishing license information might be combined 
with campgrounds, but not with the motor vehicle registration information..) 


References: 
See also: 
Appendices: Legal References  


15. INFORMATION QUALITY 


Description: 
The quality of information or services that are provided using the Internet is of critical concern to 
agencies. If the quality is poor, customers will not benefit from, or even use, the Internet 
information and service that the agency provides.  


Electronic publishing capabilities using the Internet offer a new opportunity for an agency to 
provide customers with high quality information and services. Internet tools and services are 
available to produce and maintain very high quality electronic products. Through careful content 
planning, use of available tools, good design principles, and strategies for keeping materials 
current and accurate, agencies can ensure producing quality Internet products.  


Requirements: 


Page 6 of 7Internet Access and Information Dissemination 3


05/01/2002http://www.state.mn.us/ebranch/ot/ot_files/handbook/guidline/seltop3.html







1.  
Agencies must establish procedures to ensure content will be kept current and accurate. 


 


Recommendations: 


1.  
Agencies should determine what constitutes quality for their information and services, based 
on customer and agency needs. Agencies should establish standards for content quality of 
electronic materials.  


2.  
Agencies should establish procedures to ensure information and services have continued 
usefulness to customers.  


3.  
General information laws and regulations apply to all electronic information and data. A 
project in "demonstration" status is still accountable for legal, statewide and agency 
information requirements. 


 
Next Section 
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16.CATALOGING AND INDEXING 


Description: 
Materials available through the Internet need to be well organized, both for maintenance by agencies, 
and for retrieval by users. Content organization needs to be documented and managed through some 
method of cataloging and indexing. The process of searching and retrieving information could be 
overwhelming without the use of locator tools. Eventually, based on agency experience, user feedback, 
and sharing the expertise of those in related information management fields (i.e., library cataloging, 
archiving, and others), improvements can be made to the organization of information for electronic 
dissemination.  


Like publications, agency on-line service may need to be cataloged by the Legislative Reference Library 
in the PALS system.  


Recommendations:  


1.  
Agencies should be aware of and follow state requirements for copying the Legislative Reference 
Library on documents as required by legislation.  


2.  
Agencies should establish a cataloging and indexing system that can be implemented 
electronically (such as through electronic information "hyperlinks"). 


References: 
Federal Government Information Locator Service Standards  


17. CONVERSION TO INTERNET FORMATS 


Description: 
Documents and information must be in standard Internet formats before they can be published 
electronically. In most cases, existing documents can be converted for electronic publication, and may 
need to coexist with their non-Internet counterparts. Documents created only for electronic publication 
(such as home pages) may be created directly in the appropriate format.  


Requirements:  


1.  
Agencies that contract with outside vendors for the design and production of major reports and 
publications must also require versions in the standard Internet formats used by the agency. 
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Recommendations: 


1.  
Conversion of documents into standard formats for the Internet (ASCII text, HTML, and others) 
should be built into a general publishing strategy.  


2.  
The use of automated document conversion should be encouraged when possible (a number of 
software programs exist to assist with document conversion.). In some cases, documents may 
require specialized formatting thus need individual attention.  


3.  
Version control and change management procedures should be established that keep track of 
multiple simultaneous versions of documents. Conversions to Internet formats may result in two 
or more versions of the same document that need to be managed. 


INFORMATION DESIGN TOPICS:  


18. INFORMATION DESIGN FOR INTERNET PUBLICATION 


Description: 
Scope: Information design includes the general presentation of materials: design requirements, format, 
navigation, the use of graphics and - for World Wide Web design - multimedia. For purposes of this 
document, "multimedia" means the integration of some combination of text, images, audio and video. 
Emphasis should be placed on the user's experience with the media when designing materials for 
electronic publication. Individual topics related to information design include design requirements, 
format, customer service (includes navigation), and multimedia (includes use of graphics). Each of these 
content-related topics has its own individual chapter containing further information.  


Rationale: Good design requirements are prerequisite to planning, developing and implementing a 
successful electronic information dissemination through the Internet.  


Issues: 
This topic needs coverage of design requirements that are focused to developers of electronic 
information.  


References: 
Chapter on Customer Service, for information on navigation  


19. DESIGN REQUIREMENTS 


Description: 
Design requirements provide standardization, stability and continuity to the development processes and 
the resulting electronic documents. For example, the adoption of standardized design features can 
provide a common "look and feel" to electronic documents. The "common look and feel" is typically 
thought of as a benefit for users moving between the various agency information services. However, it 
also offers consistency to developers, which simplifies planning and creating electronic documents, as 
well as training for staff and users. Developers also benefit from well defined requirements that can be 
used like 'blueprints' for development.  
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Different mechanisms exist for capturing design requirements, including information models, 
specifications, or drawings that show page layouts. Design requirements define user needs, desired 
outcomes, parameters and constraints that apply to building a product. For electronic information, 
design requirements should address customer service considerations that affect design, special user 
navigation requirements, laws that apply, format requirements, graphics requirements, requirements for 
content and the source of the content, and implementation and technology requirements.  


Requirements:>  


1.  
Agencies must develop internal standards for design requirements that identify procedural and 
documentation requirements for designing electronic material and meet statewide IRM and 
electronic dissemination requirements.  


Recommendations: 


1.  
Agencies should create specifications, and/or models, to show how Internet pages are designed, 
how information is linked between documents, and the relationships between converted 
documents and their sources.  


20. DESIGN FORMAT 


Description: 
Design format addresses the shape, size, and general layout of documents within a document or 
information service. Format also includes any specific formatting or styles that an agency selects to 
present its information for electronic dissemination.  


Requirements:  


1.  
A state agency must develop standards for the design, format and display of electronic documents. 
The standards must consider that a variety of access capabilities are required, such as Telnet, 
Gopher and World Wide Web, and those required by law (i.e., the Americans with Disabilities 
Act).  


2.  
Agencies must protect the integrity of their information and must communicate about its 
timeliness and accuracy. For electronic documents, the following descriptive elements must be 
present: 


 
? Title of document  
? Name of responsible organization and general contact information  
? Name of author or appropriate credits  
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? Date published, electronically released, update information/schedule  
? Required notices or important disclaimers 


Recommendations: 


1.  
Documents created for World Wide Web distribution should be formatted for, and compatible 
with, a variety of browsers to ensure the widest access possible. Browsers with limited features 
and text-only versions should also be supported.  


2.  
Document formats should be tested for printability by users.  


3.  
When using technology tools to create or present documents, use standard products and versions. 
Examples of standard products include standard HTML (for formatting text on World Wide Web 
pages) and ASCII (standard text format recognized by most existing technologies). Statewide 
technical standards should also be consulted, when applicable.  


4.  
Use of a non-proportional font, like Courier, will allow best access for most systems and 
browsers.  


5.  
Documents should be designed for availability through a variety of Internet services (i.e., Telnet, 
Gopher, WWW with/without graphics, etc.). Some refer to this capability as "scaleability". In 
terms of Open Systems definitions, "scaleability" is defined as the characteristic of being modular 
and extensible, usually referring to "scaling" applications from one 'size' platform to another (i.e., 
mainframe to PC). The way this relates to Internet is that some services, such as Telnet, reside on 
mainframe computers, while others can reside on PC's. Also, some applications have capacity and 
speed for handling graphics, while others do not. 


References: 
Appendix: State of Minnesota References, Related Standards and Guidelines  


21. DESIGN MULTIMEDIA 


Description: 
For the purposes of this document, 'multimedia' means the integration of two or more of the following 
features: text, images, audio and video. In the Internet environment, multimedia requires software 
support on both the server and the user's computer. Some additional hardware requirements may also 
exist, depending on the features. Currently in the Internet environment, multimedia is largely available 
only through the World Wide Web. It is anticipated that Gopher servers will soon provide similar 
capabilities.  


Internet use of multimedia is an area that will continue to grow and evolve. As new servers and 
technologies are developed, new multimedia design issues will surface. These issues, and the 
considerations they raise, vary based on the type of multimedia objects in use. Generally multimedia 
objects are contained in large computer files. The larger the file, the greater the likelihood it will exceed 
the limits of what some users can access, or what technologies can process within a reasonable time. For 
example, bandwidth limitations affect the size of files that can be transferred over phone lines. 
Bandwidth problems arise if large amounts of data are transferred from or to a site using the Internet. 
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The level of data flow that causes concern will vary from one organization to another based on the type 
of information transmitted, the network capacity, and the applications.  


In the multimedia arena, design and technology are interdependent because design components depend 
on technology for their delivery. While multimedia options offer visual and audio interest and provide a 
unique identity for WWW information services, technological constraints must be considered in the 
design of an agency's information service.  


Recommendations: 


1.  
Restrict the use of graphic images to those that serve a functional purpose.  


2.  
Limit the number of images on any one page in the interest of efficient retrieval time.  


3.  
Restrict the size, number of colors used, and complexity of images. Smaller images can be 
displayed with an option for the user to retrieve a full-size image.  


4.  
Avoid the exclusive use of images for links to other documents. Browsers that do not support 
graphics cannot access the linked document if an image is the only option. Graphic images should 
have an associated text link for these browsers.  


5.  
Browsers that do not support graphics cannot interpret images that may be imbedded within text, 
such as the use of bullet icons in an outline. Instead select an outlining mechanism that is 
supported by browsers.  


6.  
When providing large document files (greater than 32K) users should be informed before the item 
is selected. This can be done by including the file size next to the menu item.  


7.  
Agencies should optimize information to minimize the general data traffic.  


8.  
Agencies should test their information service at different modem connection speeds. 


INFORMATION DELIVERY TOPICS:  


22. INFORMATION DELIVERY 


Description: 
Information delivery includes server hardware and software, user hardware and software, security 
(general), security technology, implementation and tools, use of technical standards, and system 
monitoring and privacy. Each topic has its own chapter within this document.  


23. SERVER HARDWARE AND SOFTWARE 


Description: 
To make information available on the Internet, an agency's information must reside on a computer, 
called a server, that is connected to the Internet. The computer may be owned and operated by the 
agency itself, or the agency may share/rent space on servers that are established by multiple 
organizations or non-government Internet providers.  
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Servers that will be connected to the Internet - and used to provide information and services on the 
Internet - will require special software. Software specifically designed for Internet servers is available. 
In some cases the software is free and can be downloaded from the Internet. Commercial software is 
also available from various vendors.  


Servers have names that indicate what Internet services they provide. A World Wide Web (WWW) 
server, for example, would have HTML (Hyper Text Markup Language) available. HTML is the 
programming language that provides document formatting commands for "marking up" documents. 
HTML allows users to create their own Internet "pages" for publication on the WWW. Formatted 
versions of HTML documents can be viewed with a WWW browser.  


A Gopher server, on the other hand, allows users to create and access ASCII (a universal text format) 
files from electronic folders arranged in a hierarchy structure. Gopher servers also offer a number of 
interactive features used by Gopher-specific browsers. Gopher servers may also have some HTML files, 
though they do not have the capabilities of a WWW server.  


The capability of a computer and network to move data quickly from computer to computer, or across a 
network, is an important consideration when planning for Internet use. Bandwidth is one measure of 
capability to move information. Because bandwidth constraints affect the design of features associated 
with multimedia, this topic is covered in the chapter on multimedia.  


Accessibility for multiple users is a critical concern in using the Internet. Consideration should be given 
to customer technology and network capability in selecting software to support Internet use. The 
software should allow accessibility for users with different kinds of access capabilities. For example, a 
program called "Lynx" is available that automatically replaces graphics in text material with an 
"[ image ]" notation rather than the image itself. This allows customers who do not have graphics 
display technology to still receive the text material. The HTML language used on many Internet servers 
allows the user to display special text instead of graphics.  


Requirements:  


1.  
State of Minnesota open standards for technology apply to technology for Internet use. 


Recommendations: 


1.  
Agencies should determine the hours and days that a server will be available. Many organizations 
find that a server needs to be available 24 hours a day, 7 days a week. Availability should be 
based on business need, customer need and available support resources.  


2.  
Internet servers should generally be located on a dedicated computer, particularly if the volume of 
Internet activity is large. Generally servers should not be located on an individual employee's 
workstation. An exception might be if the employee's primary job is managing the server.  


3.  
Decisions about owning an Internet server and server software should be analyzed based on 
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agency and customer need and financial and support resources available.  
4.  


Agencies should test their Internet information and service offerings at different Internet 
connection speeds to determine what is appropriate.  


5.  
Agencies should develop techniques that will optimize the use of computer and network capacity 
and reduce data traffic where appropriate.  


6.  
Agencies should be aware of the variety of technologies, network and software capabilities that 
customers may have as plans are made for providing information and services using Internet. 
Customer accessibility should be an important consideration in hardware and software selection 
for Internet information and service providers. 


References: 
See also: 
Appendix: State of Minnesota References: Related Standards and Guidelines 
"Future Minnesota Information Architecture" (available on the Internet)  


24. USER HARDWARE AND SOFTWARE 


Description: 
Individuals using the Internet to receive information or services will need to have appropriate hardware 
and software in their work areas. In general, the hardware needed for Internet use is a personal computer 
that is connected to the Internet either through a modem, through a local area network, or through a 
mainframe connection.  


The personal computer must have software on it that is specifically designed to work on the Internet. 
This software is called "client" software and is designed to interact with the software on an Internet 
server. A client browser is what is used to access information on WWW and Gopher. Full function 
WWW browsers with some Gopher functionality are currently used by most individuals accessing the 
Internet. These browsers present WWW and Gopher pages to the user. Some examples of WWW 
browsers are Mosaic, Netscape, WinWeb and others. Most browsers have table driven options that 
connect the browser to other software which presents images, audio, movies, electronic mail, and other 
services to the user. Recent revolutions in browser design and function demonstrate the dramatic rate of 
change in this area. It is important to note that some users are limited to Gopher access through Gopher 
specific browsers. In these cases, the user may only access files from Gopher servers. In other cases, 
users reach text-only versions of a WWW/Gopher document via Telnet (VT100 terminal access).  


Requirements:  


1.  
State of Minnesota open standards for technology apply to technology for Internet use. 


Recommendations:  


1.  
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Agencies should analyze user requirements, hardware capabilities and client software capabilities 
before selecting particular hardware and client software. 


References: 
See also: 
Appendix: State of Minnesota References: Related Standards and Guidelines 
"Future Minnesota Information Architecture" (available on the Internet)  


25. SECURITY (GENERAL) 


Description: 
There are three main areas of security of specific concern for Internet that must be addressed, physical, 
network and data integrity and privacy. Physical security should include separating the host computer 
so that threats to the information are minimized. Specific measures to consider include keeping 
machines in locked spaces, requiring passwords for machine access, and having reliable back-
up/recovery procedures. Network security must balance between providing access to the intended 
audience and protecting other machines on the same network. Consideration should be given to having 
Internet servers physically disconnected from local area networks or placing servers on the other side of 
a"firewall." Security provisions for data integrity and privacy address the 'Five Great Questions of Data 
Exchange: 


1.  
What was sent / received?  


2.  
Who sent / received it?  


3.  
When was it sent / received?  


4.  
Did an unauthorized person read it?  


5.  
How can I prove all of the above? 


According to Minnesota law (Section 13.05, subd. 5) government agencies must establish appropriate 
security safeguards for all records containing data on individuals. Therefore procedural and policy 
aspects of managing and maintaining a security program should also be considered an important part of 
a security solution.  


Security risks must be considered when accessing or disseminating information through the Internet. 
The media has widely publicized Internet security risks, but often without adequate analysis. It is not 
possible to eliminate all risks, however it is important to balance the risks that do exist with responsible 
actions.  


Hackers are computer users who take pride in their expertise and competence at accessing computer 
systems. Crackers pride themselves on their ability to wreck havoc on local or remote systems, including 
transmitting computer "viruses." Both exist and pose a potential threat that should be recognized and 
dealt with in a systematic manner. However, the biggest threats to Internet security (and hence to local 
systems connected to the network) are poor management and inadequate user training. The weakest link 
in the Internet security is a poorly managed local host which can be used as a platform for attacks on the 
entire network.  
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Security vulnerabilities can also exist in the underlying communications network and its nodes, in the 
Internet protocols, in network administration, or in host systems. Both information providers and users 
need to have confidence in security of data and activities on network. Network managers need to protect 
and assure the confidentiality, integrity and availability of information systems and data.  


NOTE: Data integrity security is covered in the section, "Security Technology".  


Requirements:  


1.  
Server administration policies and procedures are required. 


Recommendations:  


1.  
Agencies should provide training for network administrators and users on Internet security.  


2.  
All general security policies and requirements for information resource management apply to 
activities involving the Internet.  


3.  
Servers should not be made accessible to the public without standard security checks.  


4.  
Special requirements of telecommuters, if any, should be included in security plans.  


5.  
All networks exposed to traffic to or from the Internet should be subject to regular virus protection 
procedures. 


Issues: 
It has been suggested that a security alert team be established. Suggested responsibilities of this team 
include: monitoring advisories and communicating them to network administrators, establishing 
procedures for reporting and responding to security problems, and identifying technology solutions for 
network security. The team would provide leadership in managing Internet security issues, and related 
training for network administrators and users. There would ideally be an incident response team on-call 
at all times.  


However it is unclear where such a team would fit organizationally, whether at the state level, at an 
agency level, or associated with server locations.  


References: 
See also: 
Security Technology chapter 
"A Network User's Guide to Security" by Ray Kermode of the Intertechnologies Group 
Appendix: Legal References State of Minnesota References: 
Appendix: State of Minnesota References: Related Standards and Guidelines and Research Reports 
Developed for the State of Minnesota 
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[Back to Table of Contents]  


26. SECURITY TECHNOLOGY 


Description: 
Security technology for computer systems is especially important in a distributed, networked 
environment such as the Internet, with limited physical and administrative controls. In the Internet 
environment, five major security services should be provided. These five are identified in International 
Standard 7498-2, which was developed to specify security for the Open System Interconnect (OSI) 
model of computer networks. The five security services are:  


Authentication  Verification of the claimed identity of a computer or network user;
 
 
Access Control  Verification and enforcement of the authorized uses of a computer network by a
user subsequent to authentication; 
 
Data Integrity  Verification that the contents of a data item (e.g., message,file, program)
have not been accidentally or intentionally changed in an unauthorized manner; 
 
 
Data Confidentiality  Protection of the information content from unauthorized disclosure; 
 
Non-repudiation  Protection against denial of sending (or receiving) a data item by the sender
(or receiver). 
 


Information Security Technologies Explained: 
The following explanations describe technologies that are available - and recommended - to verify the 
identify of senders and users, and to secure content of messages. Requirements are also identified for 
users/senders and receivers to implement the technologies. 


Authentication is a security service that uses a key infrastructure to verify the sender of an incoming 
message and also to determine if the message received is the same as the message sent. This verification, 
which provides for data integrity, ensures nobody intercepted or altered the message, plus verifies the 
identify of the sender. However, authentication does not ensure that the message remained private while 
in transit through the network.  


Encryption is a process that codes or decodes information using "keys" known to both sending and 
receiving parties. Encrypted information is unreadable without first being decrypted. Encryption 
provides data confidentiality, while authentication verifies data integrity and/or that the sender and 
receiver are who they say they are. Authentication by itself does not provide confidentiality: for 
maximum protection, authenticated information also needs to be encrypted.  


Different types of keys exist: the most secure is the public / private key infrastructure (PKI), used in the 
authentication process to verify the identity of a user or sender of information. The PKI is based on a 
paired set of keys - one private; the other public - that belong to an individual. The private key is secret 


Page 1 of 8Internet Access and Information Dissemination 5


05/01/2002http://www.state.mn.us/ebranch/ot/ot_files/handbook/guidline/seltop5.html







to all but its owner; the public key is provided by the owner to others for authentication purposes. A 
message can be sent with a sender identification in the form of a "digital signature". The signature is 
encrypted using the sender's private key and can only be decrypted by a recipient who has the sender's 
public key. To ensure the content of a message remains private, it can also be encrypted to prevent 
unauthorized access.  


1. What is Required for Authentication? 
Authentication of a sender's identity requires those accessing a system or sending a message to be 
"certified". Certification, provided by a "Certificate Authority", ties individuals to a paired set of keys 
(private and public). Authentication also requires that both senders and receivers of messages are 
equipped to encrypt and decrypt (using the same algorithms). Authentication of the integrity of a 
message requires that both sender and receiver are equipped to apply an algorithm to the message that 
can uniquely identify it based on its content.  


Recommendations: 


2.  
Before applying technology, management should identify business requirements for data privacy 
and for verifying the identity of users (or senders of information). For example, electronic funds 
transfers or credit card numbers should trigger higher security requirements than the routine 
transfer of documents.  


3.  
Management should ensure an integrated security system is in place offering five services: 
authentication, access control, data integrity, data confidentiality, and non-repudiation.  


4.  
In addition to the five services, additional security mechanisms should be incorporated as 
necessary to ensure network security, security from unauthorized access, and security of 
information being passed through the network. Examples of additional mechanisms include 
audits, encryption, key management, virus protection and network procedures. 


Issues:  


There are several issues preventing widespread adoption and use of advanced computer security 
technologies within the Internet. Some of these are: 


1.  
The historic community culture: The Internet community has emphasized openness in 
communications, and has viewed computer security as interfering with this goal.  


2.  
Internet management and organization: The Internet is a loosely coupled coalition of organizations 
and activities without a central management structure. Only minimal rules and protocols must be 
followed in order to connect to the Internet communication system. Few policies or practices exist 
to specify acceptable use or adequate security, even though policies for both have been developed. 
The National Performance Review (NPR) has identified a need for such policies. However, even 
with policies, there is no enforcement mechanism within the Internet.  


3.  
Availability of security systems: Many individual security products exist, however, there is still a 
lack of integrated security systems. An example of a desirable, but non-existent, integrated 
security system would be a commercially supported electronic mail security mechanism that 
integrated a comprehensive key management support system, user authentication and 
authorization support services, and user message security services.  
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4.  
Interoperability: Commercial security products that solve similar security problems usually are not 
interoperable with other products. Internet users often must obtain additional products in order to 
communicate with others. Lack of interoperable products often delays users in selecting and using 
security products until de facto standards emerge. Eventually an architecture should be available 
to assist organizations in developing security systems. The National Institute of Standards and 
Technology (NIST) is currently working with several organizations to establish a security 
architecture. This architecture should enable designing an integrated security system with 
interchangeable and interoperable parts.  


5.  
Costs: Since there is yet no universal market for interoperable security products, the costs of 
acquiring individual security products are currently high. However, costs will go down as volume 
and competition increase. 


References: 
See also: 
Appendix Section: State of Minnesota References, Related Standards and Guidelines 
National Institute of Standards and Technology (NIST) 
International Standard 7498-2 
Others exist also, such as certification, hashing algorithms and digital signature standards  


27. IMPLEMENTATION AND TOOLS 


Description:  


This chapter, on implementation and tools, addresses server functionality, server support, content 
development and automated tools and services. Server functionality involves establishing the server, 
implementing capabilities for searching and scripting (custom program development), developing the 
directory structure, and setting up any additional features and functions that are needed, such as 
document formatting and testing, and files, such as graphics or sound. Server support is an ongoing 
activity that must be planned into any Internet dissemination program.  


Most servers for World Wide Web have the ability to construct "fill-in-forms" for user responses and 
input. Fill-in forms, along with links to other agency data base, can be combined to present significant 
opportunities for information dissemination. Features for information searching and scripting services 
can also be added, but may require custom programming or system specific support. Gopher servers 
support functions similar to those of WWW servers. However WWW users may not be able to fully 
utilize Gopher, since not all WWW browsers are designed to use all Gopher commands.  


Basic software that is available includes editors for WWW document formatting (using HTML - Hyper 
Text Markup Language), programs to convert documents from word processing to HTML formats, and 
browsers to support user access to the WWW. Many of these software products are available through the 
Internet, some as "shareware" (pay on the honor system). Other application may also be needed, such as 
image processing programs for graphics, audio programs, and digital video programs. Tools that are 
required include HTML software tools for creating WWW pages, and FTP if placing files onto a remote 
server.  


28. USE OF TECHNICAL STANDARDS 


Description:  
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An open systems environment allows the free flow of information within and among systems. Open 
systems are not proprietary, not limited to or defined by any particular brand of hardware or software.  


Requirements:  


1.  
Agencies are expected to implement statewide technical standards where product availability 
exists. 


References: 
See also  
Appendix: State of Minnesota References: Related Standards and Guidelines  


29. SYSTEM MONITORING AND PRIVACY 


Description:  


System monitoring refers to any processes or functions that track, report on, or monitor activities on the 
electronic network. It is useful to know which information and services are being used and which are 
not, in terms of evaluating service provided. The use of statistical tools can assist in determining which 
information is in most demand.  


However, agencies need to be fully aware of the implications of monitoring user access, and Should 
know what type of information their servers are collecting, logging, or reporting. The collection and 
storage of all data on individuals must be limited to that necessary for the administration and 
management of authorized programs. (MN Statutes Section 13.05, subd. 3.)  


Requirements:  


1.  
Systems must be monitored to ensure that they are functioning and that problems are addressed.  


2.  
The Minnesota Government Data Practices Act and other information laws apply.  


3.  
Specific information on individuals that is not required to deliver a file or function must not be 
collected. 


References: 
Appendix: Legal References  
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V. APPENDICES 


WHAT IS THE INTERNET?  


NOTE: An Internet specific glossary is included in the Appendices accompanying this document 


INTERNET DEFINED: 
The Internet is a high-capacity global electronic information network. Computer networks located all 
over the world are linked through hardware and software connections to form the Internet.  


The Internet is sometimes called "The Information Super Highway", with good cause. Like a highway 
for automobiles, the Internet provides "routes" on which people travel. Internet routes are electronic and 
are accessed through computerized technology. Highways are used to move commodities as well as 
people. On the Internet, information and services are being "moved" electronically from place to place.  


Many people actually think of the Internet as being the set of electronic tools and services that are 
available from their computers. For these people, the Internet is a collection of computerized services 
providing navigation, access to information, document downloading, electronic mail, and other 
electronic links that let them navigate through a world-wide network of computers.  


The Internet was not originally created for the general public. As a result, most users have not found the 
Internet to be particularly "user-friendly". However, as more and more people have begun to use the 
Internet, software tools have become available to help users navigate through through the Internet. In 
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fact, the creation and general availability of these tools has made it possible for the Internet to become 
one of the fastest growing technologies in the information age.  


Any discussion of the Internet warrants an explanation of these tools and user services. Some of the 
most common and popular Internet user services are briefly described below. (Note: technical protocols, 
such as TCP/IP, are not considered to be "user services" for the purposes of this document.)  


SUMMARY OF INTERNET USER SERVICES: 


? GOPHER 


"Gopher" is Minnesota's contribution to information access. It is a distributed document delivery tool 
and Internet navigator created by a team of programmers at the University of Minnesota. The team 
developed a Campus Wide Information System (CWIS) for use by the university's students, faculty and 
staff. The goal was to provide practical, useful information in electronic form on the campus computer 
network for easy access by everyone, yet maintain its information centrally. A secondary goal was to 
solve deficiencies with the File Transfer Protocol, or FTP, which was the commonly used network tool 
at that time. 


Gopher organizes information in an online menu system which is easy to navigate and browse. Through 
Gopher, information can be selected and viewed on-line, which FTP does not allow. Additionally 
Gopher can "link" to other Gophers anywhere on the Internet. Gopher is appealing because building and 
maintaining Gopher menus do not require extensive technical expertise. Because of its features and ease 
of use, Gopher has been a major contributor to the phenomenal growth in the number of Internet users 
online and using the network daily.  


? FTP 


FTP is a standard Internet application protocol for transferring electronic files. The only function it 
performs is transferring files between computers, which makes it unsuitable for more sophisticated 
information retrieval needs. The most common complaint about FTP, especially by non-computer-
literate end-users, is that it does not allow "browsing" of online information. In order to see the contents 
of a file, transferred with FTP, it is necessary to download the file and then view the contents. If the file 
does not contain the desired information, the process must be repeated. If the information is not even 
located at that FTP site, it is necessary to log-off and begin the procedure again at other FTP sites. 


Anonymous FTP sites allow anyone on the Internet access to a set of file directories and lets them 
download (and sometimes upload) files. It is difficult to control what is uploaded into FTP archives, or 
to know who is downloading files. Also, although the FTP process is rather simple, it requires a level of 
computer sophistication that most users do not possess. As publicly accessible services, FTP offers few 
advantages over Gopher or World Wide Web. Its main advantage may be to access FTP sites for 
documents that aren't available elsewhere.  


? TELNET 


Telnet is the standard Internet application protocol for connecting to a remote service. Its purpose is to 
allow a user at one site to interact with a system at another site as if the user's terminal is connected 
directly to the remote (host) computer. Both TELNET and FTP allow users to access other computers. 
However, TELNET allows users to run applications and use computer services on the host computer, 
which FTP does not. TELNET access uses the security system of the host computer, thus activities on 
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the remote system can be limited by the host. 


Telnet was one of the first tools built by the architects of the Internet so that they could share software 
and research results more easily. One of the most common uses of Telnet today is to access online 
library card catalogs at universities and around the world.  


? WWW  


World Wide Web is a network navigation tool and distributed hypertext/hypermedia system all in one. 
Hypertext is text with pointers to other text, allowing the user to "branch-off" to another document for 
more information on a given topic, and then return to the same location in the original document with 
ease. Hypertext is a subset of hypermedia, which is any media with pointers to other media, including 
graphics, audio and video. The World Wide Web was a project initiated and driven by CERN, the 
European Laboratory for Particle Physics located in Geneva, Switzerland. The goal of the project was to 
build a distributed hypermedia system that would allow the exchange of information across the Internet 
in the form of hypertext documents. 


To use the WWW, a user must have software on a local computer (the "client") which then accesses a 
host computer running WWW server software. In WWW terms, the client software is called a browser. 
The browser reads and retrieves documents from WWW servers. The browsers can access files by FTP, 
Gopher, and an ever-increasing range of other methods. WWW browsers and servers also deliver 
hypermedia documents to network users. This means that browsers are able to display images, sound, or 
animations in addition to text (if the client computer has the correct hardware to play the sounds or 
display the graphics.)  


LEGAL REFERENCES: 
Minnesota Government Data Practices Act (MGDPA) - MS Chapter 13  
Government Information Access Council - MS 15.95, Subd 6. 1,2; Subd 7, Subd 9  
Records Management Act - MS 138.163, Official Records Act - MS 15.17 
Library and Historical Data - MS 13.40, Subd 2 (may apply - concepts should be considered) 
Code of Ethics for Employees in the Executive Branch - MS 43A.38  
Americans with Disabilities Act (federal)  


INTERNET REFERENCES AND ON-LINE RESOURCES:   


This section has not yet been developed. A sample of online resources is provided to demonstrate the 
intent of this section. 


Resources Related to Internet Security: 
Usenet News groups: 
alt.security 
comp.admin.policy 
comp.security.misc  


Privacy Rights Clearinghouse: 
gopher://gopher.acusd.edu 


World Wide Web Security Pages 
http://tansu.com.au/Info/security.htm 
http://www.tis/com/ 
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ftp://coast.cs.purdue.edu/ 


STATE OF MINNESOTA REFERENCES FOR INTERNET INFORMATION:  


MATERIALS DEVELOPED BY MINNESOTA GOVERNMENT AGENCIES 
This section is under development. The intent is to provide a list of documents, policies, standards and 
guidelines that have been produced by Minnesota State government agencies for Internet use. This list 
will provide additional sources of information for agencies who want to see what others are doing.  


To date, agencies with known Internet policies are:  


Minnesota Department of Transportation - Draft version dated March 13, 1995 is included in Appendix 
section (see Table of Contents); Final version is planned for mid July 1995.  


RESEARCH REPORTS DEVELOPED FOR THE STATE OF MINNESOTA  
Report on the Internet, by Dana Noonan (prepared for the Information Policy Office)  


RELATED STANDARDS AND GUIDELINES 
This section has not been fully developed. The intent is to eventually provide a detailed list of the 
specific standards and guidelines that apply to Internet use. However, these materials are available and 
can be located in the following location:  


IPO "Handbook": Creating and Managing Information Resources for Minnesota State Government 
Organizations - contains IRM and other information-related policies, standards and guidelines, including 
materials related to the Minnesota Government Data Practices Act  


"A Network User's Guide to Security" by Ray Kermode of the Intertechnologies Group 


Next Section  
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Internet Access and Information Dissemination: Selected Topics - 6 
Draft... for review and comment only ... Draft 
Office of Technology, State of Minnesota 


[Back to Table of Contents]  


INTERNET GLOSSARY OF TERMS 


ADDRESS  
An assigned number that identifies a host in an Internet. It has two or three parts: network number, 
optional subnet number, and host number. Both numeric and alphabetic versions are available. For 
example, one of the Library of Congress addresses is loc.seq1.gov.  


ARCHIE 
A tool used to search hundreds of file archives on the Internet.  


AUTHENTICATION 
Verification of the claimed identity of a computer or computer network user;  


ACCESS CONTROL  
Verification and enforcement of the authorized uses of a computer network by a user subsequent to 
authentication;  


BROWSER  
(DN) A client for World Wide Web. 
(MB) Software allows you to reach and copy but not modify source information.  


CLIENT/  
SERVER  
(DN) Software that can operate on multi-platforms or multiple machines. For example, Gopher servers 
and clients can run on VAX, UNIX, MAC or DOS machines and take advantage of the special 
characteristics of each platform. MAC users connected to a UNIX gopher server would have a GUI 
(graphical user interface -- complete with icons and folders), while UNIX clients connected to a MAC 
server would see a plan ASCII menu. (MB) Client is a system or program that requests activities from 
one or more systems or servers to accomplish a specific task.  


DATA INTEGRITY 
Verification that the contents of a data item (e.g., message, file, program) have not been accidentally or 
intentionally changed in an unauthorized manner.  


DATA CONFIDENTIALITY  
Protection of the information content of data from unauthorized disclosure. EDI Electronic Data 
Interchange is at the heart of the expanding field of Electronic Commerce.  


FAQ 
Frequently Asked Questions. A frequently updated text file containing answers to users questions about 
various topics. Most USENET newsgroups have monthly FAQs.  


FINGER 
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Tool for checking user-ids or addresses.  


FIREWALL  
Typically a separate machine, protects unauthorized access to information resources on a network from 
other parts of the network by prohibiting (or permitting) access from specific Internet domains for 
specific services.  


FLAME 
To insult another person via e-mail -- often on a public special interest list.  


FTP  
File Transfer Protocol: The standard Internet protocol.  


GOPHER 
(DN)Distributed document delivery tool and Internet navigator created by a team at the University of 
Minnesota (MB)A set of software client/server programs, developed at the University of Minnesota, 
available on the Internet. The client program works on a desktop computer and requests information 
from a gopher server.  


HYPERTEXT  
(DN)Text that contains internal and external links or pointers to other text or services. (MB) A 
document organization format that provides links to other documents within a document. The reader 
may choose either to read the original document or branch, using one of the links, to another document.  


HTML 
Hypertext Markup Language is used to mark-up World Wide Web pages.  


INTERNET  
The global collection of interconnected regional networks.  


INTERNIC 
InterNIC Network Information Center maintains databases of network services and e-mail connections.  


IP Address 
A numeric identifier that uniquely identifies an Internet computer or workstation.  


IRC 
Internet Relay Chat provides channels (a la CB radio) for multi-user exchanges via the Internet. The 
conversation is typed. Somewhat like the talk and phone facilities on mainframes but on a grander scale. 


JUGHEAD 
Jonzy's Universal Gopher Hierarchy Excavation and Display is a Veronica-like search engine for local 
gopher systems.  


LISTS  
E-mail linked special interest groups on Internet. Some lists are moderated; others feature free-wheeling 
conversations and controversy.  


MUD 
One of several types of Multi-User Dungeons popular on the Internet. Most are text-based attempts to 
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simulate near virtual-reality for various role-playing games.  


NEWSGROUP 
USENET conference is called a newsgroup and the messages are called articles.  


NSLOOKUP 
Tool for looking up alphabetic or numeric equivalents of network addresses.  


NETFIND 
A tool for finding e-mail addresses.  


NON-REPUDIATION 
Protection against denial of sending (or receiving) a data item by the sender (or receiver).  


OPAC 
(Online Public Access Catalog) An online library catalog.  


PPP  
(Point-to-Point Protocol) A set of communications protocols that is replacing SLIP because it is more 
rigorous and supports other protocols.  


PROTOCOL  
Rules two (or more) computers follow in order to exchange data.  


SERVER  
System or a program that receives requests from one or more client systems to perform activities that 
allow the client to accomplish certain tasks.  


SLIP 
(DN)Serial Line Internet Protocol establishes a network connection via a modem.  


(MB) Serial Line Internet Protocol is used for access to the Internet over dial in lines. A SLIP server 
must be available at the host site for SLIP access to occur.  


TCP/IP  
(DN)Transmission Control Protocol/Internet Protocol governs the transfer of data over the Internet.  


(MB)A set of protocols used for layers 3 and 4 of the OSI model and which has achieved the status of a 
de facto standard.  


TELNET 
The Internet standard protocol for connecting to a remote service. Telnet allows a user at one site to 
interact with a system at another sit as if the user's terminal was connected directly to the remote 
computer.  


URL  
Uniform Resource Locators are used to identify network resources. They are used extensively by World 
Wide Web browsers.  


USENET 
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A worldwide network of newsgroups (special interest groups) not on the Internet but often available via 
networked computers. A selection of these newsgroups may be found on various gopher servers.  


VERONICA 
(Very Easy Rodent-Oriented Net-Wide Index to Computerized Archives). A tool for searching gopher -
space, indexes menu titles, provides keyword searching.  


VIRUS  
A program which contains within it a malicious program segment which may damage your system or 
files.  


WAIS  
(Wide Area Information Service) A distributed document search and delivery tool. Items found can be 
viewed online or mailed to user.  


WWW  
(DN)World Wide Web -- a hypertext document and network navigation tool.  


WORLD WIDE WEB  
(MB) (WWW) is a collection of information links created in a common format that allows the 
integration of text, image, audio, and video through information browser clients.  


APPENDICES ATTACHMENTS: 


"Mn/DOT Policy: Position Statement and Mn/DOT Policy: Guideline", March 13, 1995 
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