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Below are excerpts (with boldface added) regarding Broadband Internet Access Service (BIAS) definitions, data security requirements, breach notification and effect of state law.
(New) Subpart GG – Privacy of BIAS Customer Information 
§ 64.7000 Definitions. 
(b) Breach of Security. The terms “breach of security,” “breach”, or “data breach,” mean any instance in which a person, without authorization or exceeding authorization, has gained access to, used, or disclosed customer proprietary information. 
(c) Broadband Internet Access Service (BIAS). The term “broadband Internet access services” or “BIAS” has the same meaning given such term in section 8.2(a) of this chapter. 
(d) Broadband Internet Access Service Provider. The term “broadband Internet access service provider” or “BIAS provider” means a person or entity engaged in the provision of BIAS. 
(e) Customer. The term “customer” means: (1) A current or former, paying or non-paying, subscriber to a broadband Internet access service; or (2) An applicant for a broadband Internet access service. 
(f) Customer Proprietary Information. The term “customer proprietary information” or “customer PI” means: (1) Customer proprietary network information; and (2) Personally identifiable information (PII) a BIAS provider acquires in connection to its provision of BIAS. 
(g) Customer Proprietary Network Information. The term “customer proprietary network information (CPNI)” has the same meaning given to such term in the Communications Act of 1934, as amended, 47 U.S.C. § 222(h)(1). 
Para. 41: “We propose that, at a minimum, we consider the following types of information to constitute CPNI in the broadband context: (1) service plan information, including type of service (e.g., cable, fiber, or mobile), service tier (e.g., speed), pricing, and capacity (e.g., information pertaining to data caps); (2) geo-location; (3) media access control (MAC) addresses and other device identifiers; (4) source and destination Internet Protocol (IP) addresses and domain name information; and (5) traffic statistics.”
Para. 48: “We also seek comment on whether we should consider other types of information to fall within the statutory definition of CPNI in the broadband context, including: (1) port information; (2) application headers; (3) application usage; and (4) CPE information.”
(j) Personally Identifiable Information. The term “personally identifiable information” or “PII” means any information that is linked or linkable to an individual. 
Para. 62: “We propose that types of PII include, but are not limited to: name; Social Security number; date and place of birth; mother’s maiden name; unique government identification numbers (e.g., driver’s license, passport, taxpayer identification); physical address; email address or other online contact information; phone numbers; MAC address or other unique device identifiers; IP addresses; persistent online identifiers (e.g., unique cookies); eponymous and non-eponymous online identities; account numbers and other account information, including account login information; Internet browsing history; traffic statistics; application usage data; current or historical geo-location; financial information (e.g., account numbers, credit or debit card numbers, credit history); shopping records; medical and health information; the fact of a disability and any additional information about a customer’s disability; biometric information; education information; employment information; information relating to family members; race; religion; sexual identity or orientation; other demographic information; and information identifying personally owned property (e.g., license plates, device serial numbers).”
§ 64.7005 Data Security Requirements for Broadband Internet Access Service Providers. 
(a) Data security requirements. A BIAS provider must ensure the security, confidentiality, and integrity of all customer PI the BIAS provider receives, maintains, uses, discloses, or permits access to from any unauthorized uses or disclosures, or uses exceeding authorization. At minimum, this requires a BIAS provider to: 
(1) Establish and perform regular risk management assessments and promptly address any weaknesses in the provider’s data security system identified by such assessments; 
(2) Train employees, contractors, and affiliates that handle customer PI about the BIAS provider’s data security procedures; 
(3) Designate a senior management official with responsibility for implementing and maintaining the broadband provider’s information security measures; 
(4) Establish and use robust customer authentication procedures to grant customers or their designees’ access to customer PI; and 
(5) Notify customers of account changes, including attempts to access customer PI, in order to protect against fraudulent authentication. 
(b) A BIAS provider may employ any security measures that allow the provider to reasonably implement the requirements set forth in this section, and in doing so must take into account, at minimum,: 
(1) The nature and scope of the BIAS provider’s activities; 
(2) The sensitivity of the customer proprietary information held by the BIAS provider. 
§ 64.7006 Breach Notification.
(a) Customer Notification. A BIAS provider must notify affected customers of covered breaches of customer PI no later than 10 days after the discovery of the breach, subject to law enforcement needs. 
(1) A BIAS provider required to provide notification to a customer under this subsection may provide such notice by any of the following methods: (i) Written notification, sent to the postal address of the customer provided by the customer for contacting that customer; or (ii) Email or other electronic means using information provided by the customer for contacting that customer for data breach notification purposes. 
(2) The customer notification required to be provided under this section must include: 
(i) The date, estimated date, or estimated date range of the breach of security; 
(ii) A description of the customer PI that was used, disclosed, or accessed, or reasonably believed to have been used, disclosed, or accessed, by a person without or exceeding authorization as a part of the breach of security; 
(iii) Information that the customer can use to contact the BIAS provider to inquire about the breach of security and the customer PI that the BIAS provider maintains about that customer; 
(iv) Information about how to contact the Federal Communications Commission and any state regulatory agencies relevant to the customer and the service; and 
(v) Information about the national credit-reporting agencies and the steps customers can take to guard against identity theft, including any credit monitoring or reporting the telecommunications carrier is offering customers affected by the breach of security. 
(3) If a federal law enforcement agency determines that the notification to customers required under this subsection would interfere with a criminal or national security investigation, such notification shall be delayed upon the written request of the law enforcement agency for any period which the law enforcement agency determines is reasonably necessary. A law enforcement agency may, by a subsequent written request, revoke such delay or extend the period set forth in the original request made under this subparagraph by a subsequent request if the law enforcement agency determines that further delay is necessary. 
(b) Commission Notification. A BIAS provider must notify the Federal Communications Commission of any breach of customer PI no later than seven days after discovering such breach. Such notification shall be made electronically by means of a reporting system that the Commission makes available on its website. 
(c) Federal Law Enforcement Notification. A BIAS provider must notify the Federal Bureau of Investigation (FBI) and the U.S. Secret Service (Secret Service) whenever a breach is reasonably believed to have compromised the customer PI of more than 5,000 customers, no later than seven (7) days after discovery of the breach, and at least three (3) days before notification to the affected customers, whichever comes first. Such notification shall be made through a central reporting facility. The Commission will maintain a link to the reporting facility on its website. 
(d) Recordkeeping. A BIAS provider must maintain a record of any breaches of security discovered and notifications made to customers, the Commission, the FBI, and the Secret Service pursuant to this section. The record must include, if available, dates of discovery and notification, a detailed description of the customer PI that was the subject of the breach, and the circumstances of the breach. BIAS providers shall retain such records for a minimum of 2 years. 
§ 64.7007 Effect on State Law. 
The rules set forth in this subpart shall preempt state law only to the extent that such state laws are inconsistent with the rules set forth herein. The Commission shall determine whether a state law is preempted on a case-by-case basis, without the presumption that more restrictive state laws are preempted.   

