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Department of Employment and Economic Development





TO:


DEED AND PARTNER EMPLOYEES

FROM:


Katie Clark Sieben



DEED Commissioner

SUBJECT:

Personal Responsibility for Data Practices
Data that is collected, stored, and used by the Department of Employment and Economic Development (DEED) and its partners is one of our most valuable assets. We must earn the public’s trust in our ability to safeguard data while simultaneously, as required by state and federal laws, provide access to public data and protect private data. It is every employee’s responsibility to understand data classifications and to take the necessary steps to protect not-public data from accidental or intentional disclosure.
Data on individuals served or employed by DEED and its partners is generally classified as private data and can only be released in the following instances: a) the individual has given written consent, b) there is specific statutory authority, c) there is a court order, or d) there is a threat to the safety of the individual or others. Any unauthorized release of private data may be considered a security violation under the law, and possible disciplinary action could result, including civil penalties.

Classification of data not on individuals—usually data on businesses—depends on the program that maintains the data.  
It is important that you understand the classification of the data you work with; your supervisor can help you learn about those classifications. Additionally, your supervisor can help you understand DEED’s policies on releasing data (requests for personnel data, for instance, should be directed to DEED’s Human Resources Office).

Protecting data that we maintain involves informing individuals of their rights, collecting and storing data—regardless of format—accurately, safeguarding data systems, sharing data only with people who have the proper authority, and knowing where to go for more guidance.

With news of data leakages and security breaches becoming more frequent, it is imperative that we all do our part to maintain the security of our data and the confidence of our citizens.

See page 3 for Data Practices Personal Responsibility Acknowledgment Form.  

[Employee:  keep this page for your own record.]

Guidance on Data Practices
Maintaining the security of DEED data is a complex, ever-changing endeavor. No one is expected to have all the answers; here are some resources to help you:

DEED Websites

· Data practices resources for staff (internal site) - intraweb.deed.state.mn.us/dataprac/index.html
· Data practices resources for anyone (external site) - http://www.positivelyminnesota.com/About_Us/Notices_Announcements/Data_Practices_Your_Right_to_Information/index.aspx  
DEED Policy and Procedure Manual - intraweb.deed.state.mn.us/ref/ppm/ppmhome.html 

   See Part 6, Safeguarding and Sharing Information/Assets. Note in particular:



Chapter 601
Data Practices


Chapter 606
Records Management


Chapter 609
Computerized Information Resources Security



Chapter 610
Appropriate Use of Electronic Communication and Technology

Relevant Data Practices Statutes - www.revisor.leg.state.mn.us/statutes/
Minn. Stat. § 13

Minnesota Government Data Practices
Minn. Stat. § 13.43
Personnel Data


Minn. Stat. § 13.47
Employment and Training Data


Minn. Stat. § 13.591
Business Data


Minn. Stat. § 13.791
Rehabilitation Data

Minn. Stat. § 116J.401
Minnesota Department of Employment and Economic Development


Minn. Stat. § 116L.86
Workforce Development


Minn. Stat. § 268.19
Unemployment Insurance 


Minn. Stat. § 268A.05
Vocational Rehabilitation

Information Policy Analysis Division (IPAD)

This Dept. of Administration division provides guidance on state data practices - www.ipad.state.mn.us/index.html 
Local Resource

Each WorkForce Center or DEED division has a person responsible for data practices. Find out who that is and record the information here for your own reference:

	Name
	Phone Number
	E-mail

	
	
	


DEED Resources
Your supervisor should be your first contact on data practices; be sure to ask about your specific work and the data you deal with. DEED’s data practices compliance official is the primary agency resource and works closely with DEED’s security official and others to resolve agency issues.
	Responsible Authority
	Data Practices Coordinator
	Security Official

	Commissioner Katie Clark Sieben
332 Minnesota Street

St. Paul, MN 55101
	Michael Vaughn 

Michael.Vaughn@state.mn.us
Phone: 651.259.7113
	Debbie Dorner
Debbie.Dorner@state.mn.us
Phone: 651.259.7100


[Employee:  keep this page for your own record.]
Data Practices Personal Responsibility Acknowledgment Form
As an employee of the Department of Employment and Economic Development (DEED) or its partners, I understand that I am bound by the laws concerning the confidentiality of private and nonpublic data. The provisions for data privacy are contained in the Minnesota Government Data Practices Act, Minn. Stat. § 13; Minn. Stat. § 116J.401; and all other applicable state statutes and federal laws. Willful violation of the data privacy laws may result in discipline up to and including dismissal as well as civil damages; and willful unauthorized disclosure is considered a misdemeanor under Minnesota law.
These responsibilities—which I understand I will be learning more about during my employment with DEED and/or its partners—are among those covered by the Minnesota Government Data Practices Act:
· Protect all personally granted system logons, passwords, and equipment
· Inform customers of their rights as required by the Minnesota Government Data Practices Act

· Collect and maintain data accurately
· Know the classification/sensitivity of the data being worked with and under what conditions it can be shared
· Proactively protect not-public data
· Use data only for the purpose authorized

· Dispose of data properly
· Respond promptly and appropriately to requests for data

· Involve higher authorities as defined by statutes, rules, regulations, and policies
· Adhere to State of Minnesota and DEED policies on data management and system security

I acknowledge personal responsibility for safeguarding data under the Minnesota Government Data Practices Act. 
Signature: __________________________________________________________

Printed Name: _______________________________________________________

Date: ______________________________________________________________

Witnessed By: _______________________________________________________

	Instructions:

	Forward original signed document to the Human Resources Office for individual’s permanent file; copies of signed document should be retained by individual and supervisor. 
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