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National Performance Measures
= Background & Update

= Reviewing the Measures
= New Requirements




National Performance Measures

= US Dept. of Health & Human Services (HHS) is
Implementing mandatory national

performance measures starting in FF¥5
~FY16

= Required by law (since early ‘90s)

= Performance Measures Work Group has been
developing the measures since mid-2000s
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National Performance Measures
Reviewing the Measures

=Energy Burden Targeting
Prevention & Restoration of Loss of Service
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National Performance Measures

Energy Burden Targeting

Energy Burden = Energy Cost + Income
=Benefit Targeting Index: Do we target higher

benefits to higher burden house
=Burden Reduction Targeting Inc

ex.

reduce the energy burden of hig
households more than average?

nNer

nolds?

DO We

ourden

Prevention & Restoration of Loss of Service

=Crisis
ERR
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National Performance Measures
Energy Burden Targeting: Your Role

= Ensure Household Income Accuracy
= Energy Cost Data

= Obtain it

= Make sure it Is accurate




National Performance Measures
Prevention & Restoration of Loss of Service: Your Role

= Crisis
= Accurate Crisis Reason
= Accurate “% of fuel in tank prior to delivery”
= Accurate Fuel Type (new functionality)
= ERR
= Accurate Fuel Type (new functionality)
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National Performance Measures
Prevention & Restoration of Loss of Service: Your Role

= Crisis
= Accurate Crisis Reason

HouseHold Number: 425404 Home Phone:

Mame: PREELUY, PETER Own home?

Eligibility Date (mm/ddiyyyy): 02242015 Program Application Log Date (mmi'ddiyyyy):
Address:

| Crizis Event Information

Crisis * How *
Event Id Initiated Vendor
[ Mew Event Phone E -Select- ¥ :S&I&nt- ¥

Less than 20% in fuel tank and RTD
add| Assurance 16| Heat Related Shut Off | Submit |
| Heat Related Disconnect Motice
Mon-Heat Electric Shut Off
* Required Fislds Men-Heat Electric Disconnect Motice
Senior past due or current energy bill
Less than One Week Bicfuel
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National Performance Measures

Prevention & Restoration of Loss of Service: Your Role
= Crisis
= Accurate “% of fuel in tank prior to delivery”

Yocum il Company - 2218 (Heat)-52- Reported Date{mm/dd/yyyy 12408/

Vendor: 014 0500 Status: Com

1000000004-7 24hh:mi):
Reasonability Check (optional) Delivery Confirmation Info
Last Delivery Date: % of fuel in tank prior to delivery: |25
Gallons Delivered: frefrery DAt
Tank Size: Gallons Delivered: 250.00

Price Per Gallon: |1.79
Actual Fees and Other Charges: 0.00
Total: 2650
Confirmation Info Status: Accepted
UserID: TSP1SADMIN
Info Date: 2015-08-23

Save Delivery Info
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National Performance Measures

Prevention & Restoration of Loss of Service: Your Role
Crisis

Crisis Event Screen

é‘lEAE hold Energy Automated Technology

(e (L1 &0 Payment Services  Grant Services  Admin Services  Help/Manuals Dashboard System Admin Services  Reports  Logout

Application NeHEREENTSNEN ERR Benefts  WAP Benefts EAP Beneft  Assurance 16
Search by Application | Search by Crisis Event

Status Message(s)

[ tiew cvent added Sucessfuly. Remarmner in s the snieredvelens Sigen W SR ADBIICATION LOg Date (mmiddiyyyy): UsZazuls

Program Application Information
HouseHold Numb

230

Nal
Eligibility Date {mm)
Addres

* Vendor * Crisis Fuel Type Notes
Crisis * How

Eventld lInitiated SEIE

-

= In
@ Mew Event -Select- hd . —Sﬂli.".l:t— - —Sl.:".-h.".-l:t— - Progress)

il

c .
* Required Fiekds ‘Imert m
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National Performance Measures
Prevention & Restoration of Loss of Service: Your Role

= ERR
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National Performance Measures

ERR Event ld: 17628

-Select-

" Reported Date (m 12 (14 4 09 30 ]
Response Date (mmiddlyyyy 24hhemi): 12 02 2014 04 55 ]
S = o . SR

Does the household have Temporary Heat?

Does the household have secondary heat that heats
same area as primary furnace?

Ownership Verification:  Property tax statement hd

12/2/14 ERD got ownership doc

Ownership Verification Notes:

Status: IN PROGRESS

General Event Hotes:

* Required Fiekds

Create User ID: TSP1SADMIN Create Date: 12/02/2014 Update User ID: TSP1SADMIN Update Date: 02/05/2015




COMMERCE

MINNESOTA DEPARTMENT O

EAP Production Report
How To Read The EAP Production Report

There are five sections:

Service Providers
Applications
Primary Heat
Crisis

ERR

FFY2015 EAP Production Report

6/15/2015
% Apprvd
APPS APPS APPS APPS APPS  of Pend
Pending Pending APPRVD APPRVD APPRVD plus PHB AW
SP_ID SP_NM cY PY cY PY CHG Apprvd AMT CY
1|{Northwest Community Action, Inc. 4 6 1,263 1,469  14.0% 99.7%( $ 1,05¢
2|Tri-Valley Opportunity Council, Inc. 15 5 1,519 1,696 -104% 99.1%( §  99¢
3|Inter-County Community Council 2 4 1,312 1,529 14.2% 89.9%| $ 1,00¢
4|Bi-County Community Action Program, Inc. 8 20 3,505 4111 -147% 99.8%)| § 2664
5|KOOTASCA Community Action, Inc. 7 1 3,328 3.577 -1 0% 99.8%| § 253(
6|Arrowhead Economic Opportunity Agency 24 36 8,578 9,218 -6.9% 99.7%| § 5,95¢
7|Lakes and Pines CAC. Inc. 100 74 7,159 8432 151% 98.8%| § 5,08(
10{Mahube-Otwa Community Action Partnership, 13 7 6,443 737 12.3% 99.8%| § 4,71¢
12|West Central Minnesota Communities Action, 22 M 4722 5449 -13.3% 99.6%| $ 2,861
13|Tri-County Action Program, Inc. 3 41 7,045 7,799 9.7% 100.0%]| § 3,54¢
15|Ancka County Community Action Program 24 174 4,628 5189  -10.8% 99 5%| $ 1,581
16|Community Action-Ramsey and Washington (3 26 bh6 20,846 22551 -7.6% 89.9%| $ 8,12¢
18|Scott-Carver-Dakota CAP Agency 29 161 7,045 7,558 -6.8% 99.6%| § 2417
19|{Heartland Community Action Agency, Inc. 11 41 2,691 3,229 16.7% 89.7%| § 1,37¢
20|Praine Five Community Action Council, Inc. 2 11 1,894 2160 123% 99.9%| § 1,152
21|Western Community Action, Inc. 7 11 2.380 2,591 -8.1% 99.7%)| § 1,36¢
22|Southwestern MN Opportunity Council, Inc. 6 28 1,669 1871 108% 997%| § 914
24|Minnesota Valley Action Council Inc. 9 32 6,768 7603 -11.0% 99.9%| § 3,400
25| Three Rivers Community Action, Inc. 37 59 5,234 5,696 -8.1% 99 4%| § 2,290
26|Semcac 18 42 6,088 6,996 -13.0% 99.7%| § 3,03(
30|Bois Forte Reservation 2 - 142 164 -13.4% 938%| § 10¢
e
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EAP Production Report
How To Read The EAP Production Report
|APPS | |APPSIAPPS  ||APPS % Apprvd of
Pending |Pend |APPRVD | |APPRVD |Pend plus
CY PY |CY HG Apprvd
4 6| 1,263 -14.0% 99.7%
15 5| 1,519 -10.4% 99.1%
2 4| 1,312 -14.2% 99.9%

A4

I\Jl\l '\ AT

CY Current Year: PY = Past Year
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EAP Production Report
How To Read The EAP Production Report

PHB AWDED |P

AVG PHB

AMT CY A

$1.059,528

BNFT CY

AVG PHB
BNFT PY

$998.853

$828

$760

AVG PHB
BNFT %

CHG

$1.005,404

$656

$634

8.94

“r'T1D — ririiriary .

=AVG = Average

$762

3.47

$731

I W Wi W I Wil Wil il W

4.24
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EAP Production Report
How To Read The EAP Production Report
CRISIS |CRISI|CRISIS CF CRISIS CRISIS
ISRVD | |SRVLC RESOLVED RE)lOBLIG AMT|OBLIG AMT
cY PY [CY PY|CY PY
359 67| 115 $154,536| $417,244
392 68 158 $159,609| $403,154
409 73 158 $165,539| $454 252

sSRVD = Served
=OBLIG = Obligated




EAP Production Report
How To Read The EAP Production Report

ERR ERR
SRVD SRVD  [ERROBLIG [ERROBLIG
CY PY AMTCY  AMTPY
90 75 $99.710,  $52.787
71 78 $78.366)  $59.637
81 107 $74.966)  $68.525
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Security
Richard Gooley
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Today's agenda

 Changes in technology since we last
spoke

o Keeping Current
* Free tools and training opportunities




Disruptive Technologies

e @Google Street View
 Internet of Things





Presenter
Presentation Notes
iPad announced  by Steve Jobs in 2010


Samsung Galaxy running Android 2013

Image Flickr
https://www.flickr.com/photos/lukew/10412585943/in/photolist-gS8e2R-6V1Ho5-6UWpMg-6UXuGB-6V2GVG-2bAnxN-6abus6-9r7WAX-81zj2N-4u44Nv-4u86Q1-4u5824-4u9aSN-4u86Ys-4u59ar-4u452X-4u873Y-4u59et-3zot4-3zp6Y-nMoThm-3zpam-7ZfYg6-3TC9gL-7ZfSiF-81BpKp-r9midN-7vu4Uq-81EvvG-2bAnxL-3zoYG-qf8ZUZ-aybqFX-axsYT6-axvFaN-axsYwx-aBiUav-9UMEm6-aK8972-9TJHXU-axvFdC-axF95n-ay1yJy-9UQw5C-aye7Ju-9TQi9H-aDQqMU-9TTd13-aDRqqJ-9TQpXB
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Device disaster recovery ==






Presenter
Presentation Notes
Flickr:
https://www.flickr.com/photos/johnmueller/52621490/in/photolist-5DGx5-cCo5aG-jkLWMc-9a4Ecx-9HiDuN-apkkfg-c4x4DL-oFiEwr-ezVPfv-cJbJFo-pNjCn7-abCSpq-6EkSKG-fffHfP-p6HSTy-op7dD6-yKTqv-6EgGEF-6DXDpp-prFXgc-zMCBP-fp1cxm-cPzYid-xcUCn-cr3Bu1-pji8QD-p7JuMr-6tdkDG-5hV3sb-fZKwGB-nWyfJt-njRdK4-9HivPb-3fWzUu-5gXPXe-ppuChy-fL8YWP-9NSgX8-bceHSc-6EkzCQ-4Tswgr-e3DDYK-52Pzvz-kvJx12-4girLM-tXFmQP-nfiAGM-a5PF1f-s6NXi4-dvKEyH
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Presentation Notes
https://www.flickr.com/photos/rick_727/8289695309/in/photolist-dCwRBc-5dWuJX-oB44HP-bSYzAg-dMxgmC-fJnFWy-d5pR8b-ayuvS2-oTxXK8-6zeSyp-8nU7Wa-ao3xTJ-do1DSN-88dLGr-cBX8CW-sPFgQw-cRBdCb-q9GwYr-4bDiiD-dBLLWb-6DBCFN-mNGbxT-bT3bsZ-9NtdAL-mv4vie-h3dDFU-rM3iDv-4znrHx-oHMAwG-qoE7RM-czDgc7-qFxkQi-29jRWh-ofNyd7-o9MbjT-axQBi7-9LxasZ-nYM8dz-uy7hsj-nVQw47-8YrtHF-vLjJn2-q2YYpm-vdSH3k-foX14Q-rUHeDt-9SjetS-fKtBde-qHKcYP-vcqEUA


ErAHZ00ge -Repors protlem:  Image Datesduly 200



Presenter
Presentation Notes
Willie Sutton:
He robbed about 100 banks from the late 1920s to his final arrest in 1952—with several prison terms in between; he was also a master at breaking out of prisons.
http://www.flickr.com/photos/ironrodart/3841677517/






Google
L




MMERCE

A DEPARTMENT O

The internet of things (IoT
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Presenter
Presentation Notes
Smart pen:
https://jet.com/product/6a6f5e17afed4142a6e6dce57178826d?jcmp=pla--ggl--electronics_other--electronics_electronics_accessories_computer_accessories_other--.--.--.--.--.--2&code=PLA15&k_clickid=0662e0e4-e441-4670-a731-ddf49e6433ed&kpid=6a6f5e17afed4142a6e6dce57178826d&gclid=Cj0KEQjwl6GuBRD8x4G646HX7ZYBEiQADGnzui8IejI0An76u6nZgDEBfcuuJ8OFwgLD0wnn9qEcnjkaAomd8P8HAQ
Nest
https://store.nest.com/?gclid=Cj0KEQjwl6GuBRD8x4G646HX7ZYBEiQADGnzunjdQ3Yeg_-pnCH9o0wR7NYXNBfvUggUsK47zW9Z7woaArg88P8HAQ
LG
http://www.lg.com/us/discover/smartthinq/thinq
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Internet Protocol

e [P version 4 provides 2732
(4,294,967,296) addresses.

e [P version 6 provides 27128
340,282,366,920,938,463,463,37
4 607,431,768,211,456
addresses.







End of suppots
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Presentation Notes
Windows Server 2003 was end of life in July 2015
Windows XP was end of life in April 2014
Image:
Windows Server 2003 was end of life in July 2015Windows XP was end of life in April 2014

One risk is that attackers will have the advantage over defenders who choose to run Windows XP because attackers will likely have more information about vulnerabilities in Windows XP than defenders. Let me explain why this will be the case.
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Updates

Windows Update

Check for updates for your computer

Always install the latest updates to enhance your computer's security

and performance,
[ Check for updates ]
Java Update - Update Available

Java Update Available

-
Update Adobe Flash Player

Java 7 Update 11 is ready to install. Installing Javg
7 Update 11 might uninstall the latest Java & from
yvour system. Click the Install button to update Jav,
now. If vou wish to update Java later, click the
Later button.

/ Updating t minute on broadband - no restar i

Do not remind me about this update

REMIND ME LATER

0 More information...

ORACLE Ingtall I Later
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Presenter
Presentation Notes
Windows Server 2003 was end of life in July 2015
Windows XP was end of life in April 2014
Image:
Windows Server 2003 was end of life in July 2015Windows XP was end of life in April 2014



*https://phi
KeePass

*http://keepass.info/
*MN.IT

*http://mn.gov/mnit/programs/security/security
-res/
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1.
. Thoroughly vet your cloud provider.

. Get ready for things on the loT.

. Replace any Windows Server 2003 or XP

>~ WD

~ O O1

In conclusion:

Protect you mobile devices.

machines.

. Keep your systems up to date.
. Change your passwords regularly.
. Utilize the free resources from this

presentation.
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eHEAT Security Management
Sandy Seemann
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eHEAT Security Management

= Managing eHEAT access
= Off boarding process
= eHEAT access check




eHEAT Security Management
Why is this important?

Protecting HHD private data is key

Must limit access to info in HHD files to those
who need access as part of job duties

eHEAT administrator responsibilities include
ensuring only authorized users have access to &
are using eHEAT

— FY16 eHEAT Administrator Security Agreement is due w/LP
Ensure users sign eHEAT User Security
Agreement prior to accessing eHEAT
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eHEAT Security Management
Managing eHEAT Access

= SP must have eHEAT access processes
= Ensure only authorized users have eHEAT access

= Ensure users only have access to eHEAT
functions necessary for their work assignments
(setting up “roles” in eHEAT helps with this)
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eHEAT Security Management

Off boarding process

= SPs must have off-boarding (staff leaving
employment) procedures in place (e.g., off-
boarding check-list)

= Ensure off-boarding process includes disabling
eHEAT access along with access to other data
systems containing private EAP data
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eHEAT Security Management

Off boarding process, cont.

= SPs must immediately disable eHEAT
administrators and users when needed:

= When permanently leaving a position requiring
eHEAT access

= When on administrative leave or suspension
= When no longer employed by the SP or EAP

= |f on other leave, laid off, on an extended
vacation, or reassigned to non-EAP duties for 30
days or longer




eHEAT Security Management

eHEAT Access Check Requirements
=SP should conduct routine eHEAT access check

=Commerce will continue to periodically request
that access checks be completed

=There are three user statuses in eHEAT:
— Active: user has access to eHEAT.

— |nactive: user without current access to eHEAT due to

inactivity for over 60 days. Needs eHEAT Administrator to
reactivate to regain access.

— Disabled: user with no access to eHEAT. (eHEAT continues to
list every user that had eHEAT access.)




eHEAT Security Management
Completing an eHEAT Access Check

=Export list of users and disable any of those who
should no longer have eHEAT access

«In eHEAT, click on the ‘System Admin Services’
menu> ‘Security Management’ tab and select
‘Export to CSV’ and click ‘Go’

=This produces a list of users and their status

=Disable users in eHEAT as needed by clicking the
‘Disable/Enable’ button
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®
eHEAT Security Mana
Home Client Services Payment Services Grant Services Admin Services Help !/ Manuals Dashboard i i Reports  Logout

e Role | Change Password | Update User Profile

User Search Criteria

User Id: Last Name: First Hame:
Group: Sewice Providers v Disabled: -5el iwe: ﬁ
" Action: -
S —
User Search Result
User Id Hame Dizabled Grou

& TSP15ADMINDM Debbie Downer Mo Service Providers
® TSP1SADMINT est Ken Bensan No Service Providers
& TSP15ADMINZ Steve Loomis Mo Service Providers
e TSP15Mark Mark Keymark No Service Providers
& TSP15User 5P15 User No Service Providers
& 15Ken Ken Benscn Yes Service Providers
9] 15Mewlser Jimmy User Mo Service Providers
%) 15Newliser2 Bedy Homedry No Service Providers

Desbl bl U

Edit Liser

Reset Password
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