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Michael Schmitz 



National Performance Measures 
 Background & Update 
 Reviewing the Measures 
 New Requirements 
 Understanding the EAP Production Report 



National Performance Measures 
 US Dept. of Health & Human Services (HHS) is 

implementing mandatory national 
performance measures starting in FFY15 
FFY16 

 Required by law (since early ‘90s) 
 Performance Measures Work Group has been 

developing the measures since mid-2000s 
 



National Performance Measures 
Reviewing the Measures 
Energy Burden Targeting 
Prevention & Restoration of Loss of Service 
 



National Performance Measures 
Energy Burden Targeting  
Energy Burden = Energy Cost ÷ Income 
Benefit Targeting Index: Do we target higher 
benefits to higher burden households? 
Burden Reduction Targeting Index: Do we 
reduce the energy burden of higher burden 
households more than average?  
Prevention & Restoration of Loss of Service 
Crisis 
ERR 
 



National Performance Measures 
Energy Burden Targeting: Your Role 
 Ensure Household Income Accuracy 
 Energy Cost Data 
 Obtain it 
 Make sure it is accurate 



National Performance Measures 
Prevention & Restoration of Loss of Service: Your Role 
 Crisis 
 Accurate Crisis Reason 
 Accurate “% of fuel in tank prior to delivery” 
 Accurate Fuel Type (new functionality) 

 ERR 
 Accurate Fuel Type (new functionality) 

 
 



National Performance Measures 
Prevention & Restoration of Loss of Service: Your Role 
 Crisis 
 Accurate Crisis Reason 

 
 



National Performance Measures 
Prevention & Restoration of Loss of Service: Your Role 
 Crisis 
 Accurate “% of fuel in tank prior to delivery” 

 
 



National Performance Measures 
Prevention & Restoration of Loss of Service: Your Role 
 Crisis 
Crisis Event Screen 

 



National Performance Measures 
Prevention & Restoration of Loss of Service: Your Role 
 ERR 
 
 



National Performance Measures 
 
 
 



EAP Production Report 
How To Read The EAP Production Report 
There are five sections: 
 Service Providers 
 Applications 
 Primary Heat 
 Crisis 
 ERR 
 
 



EAP Production Report 
How To Read The EAP Production Report 
Applications 

 
 
 
 
 
 
APPS = Application 
CY = Current Year; PY = Past Year 

APPS 
Pending 
CY 

APPS  
Pending 
PY 

APPS 
APPRVD 
CY 

APPS  
APPRVD 
PY 

APPS 
APPRVD 
CHG 

% Apprvd of 
Pend plus 
Apprvd 

4  6  1,263  1,469  -14.0% 99.7% 
15  5  1,519  1,696  -10.4% 99.1% 
2  4  1,312  1,529  -14.2% 99.9% 



EAP Production Report 
How To Read The EAP Production Report 
Primary Heat 
 
 
 
 
 
 
PHB = Primary Heat Benefit 
AVG = Average 

PHB AWDED  
AMT CY 

PHB AWDED 
AMT PY 

AVG PHB 
BNFT CY  

AVG PHB 
BNFT PY  

AVG PHB  
BNFT % 
CHG 

 $1,059,528   $1,127,957   $828   $760  8.94 
 $998,853   $1,079,347   $656   $634  3.47 

 $1,005,404   $1,135,313   $762   $731  4.24 



EAP Production Report 
How To Read The EAP Production Report 
Crisis 

 
 
 
 
 
 
SRVD = Served 
OBLIG = Obligated 
 
 

CRISIS 
SRVD 
CY 

CRISIS 
SRVD 
PY 

CRISIS 
RESOLVED 
CY 

CRISIS 
RESOLVED 
PY 

CRISIS 
OBLIG AMT 
CY 

CRISIS 
OBLIG AMT 
PY 

359  674  115  156   $154,536   $417,244  
392  681  158  198   $159,609   $403,154  
409  734  158  184   $165,539   $454,252  



EAP Production Report 
How To Read The EAP Production Report 
ERR 
 
 
 
 
 
 
SRVD = Served 

ERR  
SRVD 
CY 

ERR  
SRVD  
PY 

ERR OBLIG 
AMT CY 

ERR OBLIG 
AMT PY 

90  75   $99,710   $52,787  
71  78   $78,366   $59,637  
87  107   $74,966   $68,525  



Security 
Richard Gooley 



Today's agenda 

• Changes in technology since we last 
spoke 

• Keeping Current 
• Free tools and training opportunities 
  



• Mobile 
• Cloud 
• Google  Street View 
• Internet of Things 



Going Mobile 

 

Presenter
Presentation Notes
iPad announced  by Steve Jobs in 2010Samsung Galaxy running Android 2013Image Flickrhttps://www.flickr.com/photos/lukew/10412585943/in/photolist-gS8e2R-6V1Ho5-6UWpMg-6UXuGB-6V2GVG-2bAnxN-6abus6-9r7WAX-81zj2N-4u44Nv-4u86Q1-4u5824-4u9aSN-4u86Ys-4u59ar-4u452X-4u873Y-4u59et-3zot4-3zp6Y-nMoThm-3zpam-7ZfYg6-3TC9gL-7ZfSiF-81BpKp-r9midN-7vu4Uq-81EvvG-2bAnxL-3zoYG-qf8ZUZ-aybqFX-axsYT6-axvFaN-axsYwx-aBiUav-9UMEm6-aK8972-9TJHXU-axvFdC-axF95n-ay1yJy-9UQw5C-aye7Ju-9TQi9H-aDQqMU-9TTd13-aDRqqJ-9TQpXB



Device disaster recovery 



Presenter
Presentation Notes
Flickr:https://www.flickr.com/photos/johnmueller/52621490/in/photolist-5DGx5-cCo5aG-jkLWMc-9a4Ecx-9HiDuN-apkkfg-c4x4DL-oFiEwr-ezVPfv-cJbJFo-pNjCn7-abCSpq-6EkSKG-fffHfP-p6HSTy-op7dD6-yKTqv-6EgGEF-6DXDpp-prFXgc-zMCBP-fp1cxm-cPzYid-xcUCn-cr3Bu1-pji8QD-p7JuMr-6tdkDG-5hV3sb-fZKwGB-nWyfJt-njRdK4-9HivPb-3fWzUu-5gXPXe-ppuChy-fL8YWP-9NSgX8-bceHSc-6EkzCQ-4Tswgr-e3DDYK-52Pzvz-kvJx12-4girLM-tXFmQP-nfiAGM-a5PF1f-s6NXi4-dvKEyH



Presenter
Presentation Notes
https://www.flickr.com/photos/rick_727/8289695309/in/photolist-dCwRBc-5dWuJX-oB44HP-bSYzAg-dMxgmC-fJnFWy-d5pR8b-ayuvS2-oTxXK8-6zeSyp-8nU7Wa-ao3xTJ-do1DSN-88dLGr-cBX8CW-sPFgQw-cRBdCb-q9GwYr-4bDiiD-dBLLWb-6DBCFN-mNGbxT-bT3bsZ-9NtdAL-mv4vie-h3dDFU-rM3iDv-4znrHx-oHMAwG-qoE7RM-czDgc7-qFxkQi-29jRWh-ofNyd7-o9MbjT-axQBi7-9LxasZ-nYM8dz-uy7hsj-nVQw47-8YrtHF-vLjJn2-q2YYpm-vdSH3k-foX14Q-rUHeDt-9SjetS-fKtBde-qHKcYP-vcqEUA



Google Street view 

Presenter
Presentation Notes
Willie Sutton:He robbed about 100 banks from the late 1920s to his final arrest in 1952—with several prison terms in between; he was also a master at breaking out of prisons.http://www.flickr.com/photos/ironrodart/3841677517/





Google Street view 

 



The internet of things (IoT) 

 
 

Presenter
Presentation Notes
Smart pen:https://jet.com/product/6a6f5e17afed4142a6e6dce57178826d?jcmp=pla--ggl--electronics_other--electronics_electronics_accessories_computer_accessories_other--.--.--.--.--.--2&code=PLA15&k_clickid=0662e0e4-e441-4670-a731-ddf49e6433ed&kpid=6a6f5e17afed4142a6e6dce57178826d&gclid=Cj0KEQjwl6GuBRD8x4G646HX7ZYBEiQADGnzui8IejI0An76u6nZgDEBfcuuJ8OFwgLD0wnn9qEcnjkaAomd8P8HAQNesthttps://store.nest.com/?gclid=Cj0KEQjwl6GuBRD8x4G646HX7ZYBEiQADGnzunjdQ3Yeg_-pnCH9o0wR7NYXNBfvUggUsK47zW9Z7woaArg88P8HAQLGhttp://www.lg.com/us/discover/smartthinq/thinq



Internet Protocol 

• IP version 4 provides 2^32 
(4,294,967,296) addresses. 

• IP version 6 provides 2^128 
340,282,366,920,938,463,463,37
4,607,431,768,211,456 
addresses. 



 



     End of support 

 

Presenter
Presentation Notes
Windows Server 2003 was end of life in July 2015Windows XP was end of life in April 2014Image:Windows Server 2003 was end of life in July 2015Windows XP was end of life in April 2014One risk is that attackers will have the advantage over defenders who choose to run Windows XP because attackers will likely have more information about vulnerabilities in Windows XP than defenders. Let me explain why this will be the case.



Updates 

 



Passwords 
 

Presenter
Presentation Notes
Windows Server 2003 was end of life in July 2015Windows XP was end of life in April 2014Image:Windows Server 2003 was end of life in July 2015Windows XP was end of life in April 2014



•Department of Homeland Security: 
•http://www.dhs.gov/stopthinkconnect 

•McAfee Phishing Quiz  
•https://phishingquiz.mcafee.com/ 

•KeePass 
•http://keepass.info/ 

•MN.iT  
•http://mn.gov/mnit/programs/security/security
-res/ 
 



In conclusion: 
1. Protect you mobile devices. 
2. Thoroughly vet your cloud provider. 
3. Get ready for things on the IoT. 
4. Replace any Windows Server 2003 or XP 

machines. 
5. Keep your systems up to date. 
6. Change your passwords regularly. 
7. Utilize the free resources from this 

presentation. 
 
 



 
 

Richard Gooley 
651-539-1686 

CISO @ Commerce, PUC and BOA 

 
 

 



eHEAT Security Management 
Sandy Seemann 



eHEAT Security Management 
 Managing eHEAT access 
 Off boarding process 
 eHEAT access check 



eHEAT Security Management 
Why is this important? 
 Protecting HHD private data is key 
 Must limit access to info in HHD files to those 

who need access as part of job duties 
 eHEAT administrator responsibilities include 

ensuring only authorized users have access to & 
are using eHEAT 
― FY16 eHEAT Administrator Security Agreement is due w/LP 

 Ensure users sign eHEAT User Security 
Agreement prior to accessing eHEAT 



eHEAT Security Management 
Managing eHEAT Access 
 SP must have eHEAT access processes 
 Ensure only authorized users have eHEAT access 
 Ensure users only have access to eHEAT 

functions necessary for their work assignments 
(setting up “roles” in eHEAT helps with this) 



eHEAT Security Management 
Off boarding process 
 SPs must have off-boarding (staff leaving 

employment) procedures in place (e.g., off-
boarding check-list) 
  Ensure off-boarding process includes disabling 

eHEAT access along with access to other data 
systems containing private EAP data 



eHEAT Security Management 
Off boarding process, cont. 
 SPs must immediately disable eHEAT 

administrators and users when needed: 
 When permanently leaving a position requiring 

eHEAT access 
 When on administrative leave or suspension 
 When no longer employed by the SP or EAP 
 If on other leave, laid off, on an extended 

vacation, or reassigned to non-EAP duties for 30 
days or longer 



eHEAT Security Management 
eHEAT Access Check Requirements 
SP should conduct routine eHEAT access check 
Commerce will continue to periodically request 
that access checks be completed 
There are three user statuses in eHEAT: 

― Active: user has access to eHEAT. 
― Inactive: user without current access to eHEAT due to 

inactivity for over 60 days. Needs eHEAT Administrator to 
reactivate to regain access.  

― Disabled: user with no access to eHEAT. (eHEAT continues to 
list every user that had eHEAT access.) 



eHEAT Security Management 
Completing an eHEAT Access Check 
Export list of users and disable any of those who 
should no longer have eHEAT access  
In eHEAT, click on the ‘System Admin Services’ 
menu> ‘Security Management’ tab and select 
‘Export to CSV’ and click ‘Go’  
This produces a list of users and their status 
Disable users in eHEAT as needed by clicking the 
‘Disable/Enable’ button 



eHEAT Security Management 
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