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Minimum Skills Worksheet


Tracking Number:      

Vendor Name:      


Candidate Name:      
	SECURITY ANALYST – Security Incident Management Role

	Definition: The Security Analyst must have a diverse background in information security and have direct experience building and managing a mid-large information security program. This position requires strong communication and interpersonal skills, strong knowledge of risk management and security techniques. Individual must also have a strong understanding of network architecture, application and database security. Knowledge of applicable regulatory requirements and working experience with ISO2700X series, NIST series and Cobit standards is mandatory.
Security Incident Management Role: Leads the response to security incidents that affect the confidentiality, integrity or availability of systems, services or data within the contracting government entity. Incident Management is responsible for the implementation and administration of incident management systems and processes to protect the data and information infrastructure for the contracting government entity as required in the Enterprise Security Incident Management Standard. Review of incident investigation processes, including isolation, eradication and recovery within the contracting government entity. Conduct investigations of security incidents in the contracting government entity and participates in the process for incident follow-up including communications, out-of-band reporting and working with compliance groups to ensure adequate measures have been taken to prevent recurrence.

	Note:  Items in BOLD font and asterisk * below under “Specification” are minimum requirements for Security Analyst.  Items in BOLD font below listed in each role are minimum requirements for working experience/skill. Items not in bold/asterisk are desirable and do not have defined minimums. Defined minimums for these may be established in each request and relevant to the engagement description.


	*Specification
	*Minnesota Standard (minimum specification)
	Identify the Candidate’s Qualifications (e.g. degree, number of engagements, years of experience, scope of work and/or duration of work – do not just answer Yes/No)

	*Level of education
	*B.S. or B.A. Degree or Associate Degree (2 yrs) with 7 yrs Security Analyst experience
	     

	*Certification
	*Certified Information Systems Security Professional (CISSP) or Certified Information Security Manager (CISM) Professional (CBAP) or degree program with focus on security
	     

	*Years of experience in a Security Analyst role
	*Five years of experience in a Security Analyst role in a middle to large size organization
	     

	*Engagements lasting more than six months in Security Analyst role
	*Three engagements lasting more than six months in Security Analyst role
	     

	*Engagements that the Security Analyst roles exceeded $125K
	*Three engagements that the Security Analyst role exceeded $125,000
	     

	Working Experience & Skills:

	*Technical Expertise
	*Knowledge, training, and experience in Security Incident Management. Capabilities, experience, and ongoing training methodologies, including any certifications held by staff who will be involved in Security Incident Management. Strong knowledge in the following areas: network protocols, network equipment, Windows and UNIX operating systems, firewalls and IDS/IPS technologies. Engagements involving technical expertise.
	     

	*Pre-Incident Preparation
	*Responsible for responding to suspected security incidents that are reported through a variety of communications channels including phone, email and out of band methods. Responsible to assure that the methods for reporting suspected security incidents are clear. Work with technical teams in the government entity to assure that log data is adequate to the needs of Security Incident Management procedures. Engagement involving pre-incident preparation.
	     

	*Incident Recording
	*Responsible for the gathering and recording sufficient and accurate data during the initial report of a potential security incident for validating security incidents and rejecting false positives. Report of suspected security incidents is passed to other parties (such as a help desk) for assuring that the processes for recording the report of the suspected incident gather data adequate for validating security incidents and rejecting false positives. Engagements involving incident recording.
	     

	*Incident Validation
	*Analyze data gathered during the initial reporting of a suspected security incident along with data gathered from technical teams, secondary sources, various logs and/or security systems to validate security incidents and to reject false positives. Engagements involving incident validation.
	     

	*Data Storage
	*Data collected as part of incident management must not be comingled with data collected for other clients. As part of the project scope, the project manager will notify the vendor of specific precautions that must be undertaken such as encryption of all state data removed from state facilities for analysis and the need for the return of all data collected or certification that all state data has been destroyed at the conclusion of the project. Engagements involving data storage.
	     

	*Incident Investigation
	*Work with technical teams to contain/isolate security incidents, determining the root cause of security incidents, proposing a method to eradicate security incidents. Provide recommendations for the removal of the vulnerabilities that could cause the recurrence of a security incident or for reducing the risk posed by such vulnerabilities that cannot be removed. Participate in the lessons learned and after action reporting processes. Engagements involving incident investigation.
	     

	Incident Classification
	Classify security incidents into discrete incident types based on the Enterprise Security Incident Management Standard and any additional classifications required by the government entity. The vendor must prioritize response to incidents, based on the value of the data, system or service. No minimum.
	     

	Incident Report Preparation
	Provide full reports or executive summaries of the incident and the actions taken during the Security Incident Management processes to the Responsible Authority or their designees. Provide reports to the state CISO, state CIO as well as law enforcement and other outside authorities. No minimum.
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