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Minimum Skills Worksheet


Tracking Number:      

Vendor Name:      


Candidate Name:      
	SECURITY ANALYST – Security Architect Role

	Definition: The Security Analyst must have a diverse background in information security and have direct experience building and managing a mid-large information security program. This position requires strong communication and interpersonal skills, strong knowledge of risk management and security techniques. Individual must also have a strong understanding of network architecture, application and database security. Knowledge of applicable regulatory requirements and working experience with ISO2700X series, NIST series and Cobit standards is mandatory.
Security Architect Role: Provides technical security assistance with the design, installation, operation, service and maintenance of a variety of information systems. The security architect handles the complex and detailed technical work necessary to establish appropriate and reasonable security controls based on the needs of the business and organizational security requirements.

	Note:  Items in BOLD font and asterisk * below under “Specification” are minimum requirements for Security Analyst.  Items in BOLD font below listed in each role are minimum requirements for working experience/skill. Items not in bold/asterisk are desirable and do not have defined minimums. Defined minimums for these may be established in each request and relevant to the engagement description.


	*Specification
	*Minnesota Standard (minimum specification)
	Identify the Candidate’s Qualifications (e.g. degree, number of engagements, years of experience, scope of work and/or duration of work – do not just answer Yes/No)

	*Level of education
	*B.S. or B.A. Degree or Associate Degree (2 yrs) with 7 yrs Security Analyst experience
	     

	*Certification
	*Certified Information Systems Security Professional (CISSP) or Certified Information Security Manager (CISM) Professional (CBAP) or degree program with focus on security
	     

	*Years of experience in a Security Analyst role
	*Five years of experience in a Security Analyst role in a middle to large size organization
	     

	*Engagements lasting more than six months in Security Analyst role
	*Three engagements lasting more than six months in Security Analyst role
	     

	*Engagements that the Security Analyst roles exceeded $125K
	*Three engagements that the Security Analyst role exceeded $125,000
	     

	Working Experience & Skills:

	*Technical Support
	*Provide hands-on technical security consulting services to internal teams networked systems, applications, databases and general IT infrastructure. Additionally, this person might provide security support to network administrators, system administrators and database administrators. Engagements involving technical support.
	     

	*Integration Support
	*Provide technical assistance with the initial set-up and secure deployment of systems that support information security (i.e. virus detection, firewall, content filtering, VPNs, IDS/IPS, encryption technology, etc.). Engagements involving integration support.
	     

	*Compliance Support
	*Interpret information security policies, standards and regulatory requirements as they relate to internal information technology and assist with the implementation of these and other security requirements. Additional duties may require this person to perform penetration tests, vulnerability assessments, risk assessment, and gap analysis. Engagement involving compliance support.
	     

	Design Support
	Design or re-engineer internal information handling processes so that information is appropriately protected from a wide variety of problems such as unauthorized disclosure, unauthorized use, inappropriate modification or general malicious activity that compromises the data confidentiality, integrity and availability. No minimum.
	     

	Miscellaneous Support
	Perform both external and internal reporting to different audiences.  Requirements include excellent writing skills (technical and non-technical), and excellent presentation and public speaking skills. Experience with security architecture related to protocols such as SNMP, HTTP, SOAP, SOA, Web Services, secure coding practices, threat modeling, vulnerability assessment, network and server security, including firewalls, VPN, anti-virus, patch management, etc. may be required. No Minimum.
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