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Minimum Skills Worksheet


Tracking Number:      

Vendor Name:      


Candidate Name:      
	SECURITY ANALYST – Security Analysis Generalist Role

	Definition: The Security Analyst must have a diverse background in information security and have direct experience building and managing a mid-large information security program. This position requires strong communication and interpersonal skills, strong knowledge of risk management and security techniques. Individual must also have a strong understanding of network architecture, application and database security. Knowledge of applicable regulatory requirements and working experience with ISO2700X series, NIST series and Cobit standards is mandatory.

	Note:  Items in BOLD font and asterisk * below under “Specification” are minimum requirements for Security Analyst.  Items in BOLD font below listed in each role are minimum requirements for working experience/skill. Items not in bold/asterisk are desirable and do not have defined minimums. Defined minimums for these may be established in each request and relevant to the engagement description.


	*Specification
	*Minnesota Standard (minimum specification)
	Identify the Candidate’s Qualifications (e.g. degree, number of engagements, years of experience, scope of work and/or duration of work – do not just answer Yes/No)

	*Level of education
	*B.S. or B.A. Degree or Associate Degree (2 yrs) with 7 yrs Security Analyst experience
	     

	*Certification
	*Certified Information Systems Security Professional (CISSP) or Certified Information Security Manager (CISM) Professional (CBAP) or degree program with focus on security
	     

	*Years of experience in a Security Analyst role
	*Five years of experience in a Security Analyst role in a middle to large size organization
	     

	*Engagements lasting more than six months in Security Analyst role
	*Three engagements lasting more than six months in Security Analyst role
	     

	*Engagements that the Security Analyst roles exceeded $125K
	*Three engagements that the Security Analyst role exceeded $125,000
	     

	Working Experience & Skills:

	*Assess
	*Information security controls (operational, technical and management) based upon regulatory requirements, industry best practices, technology standards, as well as physical and environmental requirements. Engagements involving assessment.
	     

	*Plan
	*Planning duties include the development of charter or mission, define business requirements, develop overall program strategy (tactical and strategic), define organization structure of the security team, define business security requirements based on risk tolerance and create high-level reporting metrics to show program effectiveness. Engagements involving planning.
	     

	*Design
	*Create security policies and/or standards to meet business requirements, strategic/tactical plans, guidelines, training plans, etc. may also be required. Additional duties include, performing gap analysis of pre-defined business security requirements or regulatory requirements.  Defining actionable project requirements and project prioritization. Involvement in budgeting, resource planning and project scheduling may also be required. Engagements involving design.
	     

	*Execute
	*Implement security projects in or outside of the security office. Experience overseeing project teams and developing clear, actionable and measureable project requirements and goals. Move security policies, standards, plans, etc. through a formal governance process.  Engagements involving execute.
	     

	*Report
	*Requirements include external and internal reporting, excellent writing skills (technical and non-technical), and presentation and public speaking skills. Engagements involving reporting.
	     

	Additional Duties
	Develop budgets, status reports, different types of communication, satisfaction surveys, post mortem analysis of information security activities. No minimum.
	     


8/1/2013



        Security Analyst 


