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1  Objective

The objective of this document is to provide a single source of information regarding
browser requirements and browser related issues. The information in this document is for
internal purposes and should be utilized by the Support Group to resolve browser related
cases.

Assumptions and Constraints

"  None

Reference Documents

®  jVOS online help
®  Solution Center Article #2166

Dependencies/Impact on Other Systems

®  None
Overview
This document contains the following:

"  Browser settings for optimal iVOS performance
®  General compatibility issues
®  Troubleshooting guide

This document is a “living document” and will be updated as information changes.

NOTE: Images shown in this document may vary depending on which version of
Internet Explorer is being used.

Technical Requirements

Internet Explorer should be used to run iVOS. All other browsers, such as Netscape and
Mozilla Firefox are not supported.

® |E6 is supported for use with iVOS 4.0 and 4.1
® |E7 is supported for use with iVOS 4.2
® |E8 is supported for use with iVOS 4.32.5 and higher
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Optimal Display Settings
7.1 Fonts

Set Font size to ‘Normal’.

2. Select ‘Properties’.

Arrange Icons By k
Refresh

Indo Copy Chrl+2
Graphics Properties, .,

Garaphics Opkions r
Pl 3

== E—

3. Select the ‘Appearance’ tab.

Display Properties ed 1

Themesl Desktopl Scresh Savl Settings I

Inactive Window
Active Window

Mormal Dizabled  Selected
Window Text

Message Box

Meszage Text

04 |

Windows and buttons:

LColor scheme:

I'W'indows Standard j

. Eftects. . |
Fant size:
INDrmal j Advanced |

1. Right click on a blank area on the desktop to open the display menu.

(]S I Cancel | Apply
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4. Select Font Size ‘Normal’ from the list of font sizes.

Display Properties

| Themesz || Deskiop || Screen Saver| Appearance | Settingz |

—Ioix
_ioix

Mormal  Disabled  Selected
Window Text

x
Message Text
8] 4 |

Windows and buttons:

|Windnws Clazzic shle w |
Calar scheme:
|Windnws Standard w |

[ OF. H Cancel H Apply ]

5. Click ‘OK..

7.2 Resolution

It is recommended that you set your screen resolution to a minimum of 1024x768 for
optimal performance.

For iVOS 4.0 and greater, a minimum screen resolution of 1024x768 is required for
users who will be using iVOS Security Administration.

1. Right click on a blank area on the desktop to open the display menu.

2. Select ‘Properties’.

Arrange Icons By 4
Refresh

Undo Copy Chrl+Z
Graphics Properties. .,

Graphics Options *
Pl 3

S E—
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3. Select the ‘Settings’ tab.

Display Properties
Them5$| Desktopl Screen Saverl Appearanck )

Drag the manitor icons ta match the phsical arangement af wour monitars.

Dizplay:
1. Flug and Flay Monitor on Maobile Intel[R] 965 Express Chipzet Farmily j
LColor quality
[ Highest (32 kit =
1024 by 768 pivels ' 'm

[ | Uze this device as the primany manitan
¥ | Extend iy windowe desktop onte this monitar,

Identify | Iroubleshnnt...l Advanced |
(] I Cancel | Lpply |

Adjust the resolution to a minimum of 1024 by 768 pixels.
2lx]

Display Properties

Themesl Desktnpl Screen Saverl &ppearance  Setlings |

Dirag the monitor icons bo match the physical arangement of wour monitors,

Dizplay:

|1. Plug and Plag Monitor on Mobile ntel[R] 965 Express Chipzet Family j

Colar quality
[Highest (32 ti) =l
I’ ' 'm

s thie AEVIGE a8 tHE [Emary mamir,

W | Extend|mytwindows deskiop anta this manitar.
Identify I Troubleshoot. .. | Advanced |
0k I Cancel | Spp |

5. Press ‘OK’ and confirm the settings.
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8 Internet Settings

The following settings in this section should be in place so that iVOS functions properly.

8.1 Temporary Internet File Settings
‘Check for newer versions of stored pages’ should be set to ‘Every visit to the page’.
Once this is set, the refresh feature within iVOS (right click and select ‘Refresh’ from
menu) will work consistently.

1. Select Tools>Internet Options from the Internet Explorer menu.

2 Yahoo! - Microsoft Internet Explorer

File  Edit  View Favnrite el Help

Mail and Mews 4
wy <’ |£| Pop-up Blocker 3

Manage Add-ons...

| Address |Y! ke [ femans, vahoo, ©

Svnchronize. ..
 Links @] Customize Links @] Fr windows Update
Yahoo! Services 3

Ge

Windows Messenger
Sun Java Console

2. Select the ‘General’ tab.

=

Internet Options

General |Sec:urit_l,l Privacy | Content | Connections | Programs | Advanced

Home page

% *You can change which page to uze for pour home page.

Addresz | http:f fenane, vahoo,comy |

[ Usze Current ] [ Usze Default ] [ Usze Blank ]

Temporary Internet files

< Pages you view on the Intermet are stored in & special folder
@& Y for quick viewing later.

[Delete Eookies...] [ Delete Files... ] [ Settings...

Histary

The History folder contains links to pages you've visited, for
quick access to recently viewed pages.

D ayz to keep pages in history: Clear History

[ Colors... ] [ Fonts.... ] [ Languages... ] [Accessibility...]

[ Ok ][ Cancel ]
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3. Click ‘Settings’ for Temporary Internet Files.

General |Securit}l Privacy | Content || Connections | Programs | Advanced

Home page
% “'ou can change which page to uze for your home page.

Address: | bkt f e, v abioo. cam] |

[ Uze Current ] l ze Default l [ |Jze Blank ]

Temporary [nternet files

o Pages pou view on the Intemet are stored in a special folder
@& % forquick viewing later,

PR DR o b
[Delele Eookies...] [ Delete Files. .. 1'
T —

Hiztary

The Higtory folder containg links to pages you've visited, for
quick access to recently viewed pages.

[rays to keep pages in histary: |2EI - | [ Clear Hiztary ]

[ Colars... ] [ Fonts. .. ] [ Languages. .. ] l.-’-‘«ccessibility...]
[ Ok ] [ Canicel ]
4. Ensure “Every visit to the page” is selected.
r
Settings
‘ Check For newer versions of stored pages:
-
& L) Every visit to the page
{} Ewvery time wou start Internet Explorer
() Automatically
{:}Never
Temporary Internet Files Folder
Current location:  Ci\Documents and
SettingsikmccutcheonLocal
Settings) Temparary Internet Files!
Arnount of disk space to use:
J 4767 5| MB
[ Mave Folder.. . ] [ Wi Files, .. ] l Wiew Objects,.. ]
[ (8] 4 ] [ Cancel ]
5. Click ‘OK..
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8.2 Trusted Site Security Settings

iVOS must be added to the Trusted Sites Zone (this will allow for relaxed security on
these sites only).

1. Select Tools>Internet Options from the Internet Explorer menu.

2@ Yahoo! - Microsoft Internet Explorer

File Edit ‘iew Favorite ' Tools [NSEY
. ) Mail and Mews b
¥ \_,) |ﬂ Pop-up Blocker 3
Manage Add-ons...

- Add :
: ress |'Y.' kg v ahioo, Synchronize. .

E Links @ Customize Links E:l Fr Windows Update
Yahoo! Services 4

Ge
Windows Messenger
Sun Java Console

Select a'web content zone to specify itz secunty zetings.

® €« 0 @

rlh-mwi Localintranet  Trusted sites Restricted
zites

Internet

Thiz zone containz all'Web sites pou

haven't placed in other zones
Securty level for thiz zone

Custom
Cuztarmn zettings.
- To change the zettings, click Custom Level.
- To uzge the recommended settingz, click Default Lewvel,

l Cusztom Level... ] [ Default Level ]

[ OF. H Cancel ]

3. Click on ‘Trusted sites’.
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Internet Options

General | Security |F'rivac:y Content | Connections | Programs | Advanced

Select a'web content zone to specify itz zecunity settings,

® <«

Intermnet Local intranet \ERFEEEREEE Restricted
sites

Trusted sites

Thiz zone contains \web sites that you
truzt not bo damage your computer o
data.

Security level for this zone

Custom
Cuztam sethings.
- To change the zettings, click Custom Lewel,
- Ta uze the recommended settings, click Default Level,

[ Custom Lewvel... ] [ Default Level ]

[ 0k, H Cancel ] Apply

4. Click on the ‘Sites’ button.

Internet Options

General | Security |F'ri\-'ac:y Content | Connechtionz | Programs | Advanced

Select aweb content zone to gpecify itz zecurnty zettings.

® © 0 ©

Interret Laocal intraret Restricted
zitez

Trusted zites

Thiz zone containg Web sites that you
trust ot to damage pour compter ar

data.

Security level for this zone

Custom
Cusztom settings.
- To change the settings, click Custom Lewvel
- To uze the recommended sethings, click O efault Level.

[ Custom Lewvel... ] [ Default Lewvel ]

[ (] H Cancel ] Apply

Aon eSolutions © 2012
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5. Enter the URL for iVOS and click the ‘Add’ button. Do not enter the URL
shown in the screen shot below. Enter the URL of the iVOS environment
being accessed.

NOTE: If the URL starts with “http:”, make sure the lower check box is empty
for “Require server verification (https:) for all sites in the zone”.

¥ou can add and remove websites from this zone, Al websites in
b this zone will use the zone's security settings.

#dd this wehsite to the zone:

| https: }esolutionsclent. com|
Wehsites:
ﬂ Remove

[
El

[ Require server verification (htkps:) for all sites in this zone

Close

6. Click ‘OK.
8.3 ActiveX Security Settings

1. Select Tools>Internet Options from the Internet Explorer menu.

<3 Yahoo! - Microsoft Internet Explorer

File  Edit  View Fa\-'l:nrite Tools [NEEY
. ) Mail and Mews »
: W x_) |ﬂ Pop-up Blacker 3
E nddress |Y? it ffoww.yahoo. o Manage Add-ons. ..
i ! ! ! Synchronize. ..
 Links @] Customize Links @] Fr Windows Update
Yahoo! Services »

Ge

Windows Messenger
Sun Java Console
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2. Select the ‘Security’ tab.

Internet Options

Select a'web content zone to specify itz secunty zetings.

® © 0 @

Local intranet  Trusted sites Restricted
zites

Internet

Thiz zone containz all'Web sites pou s

hawen't placed in other zones
Security level for thiz 2one

Custom
Cuztarn zettings.
- To change the zettings, click Custom Level.
- To uze the recommended settings, click Default Lewvel,

[ Cusztom Lewel... ] [ Default Level ]

[ 0k, H Cancel ] Apply

3. Click on ‘Trusted sites’.

Internet Options

General [ Security |F'rivac:y Contert | Connections | Programs | Advanced

Select a'web content zone ta specify its security settings.

® «

Internet Local intranet

Restricted
sites

Trusted sites

Thiz zone containz *'eb sites that you
trust not ko damaage your computer or
data.

Security lewvel for this zone

Custom
Custom settings.
- Ta change the settings, click Custarn Lewel.
- To uge the recommended settings, click Default Level.

[ Custarn Level... ] [ Default Level ]

[ 1] ][ Cancel ] Apply

Aon eSolutions © 2012 Page 12 of 21
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4. Click the ‘Custom Level’ button.

"

Internet Options

General | Security |F'rivacy Content | Connections | Programs | Advanced

Select a'w'eb content zone to specify its security settings.

® € 0 @

Irnternet Local intranet Trusted sites Restricted
zites
Trusted sites
This zone contains "Web sites that pou
truzt niot to damage your complter or

data.

Security level for thiz zone

Custom
Custom settings,

- Ta change the zettings, click Custom Lewvel
- To uze the recommended zettingz, click Default Lewvel,

I Cuztorn Level... [

Drefault Lesel ]

[ oK H Cancel ]

5. The third set listed is for ‘ActiveX controls and plug-ins. Set all items in this
set as ‘Enabled’.

Security Settings

Settings:

te] MET Frame

-refiant components A
% Run components not signed with Authenticode
Disable

Enable

Prarmpk

% Fun components signed with Authenticode
() Disable

U] Activer controls and plug-ins

[‘] Aukornabic prompting For Ackives controls

Dizable

Enable
W Mimmeee s mm e i Lol oL
13

[

| W

Reset cuskom setkings

Reset b |Low v|[ Reset ]

Ok ][ Cancel ]

6. Click ‘OK..

Aon eSolutions © 2012
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7. You will be prompted to confirm the changes. Click ‘Yes’.
warning B

! 5 Are you sure you want to change the security settings for this zone?

8. Click ‘OK’ on the ‘Internet Options’ page.

8.4 Miscellaneous Settings

1. Select Tools>Internet Options from the Internet Explorer menu.

2. Select the Security Tab and click the Trusted Sites icon.

General Security IPrivacyI Content | Connections | Programs | Advanced |

Select a zone to view or change-security setbings

@ 9|V |0

Internet Local intranet | Trusted sites | Restricted
sites

Trusted sites

: : : Sites
: J This zone contains websites that you
trust not to damage your computer or
wour files,
¥ou have websites in this zone.

—Security level For this zone

Custom

Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level,

Custom level... Default level |

Reset all zones to default level I

oK cancel | ooy |

3. Click on ‘Custom Level'.
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Internet  Localintranet T s Restricted
sites

Aon eSolutions © 2012 Page 15 of 21
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4. |E7 and up only - Scroll down to the Miscellaneous Section and set ‘Allow
websites to open windows without the address or status bars’ to Disabled.

Security Settings - Trusted Sites Zone x|

— Settings

lg Allow script-initiated windows without size or position constraints Zl
{® Disable

QO Enable

|&| Allow webpages to use restricted protocols for active content

Q Disable

QO Enable

{® Prompt

& | Allow websites to open windows without address or status bars
QO Disable _I
(& Enable

|&| Display mixed content
Q Disable
QO Enable
{® Prompt

& | Don't prompt For client certificate selection when no certificates or
9\ Nicahls _rv_l
4 »

*Takes effect after you restart Internet Explorer

—Reset custom settings

Resetto:  [medium (default) =l Reset... I
| OK I Cancel I

5. Set Allow script-initiated windows without size or position... to Enable.

Security Settings

Setkings:

O Prormpk

& Allow META REFRESH

Disable
Enable

@ Allow scripting of Internet Explorer Webbrowser contre

[

without size or position o
@ allow Web pages to use restricted prokocols For active
Disable
Enable

Reset cuskom settings

154

<5

| ™

Reset bo; |L|:.w v| [ Reset ]

]9 ][ Cancel l

Aon eSolutions © 2012 Page 16 of 21
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6. |IE7 and up only — Under Downloads, enable Automatic Prompting for file
downloads.

Security Settings - Trusted Sites Zone ' x|

~ Settings
t &% Downloads |
&% Automatic prompting for file downloads
O Disable
®
% Fie dovwnload
O Disable
@® Enable il
@ Font dowrload
O Disable
® Enable
O Prompt
&% Enable NET Framework setup
O Disable
® Enable

& Miscelaneous
t I @ firrecs daka soivees arrnse damaine ] _J;'
4 >

*Takes effect after you restart Internet Explorer

~Reset custom setbings

BesSLEo:  [iedium (default) > Reset., |
[ o« | concet |

9 Compatibility Issues

9.1 Pop-up Blockers

9.1.1 Pop-up blocker not allowing client to forward ORS email from ORS
Domino Web Access site.

Add ORS email site as allowed by IE popup blocker in Tools > Popup Blocker
> Popup Blocker Settings. Exit IE and restart.

9.1.2 Unable to view an image in the Genex bill review site. Receiving a
message that the pop-up blocker must be uninstalled.

IE Popup Blocker turned off. Yahoo popup blocker turned off for Genex site.
Now able to view images.

Aon eSolutions © 2012 Page 17 of 21
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Unable to bring up iVOS due to a popup blocker.

After further troubleshooting with the client, we discovered that they had three
pop-up blocking programs installed. After disabling all, they were able to
execute iVOS.

After logging in to Portal, received “waiting for reply” message.

Turn off IE popup blocker. After that the "waiting for reply" message didn't
come up at login. Instead, received an alert “you are not authorized to view this
site." Advised client to go back to IT to have account configured.

Unable to login. “Turn off pop-up blocker” message received.

Reviewed IE settings, they were correct. Checked add/remove programs.
Google toolbar was installed. Once Google toolbar was uninstalled the user
could login successfully.

9.2 Google Toolbar

The Google Toolbar interferes with the file transfer utility on the System Info page.

If you have this installed, please uninstall the toolbar and try the transfer once
more.

10 Troubleshooting Guide

10.1.1

10.1.2

10.1.3

A portion of awindow is cut off and not all fields or buttons are visible
Once the site is set as a “Trusted Site” the problem should be resolved.

“Browser is hot compatible with this application” error

When users try to use a browser (such as IE7, Firefox, Opera, etc.) other than
Internet Explorer 6.0 for iVOS 4.0 or 4.1, they will receive a message "Browser
is not compatible with this application".

This is a warning message included in Service Pack 2 to let users know that
they are using a browser that iVOS is not certified or supported on.

iVOS 4.1 and prior versions are only compatible with IE 6.0.
iVOS 4.2 is compatible with IE 6.0 and IE 7.0.

Cache becomes corrupt

A browser cache is a temporary store of data to improve the performance of
Internet applications and websites. Sometimes this cache becomes corrupted
or out of date.

To resolve this, do a “hard refresh” by pressing Ctrl+F5 with the application
web address in the browser address field.

If this doesn’t work, delete temporary internet files. This can be done in
Internet Options by pressing ‘Delete files’ and deleting off-line content.

Once this is done, restart the browser and retry the application.
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10.1.4  Cannot open Correspondence
Verify the optimal browser settings are applied.

10.1.5 Correspondence opening as read only - cannot save

When correspondence opens as ‘Read Only’ and changes cannot be saved,
verify the optimal browser settings are applied.

10.1.6  Document Images are not in the queue of the Document Image
Assighment Tab

This issue only occurs in iVOS 3.1, there is no problem on later versions of
iVOS.

This problems is caused by MS patch KB925454, which is "blocking" the
acrobat reader activeX in the IE browser. Upgrading your iVOS to version of
iVOS will be the long term fix for this issue.

The work around is to disable the acrobat reader activeX in IE browser and
allow it to show outside of the |IE browser.

10.1.7  User can log in to iVOS but gets a blank screen with "Please turn off pop-
up"
Make sure before the user logs in that their Internet pop-up blocker is disabled.

10.1.8 Nonsecure items message

When the 'Do you want to display the nonsecure items?' is displayed, check the
browser settings. Ensure the site is set up as a trusted site and verify the
trusted sites are set to ‘display mixed content’ under the miscellaneous section.

10.1.9 Unable to see files via System Administration or Scheduler

Go into Internet Options>Security tab>Trusted sites>Custom Level and set all
the radio buttons to ‘Enabled’ except for the pop-up blocker, which should be
disabled.

Additionally, the User Authentication logon should be “Automatic logon with
current username and password”.

After theses settings are changed, close the browser and iVOS, restart the
computer, open a document and go back into iVOS to try opening a report.

10.1.10 Error received when viewing Payments w/ Errors report through Job Run
Viewer

Go into Internet Options>Security tab>Trusted sites>Custom Level and set all
the radio buttons to ‘Enabled’ except for the pop-up blocker, which should be
disabled.

Additionally, the User Authentication logon should be “Automatic logon with
current username and password”.

After theses settings are changed, close the browser and iVOS, restart the
computer, open a document and go back into iVOS to try opening a report.
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10.1.11 Unable to download files from File Transfer on System Information tab

The Google Pop-Up block interferes with the file transfer utility on the Sys Info
page.

If you have this installed, please uninstall the toolbar and try the transfer once
more.

10.1.12 Webpage Dialog popup
The empty "Webpage Dialog" popup is symptomatic of using IE7 for iVOS
access in versions prior to iVOS 4.2. Users need to use IE6 until upgraded to
iVOS version 4.2.

10.1.13 Document images open in Adobe outside of iVOS

The way to fix this is to disable Adobe reader ActiveX. Here are the steps:
Open Adobe Reader and click on Edit>Preferences.

In the Preferences window click on Internet

In Web Browser Options, uncheck "Display PDF in browser" checkbox.
Click 'OK' to exit Adobe Reader.

Open Internet Explorer and go to Tools>Manage Add-ons.

Look for Adobe Acrobat Control for ActiveX and set it to disable.
Restart your machine.

NoogkrwdbrE

10.1.14 Cannot open Reserve Worksheet from Reserve Tab

The error ‘Cannot open spreadsheet in Excel’ is given. This is resolved by
adding iVOS as a trusted site in some situations (see section 8 of this
document). ForiVOS 4.2, this may be caused by the trusted site settings.
Make sure to disable ‘Allow websites to open windows without address or
status bars’ as indicated in section 8 of this document.

10.1.15 Windows Title Bar is not shown correctly — Does not show (Claimant 1 of
2) and shows Id’s instead of Names

Disable ‘Allow websites to open windows without address or status bars’ which
is located in the Security Settings for Trusted Sites, under the Miscellaneous
section. See section 8.5 of this document.

10.1.16 Claimant Name does not Document images open in Adobe outside of
iVOS
The way to fix this is to disable Adobe reader ActiveX. Here are the steps:
Open Adobe Reader and click on Edit>Preferences.
In the Preferences window click on Internet
In Web Browser Options, uncheck "Display PDF in browser" checkbox.
Click 'OK' to exit Adobe Reader.
Open Internet Explorer and go to Tools>Manage Add-ons.
Look for Adobe Acrobat Control for ActiveX and set it to disable.
Restart your machine.

Nogok~whE

10.1.17 Unable to add iVOS as a trusted site.

Symptoms: Internet Explorer appeared to save iVOS as a trusted site, but after
going back and checking, it did not. When attempting to remove trusted sites,
they appear removed but when you go back, they're still there.

Cause: An Internet Explorer security setting was changed by the local System
Administrator.
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10.1.18 Quick Reports won’t open when using IE7.
Symptoms: Quick Reports won’t open when using IE7.

Cause: Enable ‘Automatic prompting for file downloads.

10.1.19 Correspondence won’t open when using IE8.

Symptoms: Received the following error message when trying to open
correspondence using IE8:

“Please enable IE tools-Internet Options-Security-Local Intranet Level—
Initialize and script ActiveX controls marked as safe for scripting.”

Cause: Enable all ActiveX controls for Trusted Sites only including ‘Initialize
and script ActiveX controls not marked as safe for scripting.’

Aon eSolutions © 2012 Page 21 of 21



